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	1. [bookmark: _Hlk14887621]Description 

	Reference documents / Aconex unique numbers:

Basic Design Engineering Package doc no. K559-2254-PM-PLN-003
System Specification for Main Automation Contractor doc no. K559-2254-IC-SPE-001
IACS Security DEP 32.01.20.12
Preliminary System Architecture K559-2254-IC-BLD-001
System Architecture, document N. 1724000594-IN-DD-00015 issued by Yokogawa

	Based on the updated CCS data network level 1 topology (herein attached in PRELIMINARY DRAFT version), which considered the following:


· The above listed FEED documents
· Shell DEP 32.01.20.12 IACS Security.
It was identified that the following FO cables are needed between ITER offshore and OER onshore:
1. Two FO cores for the redundant Client/ Server network.
2. Two FO cores for the redundant Safety network.
3. Two FO cores for the redundant IEC61850 (A design change is being considered to avoid the need for two FO cores to route the IEC61850 network to shore, to be discussed)
4. One FO core for the single Management network
5. One FO core for the single Service network (OPTIONAL, option to route the service network on the same FO core used for the management network (point 4) can be considered if confirmed, not included in the Scope)
6. One FO core for the single Telecom network (not CCS related).
Note: This is based on the information we have as per today, future changes to be assessed separately.

Furthermore, these additional FO cores are needed (ref. sect. 9.7.6.2 of Basic Design Engineering Package), not related to the CCS (and not shown on the PRELIMINARY DRAFT network topology):
· One (1) FO core for ICCP package terminating on BLPH platform
· One (1) FO core provided directly to 66KV switchgear to permit HV-SCADA to directly control breaker switch
As per our understanding (ref. sect. 9.7.6.1 of Basic Design Engineering Package) the requirement to use Cisco FO-convertors type GLC-BX120, SFP-type, means that each network connection between BLPH and Onshore CCR will be single FO core and bidirectional.
Please notice that ABB standard delivery is Hirschman switches and introducing the Cisco SFPs will result in a need to code the switch and test the Cisco SFP with the switches, which ABB doesn’t have experience with and will add to the engineering time and might have a cost impact.
Conversely, if we go for standard SFP type, it will be FO pair (TX/RX) which gives the flexibility to use higher bandwidth and is also per ABB standard delivery, but it would mean doubling the number of required FO cores.
CONTRACTOR urgently require discussing the topic in subject in a dedicated meeting, taking also into account the information received from COMPANY including technical specification of the 66kV cable that will be connecting BLPH platform with the wind farm, including the FO cables (herein attached for prompt common reference), and the SLD of the windfarm (herein attached as well).
According to such information, a total number of 72 FO cores will be available. We understand that this total number shall be shared among the 6 “nodes” of the string “A”, where BLPH is the last “node” of the string. COMPANY to clarify how many FO cores can be reserved for BLPH needs.





	2. Response

	Reference documents / Aconex unique numbers


	Company confirms there are only 4 FO cores available from the BLPH to the land station. 

This does not include the 2 x FO cores allocated for the following: 
· One (1) FO core for ICCP package terminating on BLPH platform
· One (1) FO core provided directly to 66KV switchgear to permit HV-SCADA to directly control breaker switch
Contractor should revise the network Topolgy based on the available cores, points for consideration
· Requirement for safety network to extend onshore
· Consider multiple networks on single cores


	3. CTR Response (Rev.01)

	Reference documents / Aconex unique numbers


	According to the outcomes of the meeting held on 25th October 2023 and above Company’s response, Contractor is proposing the updated data network architecture (herein attached), with following explanatory notes:




1. EWS onshore. We would like the engineering station to be a physical rack mounted client so that ABB service engineer can use the KVM in the cabinet to connect to the system and do maintenance and changes to the logics. This is not straight forward in a virtual environment (you cannot connect directly through a KVM in the cabinet). Additionally, in case of a network issue that requires troubleshooting, using RDP will be impossible. Thus, ABB/ROS strongly advise to have a rack mounted engineering workstation in OER.

2. Domain controller 1 and 2 are redundant and placed in the HMI network, domain controller 3 is located on the Operational Management Network and is synchronized with the other two. Solving it like this allows only the synchronization through the firewall, the servers on the dmz level shall not have access to level 2.

3. Antivirus and WSUS functionality can be solved through Company’s servers, but this will leave our servers without antivirus and patching until Company system is connected sometime during the commissioning phase.
Therefore we propose to keep the antivirus and WSUS servers on the Operational Management Network (DMZ). During engineering we will download antivirus files and patches from ABB's internal servers, and during the commissioning antivirus files and patches can be manually download/updated until the clients antivirus and WSUS servers are connected.

4. The Backup System (Acronis) /NMS (HiVision) and the History servers both require a huge storage capacity. Thus, it is recommended to keep them as separate physical servers mounted in the same cabinet as the virtual hosts (no additional footprint). Additionally, they will have an important role during the engineering, testing and commissioning phase and should be thoroughly considered before deciding to move out of the PAS System. 

5. It is considered 1x server cabinet (1000x800mm) and one network cabinet (1000x800mm) onshore, and 1x network cabinet on the BLPH (1000x800mm).

6. The two OWS can be virtual. Management Server 3 will be a Terminal Server, depending on the licensing you can be connected to all the EWS/OWS concurrently. Login in will go through Company’s remote access solution and can be done from the Scada CCR.

7. The Safety Network and the CAP controller is removed from onshore. Agreed to go for the soft CAP solution, solution and SIL requirements to be discussed.

8. Time Servers. We can receive NTP time from Company time servers through our System Firewall and for our ntworks on the BLPH and for the third-party packages. However, we will also need PTP (1mikro sec accuracy) for the IEC61850 process bus. We are not sure if that is possible from the Company time servers. Another issue is time synchronization during testing and commissioning, we believe it is an important issue and project must decide whether or not it is acceptable to be dependent on Company connection or if it is safer to keep the time synchronization responsibility within the PAS System. Thus, ABB/ROS advise to keep the design as is in regard to the time servers.


	4. Company Response (Rev.01)

	Reference documents / Aconex unique numbers


	1. EWS onshore. We would like the engineering station to be a physical rack mounted client so that ABB service engineer can use the KVM in the cabinet to connect to the system and do maintenance and changes to the logics. This is not straight forward in a virtual environment (you cannot connect directly through a KVM in the cabinet). Additionally, in case of a network issue that requires troubleshooting, using RDP will be impossible. Thus, ABB/ROS strongly advise to have a rack mounted engineering workstation in OER.
Company Response: Consider minimising physical machines and optimise virtual machines where possible. I think a Physical rack mounted Workstation is not needed, because you have VMWare. The Servers have a OOB connection. (iLO or iDrac) also possible to RDP from management server for example.
 
2. Domain controller 1 and 2 are redundant and placed in the HMI network, domain controller 3 is located on the Operational Management Network and is synchronized with the other two. Solving it like this allows only the synchronization through the firewall, the servers on the dmz level shall not have access to level 2.
Company Response: I think this can be optimized. Is DC 3 required? (why not connect them directly to the other 2)
Above your network is also the crosswind Network that will act as a DMZ for you.
 
3. Antivirus and WSUS functionality can be solved through Company’s servers, but this will leave our servers without antivirus and patching until Company system is connected sometime during the commissioning phase.
 Therefore we propose to keep the antivirus and WSUS servers on the Operational Management Network (DMZ). During engineering we will download antivirus files and patches from ABB's internal servers, and during the commissioning antivirus files and patches can be manually download/updated until the clients antivirus and WSUS servers are connected.
Company Response: Consider applying manual patches an antivirus files during yard phase.  

4. The Backup System (Acronis) /NMS (HiVision) and the History servers both require a huge storage capacity. Thus, it is recommended to keep them as separate physical servers mounted in the same cabinet as the virtual hosts (no additional footprint). Additionally, they will have an important role during the engineering, testing and commissioning phase and should be thoroughly considered before deciding to move out of the PAS System.
Company Response: Consider the possibility to have the backup solution running on a ESXi host. ABB to explorer feasibility.
 
5. It is considered 1x server cabinet (1000x800mm) and one network cabinet (1000x800mm) onshore, and 1x network cabinet on the BLPH (1000x800mm).
Company Response: Suggest using the same size & looks of the current cabinets in the LHVS. Details below and can be found on Rittal website 

6. The two OWS can be virtual. Management Server 3 will be a Terminal Server, depending on the licensing you can be connected to all the EWS/OWS concurrently. Login in will go through Company’s remote access solution and can be done from the Scada CCR.  
Company Response: Acknowledged
 
7. The Safety Network and the CAP controller is removed from onshore. Agreed to go for the soft CAP solution, solution and SIL requirements to be discussed.
Company Response: Acknowledged

8. Time Servers. We can receive NTP time from Company time servers through our System Firewall and for our ntworks on the BLPH and for the third-party packages. However, we will also need PTP (1mikro sec accuracy) for the IEC61850 process bus. We are not sure if that is possible from the Company time servers. Another issue is time synchronization during testing and commissioning, we believe it is an important issue and project must decide whether or not it is acceptable to be dependent on Company connection or if it is safer to keep the time synchronization responsibility within the PAS System. Thus, ABB/ROS advise to keep the design as is in regard to the time servers.
Company Response: Acknowlegded 
Additional Query: Do all networks need to be connected to the service Firewall. And which traffic will go over the service

	5. CTR Response (Rev.02)

	Reference documents / Aconex unique numbers:
Windfarm FO connection diagram


	A) During the follow-up meeting held 24th November 2023 Company shared the FO connection diagram, herein attached for common reference.

[image: ]

Based on this information, Contractor will proceed designing the FO interconnections of BLPH with the wind farm as follows:
· FO connections for ICCP and HV Switchgear will use 4 FO cores foreseen from HNA6 (BLPH) and HNA5 (WTG-57):
· FO cores number 1-2 for “duplex” connection of ICCP panel
· FO cores number 3-4 for “duplex” connection of HV switchgear
· FO connections between BLPH Control system and Onshore will use up to 4 FO cores:
· FO core number 13 for “simplex” connection of HMI Network A
· FO core number 14 for “simplex” connection of HMI Network B
· FO core number 15 for “simplex” connection of Service Firewall
· FO core number 16 will remain unsused spare
· Alternatively, FO cores number 15-16 could be used for “duplex” connection of Service Firewall


B) Contractor response to Company Response (Rev.01):

1. EWS onshore. We would like the engineering station to be a physical rack mounted client so that ABB service engineer can use the KVM in the cabinet to connect to the system and do maintenance and changes to the logics. This is not straight forward in a virtual environment (you cannot connect directly through a KVM in the cabinet). Additionally, in case of a network issue that requires troubleshooting, using RDP will be impossible. Thus, ABB/ROS strongly advise to have a rack mounted engineering workstation in OER.
Company Response: Consider minimising physical machines and optimise virtual machines where possible. I think a Physical rack mounted Workstation is not needed, because you have VMWare. The Servers have a OOB connection. (iLO or iDrac) also possible to RDP from management server for example.
Contractor response: In General, ABB agrees to minimise physical machines and optimise virtual machines where possible. The concern is, making the Mgmt1 server a VM (as agreed in point 4), leaves the historian as the only option to get into the system from the OER, so if the historian is offline or there a network issue, there will be no other option to get into the system virtual environment from OER.
Thus, for the onshore EWS, ABB strongly advise to have it as a rack mounted physical machine as it will act as the main gate to access the ABB system virtual environment directly to perform system/ network troubleshooting from OER, while the footprint and cost impacts are negligible. 

2. Domain controller 1 and 2 are redundant and placed in the HMI network, domain controller 3 is located on the Operational Management Network and is synchronized with the other two. Solving it like this allows only the synchronization through the firewall, the servers on the dmz level shall not have access to level 2.
Company Response: I think this can be optimized. Is DC 3 required? (why not connect them directly to the other 2)
Above your network is also the crosswind Network that will act as a DMZ for you.
Contractor response: Technically, it is possible to have the machines on the Technical Network authenticate towards DC1 and DC2 on the HMI network. However, having DC3 simplifies the design and fulfils the cyber security guidelines (to avoid requests initiated from a higher-level network down to a low-level one). Additionally, DC3 is a virtual machine with no footprint and negligible cost. Thus, ABB advise to keep it as per current design.
 
3. Antivirus and WSUS functionality can be solved through Company’s servers, but this will leave our servers without antivirus and patching until Company system is connected sometime during the commissioning phase.
 Therefore we propose to keep the antivirus and WSUS servers on the Operational Management Network (DMZ). During engineering we will download antivirus files and patches from ABB's internal servers, and during the commissioning antivirus files and patches can be manually download/updated until the clients antivirus and WSUS servers are connected.
Company Response: Consider applying manual patches an antivirus files during yard phase.  
Contractor response: Acknowledged. Manual Windows patching & Virus definition updates will be performed during the yard phase.

4. The Backup System (Acronis) /NMS (HiVision) and the History servers both require a huge storage capacity. Thus, it is recommended to keep them as separate physical servers mounted in the same cabinet as the virtual hosts (no additional footprint). Additionally, they will have an important role during the engineering, testing and commissioning phase and should be thoroughly considered before deciding to move out of the PAS System.
Company Response: Consider the possibility to have the backup solution running on a ESXi host. ABB to explorer feasibility.
Contractor response: Acknowledged. The Management/Backup server will be a VM on ESXi host 3 as long as backup storage is offsite. The History server will be kept as a standalone machine.

5. It is considered 1x server cabinet (1000x800mm) and one network cabinet (1000x800mm) onshore, and 1x network cabinet on the BLPH (1000x800mm).
Company Response: Suggest using the same size & looks of the current cabinets in the LHVS. Details below and can be found on Rittal website 
Contractor response: Acknowledged. For cabinets installed in OER, ABB will tentatively provide same size (1200x800mm) and look as per Company’s suggestion. Network cabinet installed offshore on BLPH will remain 1000x800mm, due to the limited space available in ITER.

6. The two OWS can be virtual. Management Server 3 will be a Terminal Server, depending on the licensing you can be connected to all the EWS/OWS concurrently. Login in will go through Company’s remote access solution and can be done from the Scada CCR.  
Company Response: Acknowledged

7. The Safety Network and the CAP controller is removed from onshore. Agreed to go for the soft CAP solution, solution and SIL requirements to be discussed.
Company Response: Acknowledged
Contractor response: Agree to the soft CAP solution. However, Company to be aware of the following concerns:
· Emergency Response: In the event of an Operation Station malfunction/Power Outage onshore, Operator will not be able to operate the critical actions from HMI.
· Safety Compliance: IEC61511 & ISA 84 regulations mandate the presence of hardware-based emergency shutdown controls.
· Human Error Mitigation: In high-stress situations, reliance solely on software interfaces might lead to errors or delays in executing emergency shutdowns.
· Upon loss of network connection with BLPH offshore, the CCS and Safety systems will function independently offshore. However, in this case the CAP functions onshore will not be available.

8. Time Servers. We can receive NTP time from Company time servers through our System Firewall and for our ntworks on the BLPH and for the third-party packages. However, we will also need PTP (1mikro sec accuracy) for the IEC61850 process bus. We are not sure if that is possible from the Company time servers. Another issue is time synchronization during testing and commissioning, we believe it is an important issue and project must decide whether or not it is acceptable to be dependent on Company connection or if it is safer to keep the time synchronization responsibility within the PAS System. Thus, ABB/ROS advise to keep the design as is in regard to the time servers.
Company Response: Acknowlegded 
Additional Query: Do all networks need to be connected to the service Firewall. And which traffic will go over the service
Contractor response: Yes, all networks need to be connected to the service Firewall for switch maintenance, troubleshooting and configuration changes. 
The traffic over the service network will be negligible:
· Sporadic access of network switches remotely for maintenance, troubleshooting and configuration changes.
· Remote access to different UCP packages’ EWS from shore.
· WSUS/antivirus/backup for UCP package’ EWS.





	6. Company Response (Rev.02)

	C) During the follow-up meeting held 24th November 2023 Company shared the FO connection diagram, herein attached for common reference.

[image: ]

Based on this information, Contractor will proceed designing the FO interconnections of BLPH with the wind farm as follows:
· FO connections for ICCP and HV Switchgear will use 4 FO cores foreseen from HNA6 (BLPH) and HNA5 (WTG-57):
· FO cores number 1-2 for “duplex” connection of ICCP panel
· FO cores number 3-4 for “duplex” connection of HV switchgear
· FO connections between BLPH Control system and Onshore will use up to 4 FO cores:
· FO core number 13 for “simplex” connection of HMI Network A
· FO core number 14 for “simplex” connection of HMI Network B
· FO core number 15 for “simplex” connection of Service Firewall
· FO core number 16 will remain unsused spare
· Alternatively, FO cores number 15-16 could be used for “duplex” connection of Service Firewall


D) Contractor response to Company Response (Rev.01):

1. EWS onshore. We would like the engineering station to be a physical rack mounted client so that ABB service engineer can use the KVM in the cabinet to connect to the system and do maintenance and changes to the logics. This is not straight forward in a virtual environment (you cannot connect directly through a KVM in the cabinet). Additionally, in case of a network issue that requires troubleshooting, using RDP will be impossible. Thus, ABB/ROS strongly advise to have a rack mounted engineering workstation in OER.
Company Response: Consider minimising physical machines and optimise virtual machines where possible. I think a Physical rack mounted Workstation is not needed, because you have VMWare. The Servers have a OOB connection. (iLO or iDrac) also possible to RDP from management server for example.
Contractor response: In General, ABB agrees to minimise physical machines and optimise virtual machines where possible. The concern is, making the Mgmt1 server a VM (as agreed in point 4), leaves the historian as the only option to get into the system from the OER, so if the historian is offline or there a network issue, there will be no other option to get into the system virtual environment from OER.
Thus, for the onshore EWS, ABB strongly advise to have it as a rack mounted physical machine as it will act as the main gate to access the ABB system virtual environment directly to perform system/ network troubleshooting from OER, while the footprint and cost impacts are negligible. 
Company Response 22-12-23: Oke, Can be Closed

2. Domain controller 1 and 2 are redundant and placed in the HMI network, domain controller 3 is located on the Operational Management Network and is synchronized with the other two. Solving it like this allows only the synchronization through the firewall, the servers on the dmz level shall not have access to level 2.
Company Response: I think this can be optimized. Is DC 3 required? (why not connect them directly to the other 2)
Above your network is also the crosswind Network that will act as a DMZ for you.
Contractor response: Technically, it is possible to have the machines on the Technical Network authenticate towards DC1 and DC2 on the HMI network. However, having DC3 simplifies the design and fulfils the cyber security guidelines (to avoid requests initiated from a higher-level network down to a low-level one). Additionally, DC3 is a virtual machine with no footprint and negligible cost. Thus, ABB advise to keep it as per current design.
 Company Response 22-12-23: Oke, Can be Closed

3. Antivirus and WSUS functionality can be solved through Company’s servers, but this will leave our servers without antivirus and patching until Company system is connected sometime during the commissioning phase.
 Therefore we propose to keep the antivirus and WSUS servers on the Operational Management Network (DMZ). During engineering we will download antivirus files and patches from ABB's internal servers, and during the commissioning antivirus files and patches can be manually download/updated until the clients antivirus and WSUS servers are connected.
Company Response: Consider applying manual patches an antivirus files during yard phase.  
Contractor response: Acknowledged. Manual Windows patching & Virus definition updates will be performed during the yard phase.
Company Response 22-12-23: Oke, Can be Closed

4. The Backup System (Acronis) /NMS (HiVision) and the History servers both require a huge storage capacity. Thus, it is recommended to keep them as separate physical servers mounted in the same cabinet as the virtual hosts (no additional footprint). Additionally, they will have an important role during the engineering, testing and commissioning phase and should be thoroughly considered before deciding to move out of the PAS System.
Company Response: Consider the possibility to have the backup solution running on a ESXi host. ABB to explorer feasibility.
Contractor response: Acknowledged. The Management/Backup server will be a VM on ESXi host 3 as long as backup storage is offsite. The History server will be kept as a standalone machine.
Company Response 22-12-23: Oke, Can be Closed

5. It is considered 1x server cabinet (1000x800mm) and one network cabinet (1000x800mm) onshore, and 1x network cabinet on the BLPH (1000x800mm).
Company Response: Suggest using the same size & looks of the current cabinets in the LHVS. Details below and can be found on Rittal website 
Contractor response: Acknowledged. For cabinets installed in OER, ABB will tentatively provide same size (1200x800mm) and look as per Company’s suggestion. Network cabinet installed offshore on BLPH will remain 1000x800mm, due to the limited space available in ITER.
Company Response 22-12-23: Can be Closed


6. The two OWS can be virtual. Management Server 3 will be a Terminal Server, depending on the licensing you can be connected to all the EWS/OWS concurrently. Login in will go through Company’s remote access solution and can be done from the Scada CCR.  
Company Response: Acknowledged 
Company Response 22-12-23: Can be Closed


7. The Safety Network and the CAP controller is removed from onshore. Agreed to go for the soft CAP solution, solution and SIL requirements to be discussed.
Company Response: Acknowledged
Contractor response: Agree to the soft CAP solution. However, Company to be aware of the following concerns:
· Emergency Response: In the event of an Operation Station malfunction/Power Outage onshore, Operator will not be able to operate the critical actions from HMI.
· Safety Compliance: IEC61511 & ISA 84 regulations mandate the presence of hardware-based emergency shutdown controls.
· Human Error Mitigation: In high-stress situations, reliance solely on software interfaces might lead to errors or delays in executing emergency shutdowns.
· Upon loss of network connection with BLPH offshore, the CCS and Safety systems will function independently offshore. However, in this case the CAP functions onshore will not be available.
Company Response 22-12-23: Acknowledged. 
The use of a soft CAP solution conforms to safety compliance requirements under IEC61511 & ISA 84 regulations with SIL level to be established during detailed engineering phase. Please provide more details if deemed otherwise
Further review during detailed engineering may be required by EPC contractor to determine requirement for an internal watch-dog timer for some critical communications.


8. Time Servers. We can receive NTP time from Company time servers through our System Firewall and for our ntworks on the BLPH and for the third-party packages. However, we will also need PTP (1mikro sec accuracy) for the IEC61850 process bus. We are not sure if that is possible from the Company time servers. Another issue is time synchronization during testing and commissioning, we believe it is an important issue and project must decide whether or not it is acceptable to be dependent on Company connection or if it is safer to keep the time synchronization responsibility within the PAS System. Thus, ABB/ROS advise to keep the design as is in regard to the time servers.
Company Response: Acknowlegded 
Company Response 22-12-23: Can be Closed


Additional Query: Do all networks need to be connected to the service Firewall. And which traffic will go over the service
Contractor response: Yes, all networks need to be connected to the service Firewall for switch maintenance, troubleshooting and configuration changes. 
The traffic over the service network will be negligible:
· Sporadic access of network switches remotely for maintenance, troubleshooting and configuration changes.
· Remote access to different UCP packages’ EWS from shore.
· WSUS/antivirus/backup for UCP package’ EWS.
Company Response 22-12-23: Can be Closed (adjust drawings based on the last call 21-12-2023)


	7. Contractor Response (Rev.03)

	Company response rev.02 has been shared with the engaged Main Automation Contractor Yokogawa for their review.
In the meanwhile, the “System Architecture” drawing, document N. 1724000594-IN-DD-00015, has been issued by Yokogawa and submitted to Company via Aconex.
Please find hereinafter Yokogawa’s comments based on the fact that Yokogawa’s architecture is slightly different from what considered so far.
1. EWS onshore:
Yokogawa will provide an Engineering workstation in ITER. In OER there will be a dedicated client for RDP access to this station.
2. Domain controllers:
in Yokogawa architecture there are 2 domain controllers (physical machines), placed in OER, in Production Management network.
3. Antivirus and WSUS:
Response from Company is noted. If during commissioning external network will be unavailable, we will update AV definitions and Windows patches manually.
4. Back-up system:
Yokogawa will provide a backup server in OER, with the required storage space.
5. Server cabinets: 
Noted and confirmed.
6. OWS:
Yokogawa will provide thin clients as operator workstations.
7. Safety Network:
we confirm that in Yokogawa solution the safety network will be only offshore.
8. Time servers:
Yokogawa will provide a time synchronization server with GPS antenna, that will be installed in ITER. The systems in ITER can use this server as time reference. The onshore systems can also use this reference, or a company time server (to be discussed).
9. Additional query (all networks connected to service firewall, ngegligible traffic):
Noted and confirmed.
Company is kindly required to ackowledge Yokogawa’s considerations.


	8. Company Response (Rev.03)

	
Company acknowledges Contractor responses. 



This communication is issued for the recipient’s information and to facilitate the obligations
of the Parties under the Contract. This communication has no authority to amend                                                                      Page 2/2
or vary the Contract nor relieve either Party of any duties, obligations or responsibilities.								
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1. Abbreviations 
 
The abbreviations as used in the text are to be interpreted as defined below: 


- AC    Alternated Current 
- AL    Aluminium 


- BARGE    Flat-bottomed boat 
- CPS    Cable Protection System 


- CLV    Cable Laying Vessel 


- CSA    Cross Sectional Area 
- Cu    Copper 


- CIGRE    International Council on Large Electric Systems 
- DC    Direct Current 


- DOB    Depth Of Burial 


- DOC    Depth Of Cover 
- EN    European Standard 


- EMPLOYER   VOOW – Van Oord Offshore Wind 
- HD    Harmonization Document 


- kA    Kilo Ampere 
- kV    Kilo Volt 


- kN    Kilo Newton 


- HDPE    High density Polyethylene 
- HOS    Hang-Off System 


- Hz    Hertz (Electrical system frequency)  
- FAT    Factory Acceptance Test 


- IEC    International Electrotechnical Commission  


- ISO    International Organization for Standardization 
- OSS    Offshore Substation 


- ITP    Inspection and Test Plan 
- MBR    Minimum Bending Radius 


- MVA    MegaVoltAmpere 
- MW    MegaWatt 


- kV    Kilo Volt 


- SAT    Site Acceptance Test 
- SM    Single Mode 


- SWA    Steel wire armouring 
- SoS    Scope of Supply 


- SoW    Scope of Work 


- SC    Semi Conductive 
- SUPPLIER   BV Twentsche Kabelfabriek (TKF) 


- PROJECT   Hollandse Kust Noord 
- OF    Optical Fibre 


- TJ    Transition Joint 


- TB    Technical Brochure 
- WTG    Wind Turbine Generator 


- LWT    Longitudinal Water Tightness 
- LAT    Lowest Astronomical Tide 


- RWT    Radial Water Tightness 
- PP    Poly Propylene 


- UV    Ultra Violet 


- XLPE    Cross-linked Polyethylene 
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2. Reference and Standards 
 


1. HKN-A.01.00_App5_Annex_3_HKN-.03.01_Design_and_supply_of_infield_cables_V5IEC 


2. 14.4671 VOOW - ITT IAC CR Rev.2 2021-04-19  
3. IEC 60840 Power Cables with Extruded Insulation and their Accessories for Rated Voltages above 30 


kV (Um= 36 kV) up to 150 kV (Um = 170 kV) – Test Methods and requirements 
4. IEC 60228 Conductors of Insulated Cables.  


5. IEC 60287 Electric cables - Calculation of the current rating 


6. IEC 60229 Tests on extruded over sheaths with a special protective function 
7. ITU-T G.657 Characteristics of a bending-loss insensitive single-mode optical fibre and cable 


8. ITU-T G.652 D Characteristics of a single-mode optical fibre and cable  
9. ITU-T G.650.1 Definitions and test methods for linear, deterministic attributes of single-mode fibre 


and cable   


10. CIGRE Technical Brochure 490 Recommendations for Testing of Long AC Submarine Cables with 
Extruded Insulation for System Voltage above 30 (36) to 500 (550) kV. (replaces CIGRE 189-1) 


11. CIGRE Technical Brochure 623 Recommendations for Mechanical Testing of Submarine Cables. 
(UM=7.2 KV) up to 60 KV (UM = 72.5 KV). 
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3. Introduction 
 


The Hollandse Kust (noord) Wind Farm Zone (HKNWFZ) is located 10 Nautical Miles off the west 


coast of the Netherlands. There has been one Wind Farm Site designated in the HKNWFZ: Hollandse 
Kust (noord) Wind Farm Site (HKNWFS), see Figure 1-1. The total surface area (including 


maintenance and safety zones) of the HKNWFS is approximately 125 [km2]. HKNWFS will 
accommodate sixty-nine (69) SG 11.0-200 DD turbines of 11.0 [MW] plus one (1) optional 


innovation position, resulting in a total capacity of approx. 760 [MW]. 


The HKNWFS crosses several existing telecom cables and pipelines. The existing Princess Amalia 
Wind Farm (120 [MW]) lies within the HKNWFZ. 


 


Figure 3-1: Hollandse Kust (Noord) project area 


The Hollandse Kust Noord (HKN) wind farm consists of 69 wind turbines with 12 strings (open 


loops), 1 optional innovative foundation (HKN 70) and 1 OSS. Between the wind turbines the array 
cable connection is based on 66 [kV] 3x400 [mm2 ] Al cables, 66 [kV] 3x630 [mm2 ] Al cables and 


66 [kV] 3x800 [mm2 ]. Water depths range from -26.5 m to -18 m (LAT).  
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4. Project Design Parameters 
 


Parameter Value 


Cable Type  Three-Core Composite Cable 


Conductor Material Aluminium 


Conductor Insulation XLPE 


Metallic Screen Aluminium welded sheath 


Nominal Voltage phase to phase [kV] 66 


Maximum rated continuous phase-to phase operating 
voltage [kV] 


72.5 


Rated nominal power per WTG  


 


11.55 MW 


Rated nominal current (Ir) (IEC 60287) per WTG 112.3 Amperes 
Based on 11.55MW & power factor (cos φ) = ±0.9 


Rated max short-circuit current 3 phase 800mm2: 21.2 kA  at OSS 
630mm2: 20.5 kA at HKN 36 


400mm2: 19.8 kA at HKN 37 


  


Bonding of metal sheaths (including drain wires and 


stainless steel tube of fibre optic cable) and armouring 


wires of the Infield cable 


The sheaths of the individual cores as well as the 


armouring shall be properly earthed at both Infield 


Cable ends (solid bonding) 


Single phase short circuit current  7.9 kA for duration 0.6 second (400 mm2 AL) 


8.0 kA for duration 0.6 second (630 mm2 AL) 
8.1 kA for duration 0.6 second (800 mm2 AL) 


Rated voltage phase to phase (U) 66 kV 


Rated voltage phase to ground (Uo) 38 kV 


Maximum voltage in system (Um) 72.5 kV 


The operating frequency  50 Hz 


Basic Impulse Level 325 kV 
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5. Cable data sheet 
5.1 Cross-sectional drawing 


 
Below are the 3x1x400 mm2 general, electrical and mechanical parameters presented: 
 


5.2 General 
 


Information Specifications Unit  


TKF article number 304402  


Article class Subsea cable  


Type AL/XLPE/Al/SWA/PE 38/66 (72.5) kV  


Description 3 x 1 x 400 Al + 2 x 36 SM   


Net Weight (dry) 253 N/m 


Weight under water 115 N/m 
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Marking power core 
 


 


Marking outer sheath 


{Length} m TKF 1 x 400 mm² Al 38/66 (72.5) kV {Production 
order number} {Year} {phase number in white} 


 


{Length} m TKF - 38/66 (72.5)kV - 3 x 1 x 400 Al + 2 x 36 SM-
FO  IEC60840 { Production order number } {Year}  SUBSEA 


 


 
5.3 Cable construction 


 


Cable Construction Specifications Unit 


Standardization IEC 60840, CIGRE TB 490, CIGRE TB 
623 


 


Number of cores 3 pc 


Number of FO cables 2 pc 


Single Power cores 


Nominal cross section conductor 400 mm2 


Conductor material Aluminium (1050)  


Conductor weight 2 Kg/m 


Shape of conductor Round  


Conductor category IEC 60228, Class 2 compacted  


Nominal earth screen cross section 68.6 mm2 


Core insulation XLPE   


Earth screen construction Welded aluminium sheath (smooth)  


Longitudinal water blocking conductors YES (SC compound)  


Longitudinal water blocking screen YES (SC water blocking tape)  


Conductor diameter 24.7±0.5 mm 


Nominal conductor screen thickness 0.8 mm 


Nominal diameter conductor screen  26.3±1 mm 


Nominal Insulation thickness 8 mm 


Diameter over insulation 42.3±1 mm 


Nominal insulation screen thickness 0.5 mm 


Nominal diameter insulation screen 43.3±1 mm 


Diameter over SC water blocking tape 43.9±1 mm 


Nominal thickness metal sheath (1050 aluminium) 0.5 mm 


Nominal diameter metal sheath 44.9±1 mm 


Inner sheath thickness (total of adhesive ,HDPE and SC skin) 3 mm 


Screen weight per m 0.19 kg/m 
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Inner sheath material LDPE(glue)/HDPE/LDPE(SC)  


SC skin thickness 0.2 mm 


Nominal diameter power core 50.7±1 mm 


Weight of single core in air 2.8 Kg/m 


Weight of single core in water 0.73 Kg/m 


Fibre optic cables 


Type fibre optic element 1 x 316L tube, 36 x SM  


Material tube Stainless steel 316 (1.4401)  


Diameter fibre optic cable 13 mm 


Mass of FOC 48 Kg/km 


Assembled 3 core cable 


Number of FO cables 2  


Lay-up configuration S-lay  


Lay length power cores 1199 mm 


Lay-up loss of power cores 1.2 % 


Lay-up loss of optical fibre cable  1.4 % 


Thickness polymeric bedding layer 2 mm 


Filling material between cores, type of material, solid or lose  Polymer, solid  


Thickness armouring  4.2 mm 


Number of armour wires 79  


Lay length armour wires 2064 mm 


Armouring weight per m 7.6 kg/m 


Steel type Grade 34 +Z275 class A  


Material outer sheath PE  


UV resistant (outer sheath) YES  


Outer sheath thickness 4 mm 


Outer diameter approx. 132±3 mm 


Maximum stack height 5 m 


Aluminium weight of single Power core (nominal) 1.2 Kg/m 


Copper weight (nominal) 0.04 Kg/m 


Steel weight (nominal) 8.7 Kg/m 


Weight of cable in air 25.9 Kg/m 
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Weight of cable in water 11.9 Kg/m 


 


 


5.4 Cable Electrical Parameters 
 


Technical characteristics (electrical) Specifications Unit 


Nominal voltage U0 38 kV 


Nominal voltage U 66 kV 


Nominal voltage Umax 72.5 kV 


Frequency 50 Hz 


Basic impulse level  325 kV 


Mutual capacitance (Nominal) 0.29 µF/km 


Maximum conductor temperature 90 °C 


Conductor AC resistance @ 90°C Conductor temp 
(maximum)1 


101.7 mΩ/km 


Conductor DC resistance @ 20°C (maximum)1 77.8 mΩ/km 


Metal sheath DC resistance @ 20°C (maximum)1 418.5 mΩ/km 


Max. short-circuit temperature conductor 250 °C 


Max. short-circuit temperature metal sheath 180 °C 


Max conductor short circuit current for 1 second (adiabatic)  


 


38.3 kA 


Max conductor short circuit current for 1 second (non-
adiabatic)  


38.8 kA 


Max screen short-circuit current for 0.6 second (non-


adiabatic, Tstart 78 degrees C)  
 


8.5 kA 


Impedance at 50Hz at 90°C-modules 157 mΩ/km 


Impedance at 50Hz at 90°C-angle 49.7 o 


Charging current per phase at rated voltage 3.5 A/km 


Dielectric loss factor of XLPE insulation (95-100ºC) ≤10 x 10-4  


Inductance of conductor 0.382 mH/km 


Inductance of earth screen 0.165 mH/km 


Positive sequence impedance at 20°C, split into real and 


imaginary part, X + j*Y  


80.4 


98.7 


mΩ /km  


 


Negative sequence impedance at 20°C, split into real and 
imaginary part, X + j*Y  


80.4 
98.7 


mΩ /km  
 


Positive sequence impedance at 50°C, split into real and 


imaginary part, X + j*Y  


89.5 


98.7 


mΩ /km  


 


Negative sequence impedance at 50°C, split into real and 
imaginary part, X + j*Y  


89.5 
98.7 


mΩ /km  
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Positive sequence impedance at 90°C, split into real and 
imaginary part, X + j*Y  


101.8 
98.7 


mΩ /km  
 


Negative sequence impedance at 90°C, split into real and 


imaginary part, X + j*Y  


101.8 


98.7 


mΩ /km  


 


Zero sequence impedance at 20°C, split into real and 


imaginary part, X + j*Y  


353.6 


542.9 


mΩ /km  


 


Zero sequence impedance at 20°C, split into real and 
imaginary part, X + j*Y current path earth screen + armour 


wires 


201.5 
161.3 


mΩ /km  
 


Zero sequence impedance at 90°C, split into real and 
imaginary part, X + j*Y current path earth screen + armour 


wires 


253.2 
161.3 


mΩ /km  
 


Dielectric losses (DC) at 66kV (Insulation losses)  0.1341 W/m  
 


Maximum cable ampacity 3 574 A 


Conductor losses at 100% max cable ampacity 3 33.5 W/m  
 


Sheath losses at 100% max cable ampacity 3 2.4 W/m  


 


Armour losses at 100% max cable ampacity 3 14.1 W/m 


Electrical stress at inner semi-con at U0 2 


 
6.08 kV/mm 


Electrical stress at outer semi-con at U0 2 


 


3.78 kV/mm 


1. Resistance is applicable to complete array cable where lay loss factor was accounted for  
2. Electrical stress calculated based on nominal dimensions of the insulation  


3. Cable buried in seabed under DOB of 2 meter with 0.6m seabed dynamics, seabed temperature 
14.3ºC, thermal resistivity of 0.6, losses calculation based on IEC60287 


 


5.5 Cable Mechanical Parameters 
 


Technical characteristics (mechanical) Specifications Unit 


Minimum coiling radius  6 m 


Minimum coiling height 18 m 


Minimum bending radius of single core cable during 
installation (with tension)  


0.9 m 


Minimum bending radius cores cleated 


 


0.9 m 


Minimum bending radius cores temporary storage 0.9 m 


Minimum bending radius cores  during production on the 


lay-up drum  


0.9 m 


Minimum bending radius during installation 1.8 m 


Minimum bending radius after installation 1.56 m 


Minimum bending radius of three-core armoured subsea 


cable during storage (drum/carrousel)  


1.56 m 


Elastic torsion stiffness (calculated) 19.04 kN.m2/rad 


Elastic bending stiffness (calculated) 6.94 kNm2 
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specific gravity 1.89  


SWL (Max straight cable tension) 186 kN 


Nominal permanent tensile strength 17.14 kN 


MBL (ultimate Tensile Strength) 452.2 kN 


Maximum allowed pulling force, straight pull (Safe Working 


Load) for power core  


102.5 kN 


Maximum permissible tension in the conductor without 


joints 


21 kN 


Maximum water ingress under project conditions for 
conductor metal sheath and FO cable 


10 meter 
 


Maximum tension at MBR during installation 85 kN 


Axial stiffness (based on not fixated situation) 165 MN 


Maximum axial straight compression 30 kN 


Crush load (Cigre 623, 6.3) 500 kN/m 


Crush load for long term stacking (Cigre 623, 6.4) 167 kN/m 


Sidewall force (Cigre 623, 6.5 distributed contact) 47 kN/m 


Minimum installation temperature -10 °C 


 


5.6 Cable Bending Stiffness vs bending Radius 
 


The graph below shows the relation between the cable bending stiffness at different bending radii. These 
parameters should take into account for cable installation.  
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5.7 Cable curvature tension vs bending Radius 
 


The Curvature -Tension relation for 400 mm2 cable is presented in the following figure. 


 


 
 


 


5.8 Cable Drain wire 
 


Construction Specification Unit 


Nominal cross section 4 mm2 


Conductor material Copper  


Core insulation Semi conductive HDPE  


Colour of outer sheath Black  


Cable construction details 


Conductor Diameter 2.5 mm 


Outer sheath thickness 3.4 mm 


Outer diameter 9.2 mm 


MBR and MBR during and after installation 0.25 m 


Electrical Parameter 


Electrical resistance @ 20°C DC – core 4.61 (from IEC 60228 ) Ω /km 
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