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1 INTRODUCTION  

1.1 PROJECT OVERVIEW 

Crosswind, a Shell and Eneco joint venture, was awarded the tender to develop the offshore Hollandse Kust 

Noord (HKN) wind farm, located 18.5km off the coast of Netherlands near the town of Egmond aan Zee. The 

consortium plans to have HKN operational in 2023 with an installed capacity of 759MW generating at least 

3.3TWh per year. This is sufficient renewable power to supply more than 1 million Dutch households with 

green electricity.  

Offshore wind farms produce intermittent electricity and balancing these dips and peaks and integrating 

this electricity into the national energy system requires new technologies. For this reason, the offshore wind 

farm will include several new technologies that could be implemented at full-scale in the future. The new 

technologies being explored include a floating solar park, a short-duration battery storage as well as long-

term storage via green hydrogen produced by water electrolysis and subsequently consumed in a fuel cell. 

The combination of these individual measures, herein referred to as the Base Load Power Hub (BLPH) will 

ensure a continuous power supply regardless of the wind situation. 

1.1.1 Project Location 

The Hollandse Kust Noord (HKN) wind farm is located 18.5km off the coast of the Netherlands near the town 

of Egmond aan Zee. 

 

Figure 1 HOLLANDSE KUST NOORD WIND PARK Location Map 



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 12 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

 
Figure 2 - Wind Park Details 

The wind farm will consist of No. 69 x 11.5MW wind turbine generators each to be installed on a dedicated 

monopile structure. A 70th monopile located on coordinates E 590719.1, N 5841602.3 is reserved for 

installing the platform accommodating the BLPH. The monopile structure was designed and installed by Van 

Oord Offshore Wind (VooW) and therefore not part of the BLPH scope. 

1.1.2 Project Concept 

All components included in the BLPH will be integrated onshore on a topsides and installed in an offshore 

location within the boundaries of the HKN wind farm. At its simplest, the BLPH will store energy during 

periods of high electricity generation from renewable sources (a wind turbine generator and the floating 

solar PV farm) and release it during periods of low generation. In practice. It is expected that the energy 

stored will supplement generation from renewable sources to ensure that at least 1.0MW of power is 

exported to the electrical grid regardless of wind/solar availability.  

 

Figure 3 – BLPH Concept 
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Electricity in the BLPH will be stored in the form of electrons in a battery energy storage system (BESS) as 

well as converted into green hydrogen via water electrolysis. When the power output from the connecting 

wind turbine drops to below 1 MWe, the BLPH will return its stored energy to supplement the remaining 

power output. This will be by discharging the BESS, while stored hydrogen will be converted back into 

electricity using a fuel cell to extend the discharge duration.  

The purpose of the BLPH s to function as a testbed for the integration of energy storage technologies with 

renewable generation. It is expected that equipment installed on the BLPH will operate as Normally 

Unmanned Installation for at least two (2) years with no or minimal maintenance and it will have its own 

independent control room with the ability to communicate with Crosswind’s control room. 
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2 DOCUMENT SCOPE 
 

The purpose of this document is to provide essential Instructions for Operation and Maintenance (IOM) of 

Yokogawa PCS based on Centum VP and CI Server  which will be used as operation and Monitoring of BLPH 

- Hollandse Kust Noor Wind Park Project. 

The following subjects are covered under this document: 

• Instructions for operations 

• Instructions for maintenance 

• Instructions for proof testing 

• Instructions for troubleshooting 

Note that this document is not meant to supplant the actual Operations and Maintenance Procedure of the 

facility. It serves only as a guideline to highlight the salient points to be considered in the development of 

the Operations and Maintenance Procedure which falls under the authority of the Employer 

2.1 REFERENCES 

 

Doc. No. Description 

1724000594-IN-LIS-00007 Systems Cables List 

1724000594-IN-DD-00015 System Architecture 

1724000594-IN-DG-00016 Network Connection Diagram 

1724000594-IN-SP-00018 PCS and SAFETY SISTEMS Software Functional Design 

Specification (FDS-SW) 

1724000594-IN-SP-00019 EMCS Software Functional Design Specification (FDS-SW) 

1724000594-IN-RE-00043 Cyber Security Settings 

IM 33J15A20-01EN CENTUM VP Function Blocks Overview 

IM 33J15A30-01EN Function Block Reference Vol.1 

IM 33J15A31-01EN Function Block Reference Vol.2 

IM 33J15A32-01EN Function Block Reference Vol.3 

IM 33J15A10-01EN Field Control Stations Reference 

IM 33J60F10-01EN Input & Output Modules Vol.1                                    

IM 33J62F10-01EN Input & Output Modules Vol.2                         

IM 33J10D10-01EN Engineering Reference Vol.1 

GS 33J01A10-01EN CENTUM VP System Overview       
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GS 36K01A10-01EN Collaborative Information Server 

IM 33J01C10-01EN Field Control Unit -Hardware User’s Guide  

IM 33J01C10-01EN CENTUM VP Installation 

IM 32P01C50-01EN Installation Guide(ProSafe-RS) 

IM 30B05A20-01EN Plant Resource Manager Installation 

IM 36K01C10-01EN CI Server Setup 

IM 36K10R10-01EN CI Portal Setup 

TI33J01J10-01EN CENTUM VP Installation Guidance 

TI 36K01A10-01EN Collaborative Information Server Product Overview 

Table 1 - Reference Documents 

 

2.2 DEFINITIONS AND ABBREVIATIONS 

 

COMPANY or Client (CPY): Crosswind 
 

CONTRACTOR (CTR): ROSETTI MARINO S.p.A. 

PROJECT: HOLLANDSE KUST NOORD WIND PARK Project 

CAP Critical Action Panel 

CPU Central Processing Unit 

EMCS Electrical Monitoring and Control System 

ESB Extended Serial Bus 

EWS Engineering Workstation 

LED Light Emitting Diode 

FDS Functional Design Specification 

HART Highway Addressable Remote Transducer Protocol 

HMI Human Interface Station (CentumVP) 

IAMS Instrument Asset Management System 

NMS        Network Management System 

OWS Operator Workstation (HMI) 

PCS Process Control System 

PM Preventive Maintenance 
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PSU        Power Supply Unit 

UPS Un-interrupted Power Supply 

WSUS Windows Server Update Services 

Table 2 - Definitions and Abbreviations 
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3 GENERAL INSTRUCTIONS 
 

This section describes the general instructions for operation and maintenance of the Process Control System 

supplied for the HOLLANDSE KUST NOORD WIND PART Project (BLPH). 

• “Operations” involve guidelines for the user to evolve procedures for normal operations of the 

plant and systems. This includes Operation and Monitoring.  Refer Sec.4 of this document for 

more information. 

• The “Maintenance” activities can be classified as Preventive Maintenance and Corrective 

Maintenance. 

➢ Within Preventive Maintenance, one can distinguish the actions that can be done without 

disturbing the process (without restrictions), so called “First line Maintenance” and 

maintenance that will certainly disturb the process or bear a great risk to do so, called 

“Shutdown Maintenance”. Refer Sec.5 of this document for more information. 

➢ Corrective Maintenance implies the replacement of the defective part, which failed and/or 

caused a nuisance trip.  Due to the unpredictable nature of this type of maintenance this 

document does not cover this in great depth, but to aid with corrective maintenance a 

section Troubleshooting has been introduced.   

• It is the responsibility of the Customer to ensure that the plant Operations and Maintenance 

Procedure is kept up to date to reflect the actual status of the PCS for all “Modifications” 

implemented at any given time post-handover. 

3.1 SYSTEMS INVOLVED 

System comprises of the following equipment: 

• CentumVP System cabinet  

• Associated FIO cabinets  

• CentumVP Engineering Workstation (EWS) 

• CI Servers 

• IAMS 

3.2 PREREQUISITES 

• It is to be noted that the responsibility to set up the necessary procedures for operation and 

maintenance rests with the end user.  

• The personnel responsible for the operation and maintenance activities must be competent with 

the system and project documentation. 
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• It is the responsibility of the maintenance personnel to refer to the appropriate sections in the 

manual and to read and understand the requirements before performing the actual maintenance 

activities. 

• During maintenance, put up wrist strap for PCS (Electrostatic Discharge) measures (If applicable). 
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4 INSTALLATION 
 

4.1 CENTUMVP  

In order to use CENTUM VP software packages, it is necessary to install the CENTUM VP software on a 

computer and then grant licenses to the computer to enable the use of the software packages 

The following figure shows the setup procedure for a computer installed with only system builders. 

 

Figure 4 – CentumVP Installation flow chart 
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Refer IM 33J01C10-01EN CENTUM VP Installation, section B for applicable hardware and software 

applicable as per BOM 

For Hardware Component installation please refer TI33J01J10-01EN CENTUM VP Installation Guidance. 

4.2 PROSAFE-RS  

In order to use ProSafe-RS software packages, it is necessary to install the ProSafe-RS software on a computer 

and then grant licenses to the computer to enable the use of the software packages. 

 

Figure 5 – ProSafe-RS Installation flow chart 
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Refer IM 32P01C50-01EN Installation Guide, section B for applicable hardware and software applicable as 

per BOM.  CENTUM VP coexists with ProSafe-RS so the name of the PSF_MAINTENANCE group you have 

created will change to PSF_MAINTENANCE_LCL and add the user to the CTM_MAINTENANCE group. 

4.3 IAMS (PLANT RESOURCE MANAGER- PRM) 

following media for installing IAMS hereinafter referred to as PRM:  

• PRM R4 Software Media (hereinafter referred to as PRM installation media)  

There are two discs. Disc 1 contains the following software installers:  

• PRM software  

• License Manager software  

• DeviceViewer for HIS  

• Control bus driver  

• Vnet/IP open communication driver  

• Electronic instruction manuals  

Disc 2 contains the InsightSuiteAE Starter Edition installer.  

• Device Files Media (hereinafter referred to as Device Files medium) This medium contains YOKOGAWA 

device DTMs and device files from other manufacturers 

PRM R4 License Media (hereinafter referred to as PRM license medium) This medium contains the ordered 

licenses for PRM software packages, in the form of license key files.  

• PLUG-IN Application Media for PRM (hereinafter referred to as PLUG-IN application medium) This medium 

contains optional PLUG-IN applications. 

A PRM station is a computer on which PRM software is installed. The station type determines the PRM 

packages that can be installed on a computer. Select one of the following PRM station types to install 

depending on your system requirement:  

• PRM Server  

• PRM Client   
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Figure 6 – IAMS(PRM) Installation flow chart 
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Figure 7 – IAMS License Manager Installation flow chart 

Refer IM 30B05A20-01EN Plant Resource Manager Installation, section 6 for applicable hardware and 

software applicable as per BOM. 

4.4 CI CORE/ PORTAL /VIEW 

Have the following items at hand before you set up CI Server.  

• CI Server software medium  

• Activated License File (there is one for each server computer) 

The installation is performed by running setup from the CI Server DVD. In setup, all CI Server functions are 

installed regardless of the type of CI Server package. However, by applying the appropriate license for the 

CI Server package(Core/Portal), it becomes the configuration suitable for that package. 
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Figure 8 – CI Core/Portal Installation flow chart 

Refer IM 36K01C10-01EN CI Server Setup, section 2 for applicable hardware and software applicable as per 

BOM.  

CI View 

On CI View (computer prepared as CI View), software called Remote Connect can be used to perform 

operator interface, edit module, and engineering module as Java applications. To download Remote 

Connect, open a browser and browse by adding the port number after the IP address of the node running 

CI Portal (or CI Core and CI Portal) connected to CI View.  
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Example: http://192.168.1.100:8080/  

Thus, even if 8080 is used in the browser, the communication between CI View and CI Portal (server or data 

gateway) will be secure communication using 8443 port by default.  

It can be started by typing:  

https://192.168.1.100:8443 

Refer IM 36K10R10-01EN CI Portal Setup, section 2.2 for CI view setup. 
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5 OPERATIONS 
 

Operational requirements are defined by the End-user. Normally this will be included in the overall plant 

operation procedures and manuals. The following paragraphs will provide brief details on the operating 

procedures of the PCS. The main functions that are executed by the operator are: 

• Power up 

• Operator interfaces and system monitoring 

• Forcing Analog Values 

CentumVP installation guidance (TI 33J01J10-01EN) for the Environmental conditions of supplied products. 

 

5.1 POWER UP 

The power supplies that must be available for the system are: 

System power supplies: 

• PCS : 230 VAC UPS (UPS-1 & UPS-2) with autonomy of 30 min 

Utility power supply: 

• One 230 VAC 50Hz  

The utility power supply will be used to feed the following equipment per cabinet 

• Cabinet fans  

• Utility sockets  

• Cabinet lighting 

The starting point for system power up is: 

• All power cables connected. 

• All field cables connected (If available during the system start-up). 

• All grounding cables connected. 

• All interface cables to other systems connected (If available during the system start-up). 

• All main switches and circuit breakers switched OFF. 
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Figure 9 – Start-up 
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5.2 INTERFACES AND SYSTEM MONITORING 

 

The system provides the following interfaces: 

• Critical Action Panel (CAP) 

• System status on EWS 

• System status on OWS 

• LED indications on modules 

• IAMS Client 

• EWS0164 

5.2.1 Critical Action Panel (CAP) 

 

A Critical Action Panel (CAP) shall be software-based control located at CCR for PCS and SIS, FGS. A 

dedicated tower type PC and screen with installed CI view/License software shall be used to control the 

action push buttons and monitor the trip status information. 

5.2.2 System Status on OWS 

NMS (Network Management System) shall be accessible from OWS to monitor all Computers and network 

switches and firewall status.  

CI Core Server, CI portal Server redundancy Status can be monitored from OWS.  

For More details refer PCS and SAFETY SISTEMS Software Functional Design Specification (FDS-SW). 

 

5.2.3 System Status on EWS 

 

The FCS Status Overview window displays a list of FCSs assigned to the given CentumVP project. In addition 

to the current operating conditions of FCSs, it also displays if there is any diagnostic information message 

from any of the FCS diagnostic functions; it is easy to know which FCS has errors. 

 

If there is an error, the erroneous area is shown using a different colour. It also displays whether there are 

any messages that have not been acknowledged.  

The System Status Overview window display the operating mode, scans period and security level along with 

the operating status and connection status of CPU and I/O modules. 

The System Alarm window displays a list of diagnostic information messages that notify hardware, software, 

and communication errors in the system as system alarm messages. 
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Figure 10 – System Status on OWS 

 

5.2.4 LED Indication on modules 

 

For health status of module, the following LEDs will be lit: 

• Node Power Supplies – SYS and FLD 

SYS-  Power supply module +5V 

FLD-  Power supply module +24V 

• Active Controller – SYNC, HRDY, RDY, COPY, RCV1,2 , SND1,2 and CTRL 

SYNC-  Synchronizing with external clock. 
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HRDY-  Hardware normal 

RDY-  Both hardware and software are normal. 

COPY-  Copying normal 

RCV1,2- Receiving frames from Vnet/IP 

SND1,2- Sending frames from Vnet/IP   

CTRL- Module is operating normally 

• Standby Controller – SYNC, HRDY and RDY 

• Active I/O Module – STATUS, ACT and DX 

STATUS- This LED turns on when the module is operating normally 

ACT- This LED turns on when the module is in the controlling status 

DX- This LED turns on when the module is in the dual-redundant configuration 

• Standby I/O Module – STATUS and DX  

5.3 SYSTEM ACCESS 

This chapter gives an overview of Authorisation levels, how to log in and how to log out. 

Authorisation levels 

The following authorisation groups are defined and used within the system: 

• View 

• Operator 

• Supervisor 

• Administrator 

 

Each user can be assigned to one of these groups. Table 3 shows the privileges within each authorisation 

group: 

System function Authorisation levels 

View Operator Supervisor Administrator 

Display variables X X X X 

Change setpoints - X X X 

Acknowledge alarms - X X X 

Modify tuning panel settings 

(e.g. alarm limits) 

- - X X 

Modify database (e.g. 

passwords) 

- - - X 

Modify/add displays - - - X 

Table 3 – Authorisation levels 
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5.3.1 Log in / log out 

Access to the SCADA system is granted manually. After the workstation is started, the user needs to logon 

into the Windows Domain environment.  

 

This section describes the procedure to open the Operator Interface from an Operator WorkStation (OWS). 

Double click the “Operator Interface” icon located on the desktop. 

 
 

Figure 11 – Operator Interface icon 

 

The login screen of CI SERVER will pop up as indicated in Figure 12 – Operator Interface Login Window 

The username and password should be entered here to open the “Operator Interface” which provides access 

to the process displays. 

 

 
Figure 12 – Operator Interface Login Window 

To exit, Select from the File menu, Exit in the Operator Interface. 

Active Directory shall be used for login/logout user configurations. The AD integration function of CI Server 

has priority over the logon method (Login method) configured for each application using the following 

Authentication and authorization setup file (dssana.sup). 

5.3.2 Operator interface 

This chapter gives information on the Operator Interface, displays, navigation, menu, etc. 
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Operator Interface Layout 

This section describes the layout and the functionality of the Operator Interface. 

 

Windows heading

Menu area

Toolbar area

Process display area

Status line

Navigation area

Alarm banner

 
Figure 13 – Operator Interface Layout 

 

Windows heading 

This is the default windows heading area which allows the operator to minimise or relocate the Operator 

Interface. 

 

 
Figure 14 – Windows heading  
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Menu area 

The menu area gives a number of options to the operator, like printing, zoom functions etc. Table 4 describes 

the available menu options. 

 

Menu item Sub menu item Description 

File 

 Select Print Area Select a frame to print 

 Print Print the selected frames 

 Page Setup Page setup for printing 

 Print Preview Print preview 

 Login Log on as temporary user 

 Logout Log off as temporary user 

 Exit Exit the Operator Interface 

View 

 Reload Refresh the current mimic 

 Reload All Refresh all mimics 

 Toolbars Turn the toolbar on or off 

 Status Line Turn the status line on or off 

Zoom 

 Zoom In  Zoom in to the mimic 

 Zoom Out Zoom out of the mimic 

 Reset Reset to original mimic size 

 Fit Fit the mimic in the frame 

Go 

 Back Previous Page 

 Forward Page Forward 

 Up The parent page of a mimic (if defined in the mimic) 

 Home Main Page 

Playback 

 Record Start recording the display actions 

 Open viewer Open the recorded item 

Table 4 – Menu area 

 

 
Figure 15 – Menu area 
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Mouse operation 

This chapter describes the operation of the mouse for the operator workstation. 

 

Mouse buttons 

Mouse button 1: Select/action 

Mouse button 2: Call special information pop-up 

 

Scroll Wheel usage 

CTRL + scroll Up:  zoom in (only available for Process Area Display) 

CTRL + scroll Down: zoom out (only available for Process Area Display) 
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Toolbar area 

The Toolbar area provides shortcuts to a number of functionalities. Table 5 describes the available 

functionalities. 

 

 

1
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4

5

6

7

8

9

10

11

12 14 16

13 15 17

 
Figure 16 – Toolbar Area 

 

Item Description 

1 Go to current alarm list 

2 Go to shelves alarm list 

3 Go to historical alarm list 

4 Go to system alarm list 

5 Back to display 

6 Forward to display 

7 Go to parent display 

8 Go to home screen 

9 Reload display 

10 Display name 

11 Zoom in 

12 Zoom out 

13 Reset to actual size 

14 Fit the size of display to process display area 

15 User login 

16 Go to trending 

17 Print  

Table 5 – Toolbar area 
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Navigation area 

The navigation area provides shortcuts to process displays. The display navigation is explained in Figure 22. 

 

 
 

Figure 17 – Navigation area 
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Process display area 

In this area all the process mimics are displayed. Displays can be selected from both toolbar area and 

navigation area, and are opened in this frame. 

 

 
 

Figure 18 –Process display area 

 

A display is opened in a tab. By clicking in the area besides the most right tab and then selecting a display 

to open, it will open in a new tab. Maximum 5 tabs are available. 

 
Figure 19 – Opening multiple displays by using tabs 

Alarm banner 

The alarm banner is located below the Process display area, it is non-removable. The newest outstanding 

alarms are sorted on the top of this alarm page to highlight the alarms to the operator. Once an alarm is 

noted, the operator can decide to navigate to the full-scale current alarm page as described in section 5.3.3 

Current Alarm overview. 

 

 
 

Figure 20 – Alarm banner 



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 38 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

 

Status line 

 
Figure 21 – Status line 

 

Item Description 

1 File Name of the current display presented in the process display area 

2 Username of the current loge in user 

3 Node number of the licensed station 

4 Date (layout depending on regional settings) 

5 Time (layout depending on regional settings) 

6 Graphics Queue Level 

7 Connection State between the Workstation and the main server 

Table 6 – Status line 

 

  



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 39 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

Display navigation 

The navigation of the process graphics is arranged hierarchically in a top-down structure. Once a detailed 

graphic is opened, it is always possible to navigate to a parent display or, if applicable, to a more detailed 

graphic. Figure 22 displays the navigation philosophy of the process graphics. 

 

Process 
overview

Location A

Subsystem 1

Subsystem 2

Unit 1

Process A Subsystem 3

Subsystem 4

Subsystem 1

Subsystem 2

Unit 2

Subsystem 1

Subsystem 2

Unit 1
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Subsystem 2

Unit 2

Subsystem 3

Subsystem 4Location B

Subsystem 1

Subsystem 2

Unit 1

Process B Subsystem 3

Subsystem 4

Subsystem 1

Subsystem 2

Unit 2System 
overview

 
Figure 22 – Display navigation Philosophy 
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5.3.3 Key displays 

Current Alarm overview 

The current alarm overview displays the outstanding alarms. 

 

 
 

Figure 23 – Current alarm overview 

 

Acknowledgement 

Whenever an acknowledgment is required, the alarm message will be displayed on the screen blinking. 

 

Some alarms are automatically acknowledged by the system. E.g. when a tag has an acknowledged High-

High alarm and falls down to the High alarm status, it is automatically acknowledged and no (new) operator 

interference is required. 
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Alarm filters 

This section describes the available filter functions for an operator. 

By default there is no filter activated for the alarm displays and alarms are listed in the alarm display. However 

the operator has the possibility to filter out specific alarms using the filter options in the right bottom area of 

the alarm page. 

 

1

3

2

4 5 6
 

Figure 24 – Alarm filters 

 

Table 7 Description of the alarm filter 

 

Menu item Available options Description 

1: type of filter 

 None No filter is selected, default 

 AOI Filter on Area of Interest  

 ASA Filter on Alarm Selection Area 

 Installation  Filter on installation name of tags 

 Unit Filter on unit name of tags 

 Section Filter on section name of the tags 

 Tag Filter on a specific tag 

2: filter options 

 Dropdown 

menu 

Based on type of filter the available options can be 

chosen by a dropdown menu. 

 Text entry Text can be entered for a matching filter 

3: fetch data before chosen date 

 Single 

mouse click 

Will fetch data before the chosen date and time 

4: date picker 
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Menu item Available options Description 

 Single 

mouse click 

Will activate a date picker to select the date 

5: time picker 

 Single 

mouse click 

Will activate a time picker to select the time 

6: fetch data since chosen date 

 Single 

mouse click 

Will fetch data after the chosen date and time 

Table 7 – Alarm filters 

 

Further note that column filtering is available on each column in the alarm overview. 

 

Available Mouse Actions in Alarm grid 

With the mouse, a number of actions can be executed on an individual alarm line. With a left mouse button 

click an individual alarm can be acknowledged. With a right mouse button click an Example of context menu 

appears as shown below. 

 

 
Figure 25 – Right mouse button activated (example)context menu actions 

 

The function of each is explained below. 

Action Object Result 

Left mouse click 

 Individual alarm line Acknowledge alarm 

Right mouse click 

Acknowledge all visible Current alarm page Acknowledge all visible alarms 

Shelve Static Individual alarm line Place alarm on static shelf 
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Action Object Result 

Shelve Dynamic Individual alarm line Place alarm on dynamic shelf 

Goto display for … Individual alarm line Go to display which has this alarm 

Export all alarm data… Current alarm page Export alarms to csv file 

Export all alarm data to XML Current alarm page Export alarms to XML file 

Table 8 – Actions 

 

For alarm shelving two types exist, dynamic and static shelving. For each a number of different time periods 

have been predefined. When an operator selects to shelve an alarm, the alarm is removed from this alarm 

overview. However, the alarm is still active and can be viewed from the Shelved alarm overview. For more on 

alarm shelving, please refer to section on Shelved alarm overview. 

 

Historical alarm overview 

The historical alarm overview shows all past occurred alarms. Functionality wise it is very similar to the Current 

alarm overview. However, there are 2 differences: 

• Alarms cannot be acknowledged in the historical alarm overview 

• Alarms cannot be shelved in the historical alarm overview. 
 

Shelved alarm overview 

In some cases, the number of alarms might be high, and a number of these alarms might not be important 

to monitor for the time being. For example, a particular plant area is in maintenance, causing many alarms, 

which are irrelevant as it is currently not in operation. In such a case these alarms can be placed on a ‘shelve’. 

This will remove them from the current alarm overview. The alarms can be viewed from the Shelved alarm 

overview instead.  

 

There are two types of shelving: 

• Static: In this case the operator shelves an alarm. If the status of the alarm changes, it is 
automatically placed back in the Current alarm overview. If the same state happens again while the 
time period has not yet expired the alarm is not shelved automatically again. 

• Dynamic: In this case the operator shelves an alarm. If the status of the alarm changes, it is 
automatically placed back in the Current alarm overview. If the same state happens again while the 
time period has not yet expired the alarm is shelved automatically again. 

Shelving is always for a predefined time period. The time period is selected when shelving an alarm. 

 

For Filtering and Exporting functions, please refer to previous paragraphs. 
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5.3.4 Critical system alarms 

The following alarms shall be categorised as critical System alarms. 

• Alarm indicating unavailability of emergency systems e.g. firewater pumps. 

• Alarm indicating loss of temporary refuge pressurisation. 

• Alarm indicating control or protective systems running on batteries. 

• Alarm indicating low instrument air pressure to a site or unit. 

• Alarm indicating dangerous SIF failure e.g. partial stroke test failure, SIF instrument failure 
diagnostic. 

• Alarm indicating unavailability or failure of F&G detector e.g. beam block alarm on line-of-sight gas 
detector. 

• Alarm indicating bad PV on BPCS layer of protection. 

• Alarm indicating degraded redundancy in an SIS or F&G logic solver. 

• Others as deemed appropriate by alarm class owners. 
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5.3.5 Trending 

The Trend is a utility which renders historical and real time values for one up to 20 items, in a single graph. 

Following interfaces is available for viewing trends: 

• From the Operator Interface, by pressing trend button which opens a display with the trend 
module, here the module is integrated on a graphic page. 
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Adding an item to trend 

In the pen-panel (the area at the bottom of the application main frame), click on the 3 dotted buttons as 

shown in the picture below. If the pen panel is not shown at start-up, click on the small fountain pen icon in 

the top menu bar. 

 

 
Figure 26 – Pen Panel 

 

Now you will be able to select and add the data points (items) you want to see in the trend. 

 

 
Figure 27 – Introduction to trend application 

 

Legend: 

1) Value slider 

2) Plots 

3) Time slider 

4) Time control 

5) Pen settings 

6) Trend legend 
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The information shown for an item is not limited to the value attribute of an item. It is also possible to show 

various other item attributes, these are: 

• High High limit 

• High limit 

• Low limit  

• Low Low limit 

• Deadband 

The toolbar provides quick access to common functions. 

 
Figure 28 – Trend Toolbar 

 

A: Create and save trends  1 Create a new trend 

2 Open a trend 

3 Save a trend 

4 Save a trend as 

B: Print   1 Print page setup 

2 Print preview 

3 Print 

C: Zoom    1 Zoom in 

2 Zoom out 

3 Fit to show complete trend contents 

D: Rendering   1 Switch to 2d rendering 

2 Switch to 3d orographic rendering 

3 Switch to 3d oblique rendering 

4 Switch to table rendering 

E: Properties    1 Show / Hide legend 

2 Show / Hide value slider 

3 Show / Hide time slider 

4 Show / Hide Hairline 

5 Show / Hide time control 

6 Show / Hide 3d control panel 

7 Show / Hide pen selection panel 

8 Maximize current trend 

F: Help    1 Help 

More functions are available by right clicking on the trend itself. A context menu will appear.  
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5.3.6 Reports 

Reports in CI SERVER are managed by a reporting utility in Engineering Module. The reporting module can 

be used for generating various types of predefined reports, e.g. production reports, alarm reports, device 

status reports, etc. It is possible to have user defined reports which require user input, e.g. a start and end 

time. Reports can be generated time scheduled based, event-based (e.g. the change of an item value) or 

ad-hoc based.  

Report definitions are created from the Engineering Module (by Engineer), defined reports can be 

generated and viewed both in Engineering Module and Operator Interface.  

 

Generate a report from Engineering Module 

The Engineering module, under Reporting => Reports, lists all predefined reports. To generate a report, 

select a report and left click on it, from the context menu, select Generate. The generate form will show.   

  
 

Figure 29 – Manually generating a report 

 

Some reports require user input (under Parameters), after filling these parameters click Generate and in the 

project tree under the report name a new file will show up, this is the report. The report can be viewed by 

right mouse click and selecting View option. 
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Printing report 

A generated report is saved in CI SERVER database with a predefined lifetime. However, it is also possible 

to print a report. This is possible at the time of generating the report by selecting a predefined destination.  

 

Available Reports 

The following reports are available: 

Report Description 

ALARM_COUNT Reports the alarm count      

ALARM_CURRENT Reports the current alarms      

ALARM_EXT_CURR Reports the current external alarms     

ALARM_HISTORY Reports the alarm history      

ALARM_SHELVE Reports the alarm shelving status     

ALM_ATTS_CUR Reports the current alarms with alarm attributes   

ALM_ATRS_HIS Reports the historical alarms with alarm attributes   

AUDIT_TRAIL 

Reports the user operations, and histories of item/object/class 

changes. 

AUTH_GROUP Reports the authorization group definition information    

ITEM_ACK Reports items and their acknowledgment type definition information  

ITEM_ALM Reports items and their alarm information    

ITEM_EQP Reports items and their equipment information    

ITEM_FO Reports items and their first-out group definition information  

ITEM_HISTORY Reports history data of item     

ITEM_HISTORY_AG Reports historical data of item aggregation values   

ITEM_ID Reports items and their item ID definition information  

ITEM_ITM Reports items and their item table information   

ITEM_OTH Reports items and other related information    

ITEM_TYPE Reports items by item type     

ITEM_VAL_STA Reports item values and their status    

ITM_VAL_CSV Exports CI Server data in CSV format   

STATION Reports station definition information      

STATION_STATS Reports statistics information of station     

SYSTEM_LOG Report of system log      

SYSTEM_LOG_HTML Reports system logs in HTML format    

UA_SERVER_AUDIT Reports the audit trail of OPC UA activity  

USER Reports the user definition information     

USER_VAL Reports the user value overview     

Table 9 – Actions 
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Generate a report from the Report display 

Navigate to the Report display. The Report display contains the report viewer component (see Figure 30 – 

Report viewer). On the left top side all available report definitions are listed (Select a report area). Select a 

report by left mouse click. If reports have been generated before, they are listed in the area below this list 

(Select a generated report). To view a previously generated report, select one via left mouse click. Next make 

sure the View tab is selected. The generated report is displayed here.  

 

In case of generating a report manually, select a report definition first, as explained above. Next select the 

Generate tab. If printing of the report is required, select a printer from the Destination dialog. Some reports 

require user input; if this is required additional fields will show up in the Parameters area. The report can be 

generated by pressing the Generate button. This button will be greyed out until the report generation is 

finished. For viewing this report follow the procedure explained above.  

 

 
Figure 30 – Report viewer 
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5.3.7 Project-specific displays 

As listed in section 5.3.10 Display navigation, are generically used throughout the project, for the list of 

displays refer to  HMI display screen Document 1724000594-IN-DD-00028.  

5.3.8 Typical overview 

Typical Overview shall have navigation touch targets to various area i.e. BESS, Electrolyser, fuel cell, Electrical 

etc. 

  
 

Figure 31 – Overview 

 

Typical introduction 

Process displays consist out of symbols with supportive graphic elements (e.g. line, text comment, etc) which 

together represent the dynamic behaviour of actual field process. And it provides the means for an operator 

to control the process (e.g. changing a set point or controlling a valve).  

The symbols are mapped to the so called CI Server function block library in the PCS,SIS and FGS controller. 

These symbols together with the CI SERVER logic behind it which makes interacting with PCS,SIS and FGS 

Function block library possible, defines the so called typical.  

 

Typicals will guarantee the repeatability of the behaviour of a certain type of device (e.g. valves, pumps, 

indicators, etc.). 

 

A typical symbol has three main user interface components as indicated in Figure 32 – . Symbol, faceplate 

and Tuning Panel. A left mouse click on the symbol will activate the faceplate. From the faceplate, the Tuning 

Panel can be activated. 
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Figure 32 – Typical Display Hierarchy 

 

The general behaviour of these typical like faceplates, tuning panel and alarming are described in this 

section. 

 

Based on the general behaviour of the CI Server Library, the more detailed typical description is described 

in the following chapters. See Table 10. 

 

Symbol Description CI Server Typical Paragraph 

Process value indicator Analogue input 

indicator PVI 

DCS_PVI 5.3.9 

Analogue output indicator 

Choke valve 

Analogue output 

indicator 

MLD/MLD-SW 

DCS_MLD 5.3.9 

PID Controller PID DCS_PID 5.3.9 

Analog Sept point DSET DCS_DSET 5.3.9 

Pump, 

Compressor, 

Generator, 

Alarm indicator,  

MOS indicator, 

ESD indicator, 

Valve 

SO_1, 

SIO_11, 

SIO_12, 

MC-2/MC-2E 

*Digital input, 

output or 

input/output 

indicator 

 

Digital switch instruments 

SIO* 

5.3.9 

Table 10 – Typical definitions 

 

Tuning Panel 

(Detailed info/control) 

Faceplate 

(Additional Info/control) 

NPAS Block Indication 

(Symbols) 

Symbols 

(Display indication) 
PCS, SIS and FGS 
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5.3.9 Faceplate 

This paragraph will describe the general layout of the faceplates. 

 

General Characteristics 

A Faceplate display is activated by left mouse click on an indicator. 

Figure 33 –  shows the graphical elements of the faceplate. The faceplate uses standard window decoration. 

It can be moved across the user screen. It can be closed by using the normal close (X) button but cannot be 

minimized or resized. 

The SCADA faceplate library has a uniform look and feel. However, the configurable elements of the 

faceplate will differ according to the characteristics of the associated function block, e.g. a Selector function 

block will have buttons on the Faceplate, while an indicator Faceplate will show a vertical indication bar. 

The standard faceplate is drawn to 136 x 600 in pixels. 

 

 

Figure 33 – Faceplate Overview 
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Item Description 

1 Tag Name 

2 Description line – 1 

3 Description line – 2 [Can be Blank] 

4 Status Area-Alarm Indication, Mode Control and Indication 

5 Value Area-shows the variables value with Engineering Unit 

6 Vertical Bar –Graphical representation of the value of Key item of the block. The 

graph is scaled between High and Low Limits of the Display variable. 

7 Tuning Panel-Access Point-Left Mouse click to activate the Tuning Panel of the 

Block. 

Table 11: Faceplate definition 

 

 
Figure 34 – Detailed faceplate overview 

 

Item Description 

1 Alarm Indicator 

2 Control Mode 

3 Alarm Text 

4 Vertical Linear Scale 

5 MV Arrow Indicator 

6 Vertical Bar 
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Item Description 

7 Engineering Unit 

8 Set Value 

9 Manipulated Value 

10 Vertical Limit Bar-Graphical Representation of High-High, High, Low, Low-Low Values. 

11 SV Arrow Indicator 

Table 12 – Detailed faceplate definition 
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The Vertical Bar component indicates the alarm trip ranges. These ranges are configurable through the 

tuning panel for each typical and are stored in the PCS,SIS and FGS controller. If the limits are changed in 

the controller the scale and limit settings are automatically updated on the faceplate. 

 

The example in Figure 35 –  shows a HH limit of 80, H limit of 60, L limit of 40, LL limit of 20. In this example 

the value is below the Low Low alarm limit, consequently the alarming state is Low-Low, and this is reflected 

by the color of the indicator bar which is red for this case.  

 
Figure 35 – Vertical Scale & High-Low Alarm Indicator 

 

Varied Configurations 

Faceplates are built up from standard graphic components. For example, the vertical bar shown in previous 

section is both used for the DCS_PVI and DCS_PID control block. 
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Mode Control 

Block mode indicates the control state and the output state of a control block. In general there are 9 kinds 

of basic block mode. See Table 13 for an overview. 

A transition of block mode can be initiated by a mode change command in the faceplate, or it may take 

place automatically when a mode transition condition is established inside the controller. 

 

Mode Mode Description 

OOS  Out of 

Service  

All functions of PCS, SIS and FGS logic are currently stopped. 

IMAN Initialisation 

Manual 

Calculation processing and output processing are currently stopped. 

TRK Tracking Calculation processing is currently stopped and the specified value is forced as 

output. 

MAN Manual Calculation processing is currently stopped and the manipulated value MV, 

which is set manually, is used as output. 

AUT Automatic Calculation processing is being executed, the set value SV is used for 

calculation, and the calculation result is used as output. 

CAS  Cascade Calculation processing is being executed, the set value CASV which comes from 

the cascade connected upstream block is used for calculation, and the 

calculation result is used as output. 

PRD  Primary 

Direct  

Calculation processing is currently stopped, the set value CASV which comes 

from the cascade connected upstream block is outputted directly. 

RCAS  Remote 

Cascade  

Control and calculation processing are being executed using the remote set 

point value RSV which is set remotely from a supervisory system, and the 

calculation result is used as output. 

ROUT  Remote 

Output  

Calculation processing is currently stopped and the remote manipulated value 

RMV, which is set remotely from a supervisory system, is used as output. 

Table 13 – PCS, SIS and FGS Block Modes 
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Left click on the Mode text for changing the block mode of the function block. A pop-up Menu is shown for 

selecting required mode settings. If the operator selects an invalid mode, the controller returns to the 

previous running mode prior to mode change. 

  
 

Figure 36 –Mode Command 

 

PCS, 
SIS 
and 
FGS 
Block 

OOS  IMAN  TRK  MAN  AUT  CAS  PRD  RCAS  ROUT  

PVI  ✓     ✓      

PID  ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  

SI_1  ✓     ✓      

SI_2  ✓     ✓      

SO_1  ✓  ✓  ✓  ✓  ✓  ✓    ✓  
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PCS, 
SIS 
and 
FGS 
Block 

OOS  IMAN  TRK  MAN  AUT  CAS  PRD  RCAS  ROUT  

SO_2  ✓  ✓  ✓  ✓  ✓  ✓    ✓  

SIO_11  ✓  ✓  ✓  ✓  ✓  ✓    ✓  

SIO_12  ✓  ✓  ✓  ✓  ✓  ✓    ✓  

SIO_21  ✓  ✓  ✓  ✓  ✓  ✓    ✓  

SIO_22  ✓  ✓  ✓  ✓  ✓  ✓    ✓  
Table 14 – Block mode availability 

Tag Item Access 

The Value area of the faceplate has built in pop-up displays which allow the user to change the values 

depending on the operational mode of the function blocks and the authorisation level. 

 

To change a value, left click on the item which has to be modified and a dialog is displayed for entering the 

value. The selected tag has a green border around the symbol to indicate the item is selected. The selected 

item is also LOCKED by the user, so any item update by a different user is not allowed until the user closes 

the dialog. The border disappears when the pop-up dialog is acknowledged or cancelled. 

The Dialogs pop-up displays are always “on top” and locking other displays. 

The pop-up has to be confirmed or cancelled before returning to any other display. 
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Figure 37 – Tag Locking 
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Tuning Panel 

The Tuning Panel display provides the operator with extended parameter options related to the particular 

PCS, SIS and FGS function block. The size of standard CI Server Tuning panel display is 900 x 600 (pixels). 

The Display consists of the following components. 

1. Tuning Parameter Area 
2. Faceplate Component 
3. Trending Area 
4. Alarm / Status Bar 

 
Figure 38 – Tuning panel 
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Tuning Parameter area (1) 

This area displays the detailed parameters of the function block and gives access to advanced controls of 

the function block and tuning parameters. 

For instance, in a PID block the key tuning parameters like Proportional gain, Integral and Derivative time 

units can be adjusted. The values can be changed by clicking on the required parameter, which enables the 

operator to enter the new value and confirm the change. The parameters which are editable can be identified 

by equal (=) sign. Entries with a colon (:) sign are read only and cannot be modified by the user. 

 
 

Figure 39 – Tuning Area 

 

Faceplate Component: (2) 

The Faceplate component is always similar to the Faceplate from which the Tuning panel was opened from. 

This is to give the operator an additional view of the block dynamics like the vertical bar. 
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Trending Area: [3] 

The Trending area shows the trend of the preconfigured variables called Pen Items against time. The 

configured variables are specific for each typical. The trend component has extensive options for render, 

view, zoom and export trend data to external applications. To access the trend menu right click anywhere 

on the plot area to display the trend options. 

 

 
Figure 40 – Tuning Panel Trending Area 
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Alarm Processing 

The PCS, SIS and FGS alarm processing consists of the following two functions: 

• Alarm detection function for detection of any abnormality within the process 

• Alarm notification function to further process the detected alarms. 
 

The following figure represents the function structure of alarm processing in PCS, SIS and FGS. 

 

Alarm Status
Alarm

Notification

Function

Alarm Inhibition
Alarm detection 

settings

Alarm

Detection

Function

Alarm Setpoint 

Values

Process

 Data
Alarm 

Message

(to SCADA 

_ALRM tag)

 
Figure 41 – PCS, SIS and FGS Alarm Processing 

 

The following alarm checks are done under the Alarm Detection Functions. For alarm status text 

abbreviations and description refer to section 5.3.3. 

• Input open alarm check 

• Input error alarm check 

• Input high-high and low-low limit alarm check 

• Input high and low limit alarm check 

• Input velocity alarm check 

• Deviation alarm check 

• Output open alarm check 

• Output failure alarm check 

• Output high and low limit alarm check  

• Connection failure alarm check 
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Alarm Availability for PCS,SIS and FGS Library 

Table 15 and Table 16 list the available alarm checks used for the PCS,SIS and FGS library. 

 

T Process alarms O

t

h

r  N
R
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+
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D
V
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V
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L
+

 

V
E

L
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M
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M
L

O
 

C
N
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P

V

I 

✓  ✓ ✓ ✓ ✓ ✓ ✓   ✓ ✓   ✓  

P

I

D 

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓  

M

L

D 

✓ ✓             ✓  

Table 15: PCS, SIS and FGS Regulatory Control 

 

Type Process alarms Other 
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SI_1 ✓  ✓ ✓           ✓ PERR 

SI_2 ✓  ✓ ✓           ✓ PERR 

SO_1 ✓ ✓             ✓ - 

SO_2 ✓ ✓             ✓ - 

SIO_11 ✓ ✓ ✓ ✓           ✓ PERR 

ANS+ 

ANS- 

SIO_12 ✓ ✓ ✓ ✓           ✓ 

SIO_21 ✓ ✓ ✓ ✓           ✓ 

SIO_22 ✓ ✓ ✓ ✓           ✓ 

Table 16 – PCS, SIS and FGS Sequence control 
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 Alarm Status and Priority 

An alarm status is information that represents the alarm state of a process which was detected by the PCS, 

SIS and FGS logic. The alarm statuses are depending of the type of the PCS, SIS and FGS logic which is used. 

The alarm status for the operation and monitoring function is displayed in the access parameter ALRM. 

 

Status 

Text 

Alarm Name Description 

NR Normal  Indicates a state in which no alarm has occurred. 

OOP Output Open 

Alarm 

Indicates a state in which the output data status has become output failure 

(PTPF) as a result of the failure or disconnection of an operation terminal or 

process I/O device or the abnormality of output destination data. Normally, 

the output function is stopped. 

IOP 

IOP+ 

High Input 

Open Alarm 

Indicates a state in which the input data status has become bad value (BAD) 

as a result of the failure or disconnection of a detection terminal or process 

I/O device or the abnormality of input destination data. Normally, any 

processing that uses input signals is stopped. If the input signal has been 

overshot due to disconnection, etc., this alarm indicates a state in which input 

is overshot to the high-limit direction. 

IOP– Low Input 

Open Alarm 

Indicates a state in which the input signal has been overshot to the low-limit 

direction due to disconnection, etc. The input data status becomes bad value 

(BAD). Normally, any processing that uses input signals is stopped. 

HH High–

HighAlarm 

Indicates a state in which the process variable exceeds the high high-limit 

alarm setpoint 

LL LowLow 

Alarm 

Indicates a state in which the process variable falls below the low low-limit 

alarm setpoint. 

HI High Alarm Indicates a state in which the process variable exceeds the high-limit alarm 

setpoint. 

LO Low Alarm Indicates a state in which the process variable falls below the low-limit alarm 

setpoint. 

DV+ Deviation 

Alarm + 

Indicates a state in which the deviation between the process variable and the 

setpoint value exceeds the deviation alarm setpoint in the positive direction. 

DV– Deviation 

Alarm – 

Indicates a state in which the deviation between the process variable and the 

setpoint value exceeds the deviation alarm setpoint in the negative direction. 

VEL+ Velocity Alarm 

+ 

Indicates a state in which the change amount of the input signal within a 

specified time exceeds the velocity limit alarm setpoint in the positive 

direction. 

VEL– Velocity Alarm 

– 

Indicates a state in which the change amount of the input signal within a 

specified time exceeds the velocity limit alarm setpoint in the negative 

direction. 
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Status 

Text 

Alarm Name Description 

MHI Output High 

Alarm 

Indicate a state in which the output signal almost exceeded the output high-

limit value. The actual output is limited to the output high-limit value. 

MLO Output Low 

Alarm 

It indicates a state in which the output signal almost fell below the output low-

limit value. The actual output is limited to the output low-limit value. 

CNF Connection 

Failure Alarm 

Indicates a state in which a block mode of the NPAS logic in the I/O 

connection destination is in the out of service (OOS) mode.  

This alarm controls a temporary out of service state due to maintenance, and 

indicates a PCS, SIS AND FGS block which is still in operation. Normally, IOP 

or OOP occurs simultaneously. 

PERR Computation 

Error 

 – Answerback 

Undefined 

Alarm 

Indicates a state in which an illegal input pattern has occurred, such as when 

the full-open and full-close signals are inputted simultaneously. (Position 

Error) 

ANS+ Answer back 

Error + 

Indicates a state in which answerback check is being performed and the 

manipulated output value (MV) of ON operation and the answer backed 

process variable (PV) do not agree. 

ANS– Answer back 

Error – 

Indicates a state in which answerback check is being performed and the 

manipulated output value (MV) of OFF operation and the answer backed 

process variable (PV) do not agree. 

Table 17: Alarm status 

 

When multiple alarms are occurring, the alarm status with the highest alarm display priority will be displayed. 

In Table 18 the priorities are listed from high to low: 
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Regulatory 

Control 

   OOP 

> IOP+ 

> IOP- 

> HH 

> LL 

> HI 

> LO 

> DV+ 

> DV- 

> VEL+ 

> VEL 

> MHI 

> MLO 

> CNF 

Sequence    OOP 

> IOP+ 

> PERR 

> ANS+ 

>ANS- 

> CNF 

Calculation    IOP+ 

> IOP- 

> HH 

> LL 

> HI 

> LO 

> VEL+ 

> VEL- 

> CNF 

Table 18 – Alarm priority 
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5.3.10 Typical Graphic Object Library 

Refer to PCS and SAFETY SYSTEMS Software Functional 1724000594-IN-SP-00018 Appendix-1HMI Graphic 

Symbols 

5.3.11 Typical Faceplate Library 

Refer to PCS and SAFETY SYSTEMS Software Functional 1724000594-IN-SP-00018 Appendix-1HMI Graphic 

Symbols 
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6 MAINTENANCE 
 Maintenance is required to: 

• Ensure the lifetime of the system. 

• Maintain and detect dormant. 

• Correct failures 

• Keep the system up to date by updating system software and system documentation. 

For the maintenance activities in general, a distinction is made between Preventive and Corrective 

Maintenance. (Most actions are covered when a Yokogawa maintenance contract is applicable)  

6.1 PREREQUISITES 

Test equipment, required for maintenance:  

{This list of equipment contains the tools needed for the maintenance of the System cabinet.  The tools 

needed for the maintenance of the valves / solenoids and the pressure transmitters should be listed in their 

respective documentation.  If not, these tools should be added to the list here (for example pressure 

generator with indication} 

• Clamp-on current probe 

• Multimeter 

• Hand tools 

• Oscilloscope  

• HART Handheld terminal 

Note: All measurements must be performed with calibrated tools. 

6.2 OWNER ACTIONS 

A system custodian must be appointed on site to coordinate all activities and gather all facts and reports 

with respect to the system. All system anomalies must be logged into a system logbook. This logbook must 

be stored in the vicinity of the system for quick access. 

A maintenance planning is required ahead of the maintenance activities. Since some of the activities are 

likely to disturb the process, these should be scheduled together with the scheduled shutdown of the 

process. The logbook must be reviewed before the maintenance activities are taken up for any follow-up 

actions. 

The system documentation must be stored in the vicinity of the system for quick access. Care must be taken 

that every modification to the system is marked up in the site master copy of the system documentation. 

Sufficient maintenance spares must be stored on site. 

6.3 SECURITY OF THE INSTALLATION 

In all work on the system it is important that the system is in a secure mode after work has been finished. This 

prevents uncontrolled configuration changes. 
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6.4 SAFETY PRECAUTIONS 

In all activities regarding the system, extreme care must be taken because of sensitive electronics involved. 

Extreme care must be taken while handling AC supply. Negligence on part of personnel could be lethal. 

Circuit must be disconnected at the surge protection devices provided with disconnect feature in the 

marshalling cabinets before performing any maintenance activity on field devices which are connected to 

system. 

6.5 CENTUMVP BACKUP 

6.5.1 Backup Tool 

There is the Backup Tool to back up the project data in CENTUM VP. The backup tool can be started from 

System View. 

The following flowchart shows the flow of the project backup. 

 

Figure 42 – Project Backup 

6.5.2 Setting Backup Information for Projects 

Set backup information for projects that are to be backed up. Project databases for which no backup 

information is set are excluded from the backup targets. 

Set the backup information in the Backup setting dialog box. 
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Select [Set Backup] from the [Tools] menu. 

The Backup setting dialog box is displayed. 

 

Figure 43 – Project Backup Setting dialog box 

6.5.3 Execution of Backup 

The execute backup, exit System View or select [Start Backup] from the [Tools] menu. 

The Backup specification dialog is displayed. A list of the projects whose backup information is set in the 

Backup setting dialog box among the projects opened in System View is displayed in the Backup 

specification dialog box. 

 

Figure 44 – Process Backup Execution 
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In the Backup specification dialog box, set the following items for each project listed. 

6.5.4 Checking the Progress of Backup 

When a backup is being executed, the Backup status display dialog box is displayed. 

 

Figure 45 – Project Backup Progress 

The progress of the backup is displayed for each project in the Backup status display dialog box. 

The user can stop a backup at the end of each project backup by clicking the [Abort] button. The backup is 

aborted at the point where the backup currently in progress is completed. In this case, any project set to be 

backed up after the aborted project will not be backed up. 

Click the [Close] button to close the Backup status display dialog. This button cannot be operated while a 

backup is in progress. 

6.6 PCS PREVENTIVE MAINTENANCE 

6.6.1 General 

In general, the Preventative Maintenance of the system involves a routine check of the status of the 

system. The purpose of PM is to detect system defects which are not detected during normal 

operation. They might have a degrading effect on the system leading to an increase in nuisance 

failures. 

6.6.2 Schedule 

Preventive Maintenance must be carried out on a regular basis. The following is recommended 

intervals for the PM to ensure an operational system: 

Preventative Maintenance Schedule: 
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System Cabinet Once per year 

Network switches, KVM interfaces As per product manual 

Power supply units and diode modules As per product manual 

Terminal boards, barriers, relays As per product manual 

Cabinet accessories As per product manual 

Peripherals such as printers, HIS do need some regular attention to ensure their lifetime and 

prevent failures. Refer to their respective manuals for details. 

6.6.3 Timing/planning 

One can distinguish the actions that may be done without disturbing the process and the actions 

that will certainly disturb the process or bear a great risk to do so. In order to perform the latter it 

is essential to start the preparations for these actions timely, in advance of a scheduled shutdown.  

6.7 PCS OFFLINE (SHUTDOWN) PREVENTIVE MAINTENANCE 

6.7.1 Cleaning 

Cleaning may be done with a soft brush to remove dust etc. air filters must be cleaned to ensure 

required air flow through the cabinet. 

6.7.2 Online Preventive Maintenance 

The following necessary actions will not disturb the process: 

Temperatures 

All cabinets are provided with a thermostat to detect the high temperature. It is wired to PCS 

system as part of common cabinet alarm. Measure the temperature for all cabinets with the door 

closed. The value should be less than 30 degrees Celsius at normal conditions. 

Vnet/IP Network 

The healthiness of the Vnet/IP network must be checked at frequent intervals. Network health can 

be viewed at system overview window in HIS. 

I/O Module Handling: 

Handling of I/O modules and its connections during maintenance shall be performed cautiously in a simplex 

configuration to avoid ‘spurious’ trip. 

Online Replacement of Modules: 

When system is in operation, if it is necessary to install or remove the modules, cables, connectors, refer 

sec.1.4.3 of this document, which explain how to remove or install the common modules of the Field Control 

Unit -Hardware User’s Guide - IM 33J01C10-01EN Sec.C.6.1. 
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The dual-redundantly configured modules (such as PSU, CPU, N-ESB Modules) can be removed and 

installed one by one without turning off the power supply to the safety control unit. The detailed procedures 

for the following modules are explained therein: 

• Power Supply Module 

• Processor Module 

• ESB Bus Coupler Module 

 

Refer ‘PCS and SAFETY SISTEMS Software Functional Design Specification (FDS-SW) 1724000594-

IN-SP-00018 for detailed information. 

6.7.3 Visual Inspection 

System healthiness must be checked and any alarms, faults or failures must be investigated and 

rectified.  

• Check the system status on the HIS and confirm all components are healthy. 

• Check the system alarm window on the HIS and confirm there are no system alarms. 

• Check the LEDs on controller, power supply, communication, and I/O modules and confirm 
all are healthy. 

• Check the LEDs on terminal boards and confirm availability of redundant power. 

• Check fused terminals and confirm there is no fuse blown indication. 

6.7.4 Mechanical Inspection 

All physical connections and mechanical elements must be inspected. 

• Check network cables connectors are not damaged. 

• Check system cables are firmly screwed to their sockets. 

• Check for loose connections at termination points inside the cabinets. 

• Check proper working of cabinet lights and cabinet fans (as applicable). 

• Check proper working of thermostat and air flow switches. 

• Check door hinges and door locks. 

• Check for mechanical damage in general. 

6.7.5 Power supplies 

All cabinets have 240VAC Non-UPS supply and most of the cabinets have 110VAC UPS supply to 

power components. Marshalling cabinets have 24VDC power supplies mounted inside.  

Measure the voltage on 110VAC incoming feeders. The value should be within 110VAC +/- 10%. 

Measure the voltage on 240VAC incoming feeders. The value should be within 240VAC +/- 10%. 
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Measure the voltage on the 24VDC power supply distribution terminals. The value should be within 

24VDC +/- 1%. 

6.7.6 System spares 

System spares must be inspected on a yearly basis on their status. Inspection must cover the 

following: 

• Packing of available parts is undamaged. 

• Available spare parts. 

• Update inventory records, if any. 

6.7.7 Hardware replacement 

Replacement of the hardware must be carried out during the shutdown. However, if one of the 

hardware of the dual redundant set has failed, then online replacement is possible. 

6.8 PCS CORRECTIVE MAINTENANCE 

In general, the Corrective Maintenance of the system involves a finding defective part in the system. 

The operator will be warned of any fault occurring in the system by an alarm on the HIS under the 

alarm window. 

6.8.1 Troubleshooting facilities 

The system provides the following tools to find the defective part in the system: 

• System status/alarm window on the HIS 

• LED indications on modules 

• Test/disconnect terminals 

6.8.2 System Status/Alarm window 

PCS status is shown on the system overview window. Also diagnostic information are displayed in 

system and process alarm window. 

LED indication on modules 

All modules are provided with LEDs to indicate module status and digital and communication 

modules are also provided with LEDs to indicate status of individual channels. 

6.8.3 Test/disconnect terminals 

Surge protection devices are provided with disconnect feature to disconnect loops, to allow field 

loop testing. 
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6.9 IAMS  

IAMS is equipped with other useful functions in device management such as inspection scheduler, 

inspection record manager, spare parts manager, and document register. 

IAMS processes various diagnoses and integrates those diagnostic results that are related to the plant 

equipments. The diagnostic types are divided into two categories as shown below.  

(1) Diagnosis carried out by devices or equipment  

(2) Diagnosis carried out by acquiring data from devices or equipment  

The diagnosis results carried out by the devices or equipments are stored in IAMS as device related data via 

fieldbus and displayed on the status display icon. Loop or equipment diagnoses are performed based on 

the data acquired from the devices and equipments. IAMS also displays the diagnostic results obtained via 

other companies’ diagnostic solutions through an open interface. By utilizing the data accumulated in IAMS, 

diagnostic algorithms can be developed. In these manners, IAMS can be applied as the platform of 

diagnostic functions, and the accumulation of the diagnostic data enables to shift the current breakdown 

maintenance (BM) into preventive maintenance, or even into the predictive maintenance. 

6.9.1 Database Maintenance Tool 

Using the Database Maintenance Tool, you can manage and maintain the volume of data stored in the PRM 

Server and the Device Diagnosis Data Historian Server. 

The Database Maintenance Tool enables you to archive, retrieve, and delete PRM data. It also enables you 

to clean up unwanted data from the PRM and Historian databases.  

The main functions of the tool are: 

•  Archiving, retrieving, and deleting data  

Free up space in the PRM and Historian databases by either archiving or deleting data that exceeds a certain 

age. Archived data can be retrieved back into the databases. 

•  Cleaning up the PRM database  

When a device is deleted in a PRM Client, it no longer appears in the PRM Client, but its data remains in the 

database. Obsolete data can be removed, including the e-EDDL persistent data of the device, by cleaning 

up the PRM database.  

• Cleaning up the Historian database  

Free up space in the Historian database by manually removing obsolete data related to deleted devices in 

the Historian database. In addition, archive, retrieve, and clean-up operations can be set to run automatically 

at regular intervals, based on a predefined schedule.  

However, when you set the clean-up to run automatically, it runs on the first day of every month by default. 

You cannot change this default setting. You can also use the tool to archive, retrieve, and delete data 

manually. 

In Device Viewer, Custom View This explorer-like tree view can be freely configured to display and manage 

user-defined information by the maintenance schedule, or by persons in charge.  
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6.9.2 IAMS Backup 

PRM Backup Tool to back up the PRM system or PRM databases, or both. The PRM Backup Tool provides 

the following backup modes:  

• System Backup Mode  

This mode enables you to back up the PRM system, along with all PRM databases, and any folders, or files 

on the computer.  

• Database Backup Mode  

This mode enables you to back up the PRM Server depending on the packages that are activated on your 

compute 

Refer PCS and SAFETY SYSTEMS Software Functional Design Specification (FDS-SW) for more details 

6.10 CI SERVER  

All CI Clients are not scheduled for automatic back-up. For these stations a back-up can be initiated on 

demand. 

6.10.1 Restore 

Whenever a system needs to be restored it must be booted with the Back-up Exec recovery CD. From the 

recovery utility one can select the image to restore. After the image has been restored, the machine must be 

rebooted. After reboot the system is up and running again. 

6.10.2 Restore individual files 

The backup software as described in the previous section provides the possibility to retrieve individual files 

and/or folders from a system back-up. 

Note: When a CI server folder structure is retrieved, the CI server software on that particular machine must 

be stopped beforehand. 
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7 NETWORK MANAGEMENT AND SECURITY PRODUCTS 
NMS, Backup Recovery, EMCS, Antivirus, WSUS and Domain Controller are either Vendor Supplied or MS 

Windows configurations. PCS and SAFETY SISTEMS Software Functional Design Specification (FDS-SW) 

document shall have the configuration settings.  

7.1 NETWORK MANAGEMENT SYSTEM (WHATSUP GOLD) 

7.1.1 Installation 

1. Launch the WhatsUp Gold installation program. 

2. When prompted, select the language in which you want the WhatsUp Gold installer to run, then 

click OK. 

3. Read the Welcome screen and indicate if you want to configure WhatsUp Gold using either Standard 

installation or Advanced installation mode. 

a. If you select Standard installation, WhatsUp Gold will be installed with a dedicated instance 

of SQL Server Express 2022. Additionally, if your license includes Log Management features, 

a dedicated instance of Elasticsearch will also be installed. If you want to use an existing 

instance of SQL Server or Elasticsearch, choose the Advanced installation option and 

provide your connection information when prompted during the installation process. 

b. If you select Advanced installation you can install WhatsUp Gold using more user-defined 

settings including specifying a dedicated Windows account for IIS and, depending on your 

license, enabling Failover and/or Distributed features, and pointing to an existing instance 

of SQL Server and/or Elasticsearch. Click Next to proceed. 

4. If you are presented with results of a system configuration check, please review the results prior to 

continuing the installation process. If any prerequisite checks did not pass, please resolve them, 

then click Revalidate to perform the system configuration check again. Click Next to proceed. 

5. Enter your WhatsUp Gold Activation Key, then click Next to proceed. 

6. Configure your SQL Server instance as follows: 

a. If you chose Standard installation, enter and confirm a password for the SQL Server 

Administrator account to use to access the database instance, then click Next. 

b. If you chose Advanced installation and would like to use the local SQL Server 2022 Express 

instance included with WhatsUp Gold: 

• Select Yes, install a local copy of Microsoft SQL Server 2022 Express named WHATSUP, 
then click Next. 

• Enter and confirm a password for the SQL Server Administrator account to use to access 
the database instance, then click Next. 

• Select the destination folders for the SQL Server Express application and data files, then 
click Next. 
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• Enter names for the WhatsUp and NetFlow databases, then click Next. 

Important: We recommend using the default names provided for your databases. If you choose to use non-

standard database names, please do so during WhatsUp Gold installation as modifying them after 

installation is complete could cause potential issues with network monitoring. 

• Enter and confirm a password for the new SQL Server Login WhatsUp Gold will use to 
access the databases, then click Next. 

• Select the destination folder for the WhatsUp Gold installation, then click Next. 

• Select the binding protocol(s) WhatsUp Gold will use for the IIS website. You may select 
HTTPS, HTTP, or both depending on your specific security needs. If you are using an 
existing binding, select it from the applicable drop-down menu, then click Next. If your are 
adding a new binding, specify the desired port number(s) to use if you do not want to use 
the default port number(s) populated by the installer. If you chose to use HTTPS and a new 
binding will be added, specify the source of the certificate required for binding. You may 
select a certificate from a certificate store, navigate to and select a certificate file on your 
local machine, or generate a self-signed certificate. Then, click Next to proceed. 

• Enter a password for the new Windows account created for dedicated WhatsUp Gold use, 
then click Next. 

Note: You will only be presented with the Windows account dialog if you are updating the application from 

a version prior to WhatsUp Gold 2024 and the existing IIS configuration references the Windows account 

and that configuration has been modified from what was configured by the initial WhatsUp Gold installation 

prior to upgrade. 

c. Select the language or languages you would like to install for use with the application, then 

click Next. 

d. If you choose Advanced installation and would like to use an existing SQL Server instance: 

• Select No, I want to select an existing local or remote installation of Microsoft SQL Server 
for use with WhatsUp Gold, then click Next. 

• Enter the SQL Server name or IP address (followed by the database instance if you are 
connecting to a non-default database instance, e.g., ip address\database name) along with 
the SQL Server Administrator Login name and password for WhatsUp Gold to use to access 
the existing instance, then click Next. 

• Enter names for the WhatsUp, and NetFlow databases, then click Next. 

• Enter and confirm a password for the new SQL Server Login WhatsUp Gold will use to 
access the databases, then click Next. 

• Select the destination folder for the WhatsUp Gold installation, then click Next. 

• Select the binding protocol(s) WhatsUp Gold will use for the IIS website. You may select 
HTTPS, HTTP, or both depending on your specific security needs. If you are using an 
existing binding, select it from the applicable drop-down menu, then click Next. If your are 
adding a new binding, specify the desired port number(s) to use if you do not want to use 
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the default port number(s) populated by the installer. If you chose to use HTTPS and a new 
binding will be added, specify the source of the certificate required for binding. You may 
select a certificate from a certificate store, navigate to and select a certificate file on your 
local machine, or generate a self-signed certificate. Then, click Next to proceed. 

• Enter a password for the new Windows account created for dedicated WhatsUp Gold use, 
then click Next. 

Note: You will only be presented with the Windows account dialog if you are updating the application from 

a version prior to WhatsUp Gold 2024 and the existing IIS configuration references the Windows account 

and that configuration has been modified from what was configured by the initial WhatsUp Gold installation 

prior to upgrade. 

• Select the language or languages you would like to install for use with the application, then 
click Next. 

7. Select the binding protocol(s) WhatsUp Gold will use for the IIS website. You may select HTTPS, 

HTTP, or both depending on your specific security needs. If you are using an existing binding, select 

it from the applicable drop-down menu, then click Next. If your are adding a new binding, specify 

the desired port number(s) to use if you do not want to use the default port number(s) populated by 

the installer. 

Note: If you are using the Advanced installation workflow and have already configured your HTTP/HTTPS 

binding options, please proceed to the next step. 

8. Click Proceed. The WhatsUp Gold install program begins the installation. When the installation 

program completes, the InstallShield Wizard Complete dialog appears. 

9. Click Finish. The setup program closes. 

7.1.2 Operations 

• Device Discovery: WhatsUp Gold provides you the capability called Device Discovery that allows 

you to discover devices connected to your network. 

• Manually adding a device to a device group: When you manually add a device, you are prompted 
to enter the IP address or host name. WhatsUp Gold attempts to resolve the IP address or hostname, 
then scans the device for Active Monitors. When the scan is complete, you can further configure the 
device as needed. 
 

• Organizing Devices, Device Groups, and Maps with drag-and-drop: In the Device and Map views, 
you can quickly and easily organize your devices and device groups by dragging the device you 
want in a particular group to the device group folder. 

 

• Polling: Polling is the active watching, or monitoring, of your network by WhatsUp Gold. This is done 
in a variety of ways, depending on the service monitors you have configured on your devices. The 
default polling method is done through Internet Control Message Protocol (ICMP). The default 
polling interval for WhatsUp Gold is 60 seconds. 
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• Active monitoring: Active monitors query network services installed on a device, then wait on the 
response. If a response is not received or if the response does not match what is expected, the 
service is considered down, and a state change occurs on the device. 
 

• Actions: When a device or monitor state change occurs, WhatsUp Gold can perform an action to 
try to correct the problem, notify someone of the state change, or launch an external application. 

 

• Passive monitoring: Unlike active monitors or performance monitors, which actively poll a device to 
check its status or to gather statistical data, passive monitors passively listen for events on devices. 
Passive monitors are also useful because some devices on a network may not provide a clear up or 
down status when queried. 
 

• Performance monitoring: Performance Monitors in WhatsUp Gold gather important information 

about the devices running on your network, then use that data to create reports trending the 
utilization and availability of different aspects of those devices. Through WhatsUp Gold, you can 
gather statistics on the following areas: 

• CPU utilization 

•  Memory utilization 

• Interface utilization (bandwidth) 

• Ping availability 

• Disk utilization 
 

• Report generation: Device reports display information relating to a specific device. For example, 

when choosing to view the CPU Utilization report for a specific device, only CPU utilization 
information is listed for the specific device you choose for the report. 
 

7.1.3 Maintenance 

Maintenance mode: 
This feature lets you place devices in Maintenance mode, where they will not be polled by the engine. Any 
device placed in maintenance mode is not polled, and actions are not fired for it, but it remains in the device 
list and historical data is preserved. By default, the maintenance state is represented by an orange color in 
both the device list view and the map view. 
The mode can be set in two ways: 

• Force this device into maintenance mode now. Set this device options manually by selecting 
Device Properties > Polling. 

• Scheduled maintenance times. Schedule maintenance times for the device. 

• Click Add to schedule a new maintenance time for the device. 

• Select an existing entry, then click Edit to change a scheduled time. 

• Select an existing entry, then click Remove to delete a scheduled time from the list. 
 

Troubleshooting Tools: 
WhatsUp Gold includes several network tools. These troubleshooting tools allow you to take 
a closer look at the status of your network devices. 
The following tools help you check the connectivity of networked devices: 

• Ping Tool  
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• Trace Route Tool  

• Lookup Tool  

• Telnet Tool  
The following tools help you identify information about MIB objects that network devices 
support: 

• SNMP MIB Walker Tool 

• SNMP MIB File Explorer Tool 
The following tools help you identify problems with network devices so you can take 
corrective action to resolve issues: 

• MAC Address Tool 

• Diagnostic Tool 

• Using WhatsUp Gold v12 

• Web Performance Monitor  

• Web Task Manager  
 
 
 
 
Refer https://docs.ipswitch.com/NM/WhatsUpGold2022/02_Guides/Install/index.html  for more details 
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7.2 BACKUP & RECOVERY SYSTEM 

For system / image backup of Yokogawa solutions and applications, a centralized backup and recovery 

management system will be deployed. Veeam Backup & Replication will be installed in the BRS server. The 

Backup Recovery System (BRS) will be placed in the Level 3 of the Purdue Model. 

7.2.1 Installation 

Installing Veeam Backup & Replication 
Before you install Veeam Backup & Replication, check prerequisites. Then use 
the Veeam Backup & Replication setup wizard to install the product. 
 

1. Start the setup wizard. 
2. Select the component to install. 
3. Read and accept the license agreement. 
4. Provide a license file. 
5. Install missing software. 
6. Review the default installation settings. 
7. Specify service account settings. 
8. Specify the database engine and instance. 
9. Perform the configuration check. 
10. Specify data locations. 
11. Specify service ports. 
12. Begin installation. 
 

To install Veeam Agent for Microsoft Windows and all the required components, do the following:  

       Upload Veeam Agent setup files on the computer you want to protect. Then navigate to the folder 

where you have saved setup files.  

Keep in mind that you must use Veeam Agent setup files that are generated by Veeam Backup & 

Replication after the protection group for pre-installed Veeam Agents is created.  

       To install the .NET Framework 4.5.2, double-click the NDP452-KB2901907-x86-x64-AllOS-ENU.exe file 

located in the <path_to_setup_files>/Windows/6.0.0.960 folder.  

        If a later version of the .NET Framework is already installed on the computer, you can skip this step.   

       To install Windows Universal C Runtime (CRT), find and double-click the file depending on your 

computer OS architecture and version:  

 

OS  

Architecture 

OS Version File Location File 

Name 

32-bit   Windows 7 or Windows 

Server 2008R2 

<path_to_setup_files>/W

indows/6.0.0.960/VAW/x8 

6/CRT   

Windows6.1 
- 
KB2999226x86

.msu 

https://helpcenter.veeam.com/docs/backup/hyperv/installation_byb.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_launch.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_select_component.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_eula.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_license.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_missing.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_settings.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_account.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_sql.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_configuration_check.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_data.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_service_ports.html
https://helpcenter.veeam.com/docs/backup/hyperv/install_vbr_summary.html
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Windows 8 or Windows 

Server 2012 

Windows6.1 -

KB2999226x64.

msu 

Windows 8.1 or Windows 

Server 2012 R2 

Windows8-

RTKB2999226x8

6.msu 

64-bit Windows 7 or Windows 

Server 2008 R2 

<path_to_setup_files>/Windo

ws/6.0.0.960/VAW/x6 4/CRT  

Windows8-

RTKB2999226x6

4.msu 

Windows 8 or Window8.1 Windows8.1-

KB2999226x86.

msu 

Windows Server 2012  

Window s 8.1 or Windows 

Server 2012 R2 

Windows8.1 
-

KB2999226x64.

msu 

 

 

 

To install Veeam Agent for Microsoft Windows, use one of the following files depending on the 

architecture of your computer OS:  

For 32-bit Windows  

Double-click the Veeam_B&R_Endpoint_x86.msi file located in the  

<path_to_setup_files>/Windows/6.0.0.960/VAW folder  

For 64-bit Windows   

Double-click the Veeam_B&R_Endpoint_x64.msi file located in the  

<path_to_setup_files>/Windows/6.0.0.960/VAW folder  

To install the Veeam Installer Service, double-click the VeeamInstallerSvc file located in the 

<path_to_setup_files>/Windows/6.0.0.960 folder.  

7.2.2 Configuration  

To configure Veeam Agent for Microsoft Windows, you must apply connection settings from the 

configuration file. You obtained this file together with other setup files when the protection group for pre-

installed Veeam Agents was created. To do configure Veeam Agent, execute the following command from 

the folder where Veeam Agent setup files are located:  

 

"C:\Program Files\Veeam\Endpoint Backup\Veeam.Agent.Configurator.exe" -

setVBRse ttings /p:"<protection_group_name>.xml"  
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where <protection_group_name> is a name of the protection group for pre-installed Veeam Agents. 

Alternatively, you can specify the full path to the configuration file passed with the /p option.  

Mind that the connection between Veeam Backup & Replication and Veeam Agent is not persistent. Veeam 

Agent synchronizes with Veeam Backup & Replication every 6 hours. After you apply new backup policy 

settings in the Veeam Backup & Replication console, Veeam Agent will get these settings during the next 

synchronization.  

To synchronize Veeam Agent immediately, run the following command on the Veeam Agent computer:  

 

"C:\Program Files\Veeam\Endpoint Backup\Veeam.Agent.Configurator.exe" -

syncnow  
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7.2.3 Operations 

Main functionality of Veeam Backup & Replication includes: 

• Backup: creating image-level backups of virtual, physical, cloud machines and backups of file 
shares and object storage repositories. 
 

• Restore: performing restore from backup files to the original or a new 
location. Veeam Backup & Replication offers a number of recovery options for various disaster 
recovery scenarios, including Instant Recovery, image-level restore, file-level restore, restore of 
application items and so on. 

 

• Replication: creating an exact copy of a VM and maintaining the copy in sync with the original VM. 
 

• Backup Copy: copying backup files to a secondary repository. 
 

• Recovery Verification: testing VM backups and replicas before recovery. 
 

• Scale-Out Backup Repositories: a repository system that allows you to distribute data between 
performance, capacity and archive tiers. 

 
 
Refer Veeam-BRS- Document for more details 

  

https://helpcenter.veeam.com/docs/backup/vsphere/backup.html
https://helpcenter.veeam.com/docs/backup/vsphere/data_recovery.html
https://helpcenter.veeam.com/docs/backup/vsphere/replication.html
https://helpcenter.veeam.com/docs/backup/vsphere/backup_copy.html
https://helpcenter.veeam.com/docs/backup/vsphere/surebackup_recovery_verification.html
https://helpcenter.veeam.com/docs/backup/vsphere/backup_repository_sobr.html
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7.3 ANTIVIRUS MANAGEMENT 

7.3.1 Installation 

Configuring SQL Server 

• Launch the SQL Server installer.  

• Click “New installation or add features to an existing installation.” 

• Click “I accept the license terms”. Uncheck“Send feature usage data to Microsoft” and click “Next” 

• In Microsoft Update, uncheck the recommended option and click “Next” 

• Click “Next” to skip update checking. 

• After the wizard is done with its checks, click “Next” 

• In Feature Selection, select “Database Engine Services” only.  
Note: Instance root directory and other directories may be changed to a different drive other 

than the OS partition 

• In Instance Configuration, specify Named Instance for Trellix ePO server as “EPOSERVER”, same 
with the Instance ID. Click “Next”. 

• Proceed with the default values for the Account Name and Startup Type and click “Next”. 

• In Database Engine Configuration, Select “Windows authentication mode” and leave default 
selection for SQL administrators. Click “Next” 

• A warning to restart the computer may or may not appear.  Click “OK” in case it appears. 

• If no error has been encountered, click “Close” to end the installation process. 

• Open SQL Server Configuration Manager in Apps. 

• Expand SQL Server Network Configuration and click on Protocols for EPOSERVER. Right click on 
TCP/IP and click on “Enable”. 

• Right click on “TCP/IP” and click on “Properties”.  

• Scroll down the TCP/IP Properties and expand “IPAll”.  Under TCP Port enter “1434” and click OK. 

• Restart SQL Service by Selecting SQL Server Services on the left pane.  Select SQL Server 
(EPOSERVER) on the right pane.  Click Action and Restart.  

Installation of ePolicy Orchestrator  

• Double click “SETUP.exe” to start installation. 

• Click “OK” on the warning regarding RAM recommendation. 

• In the InstallShield Wizard, Click “Next” to start installation. 

• Additional software will be installed together with ePO.  Click Next to proceed. 

• Change destination folder to the partition other than the OS partition.  

• Specify Database Server by Computer Name and SQL Instance Name (Created upon installing the 
SQL Server Express). In Database Server credentials, select “Windows Authentication” and specify 
Domain, Username and Password fields. Windows credential should be the same as specified 
during SQL Server Database Engine Configuration. Click on “Next”. 

• Click “OK” on the pop up window regarding access to UDP Port. In SQL server TCP port manually 
enter “1434” 

• In HTTP Port Information, under Agent-server communication port, manually enter “8080”. 
Verify the information before clicking “Next” to proceed. 

• In Administrator Information, enter the credentials that will be used for ePO management web 
console. 

• In Type License Key, enter the license key as indicated otherwise, click Evaluation and click Next to 
proceed. Click OK to acknowledge expiration of Evaluation license. 
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• In Trellix Licensing, accept the license agreement by clicking on the corresponding button. 
Click “OK” to proceed. Click “Install” to start the installation.  

• Click “Finish” to end ePO installation. 
IIS / FTP Installation 

• At the Server Manager, click “Add Roles and Features”. 

• “Add Role and Features” Wizard will open, Click Next. Under “Installation Types”, choose “Role 
based…” and click on “Next”. 

• Under “Server Selection”, choose “Select a server from…” then click on “Next”. 

• Under Server Roles, select Web Server IIS and ensure FTP Server is also selected then click “Next” 

• Under Select Features, click “Next” to proceed. 

• Select “Restart the destination server automatically if required” and click “Install” to start installation 
process. 

• Installation progress will be shown. Wait until the installation process is complete. 

• Once installation succeeds, click “Close” 
FTP Site configuration  

• At the Server Manager, click “Tools” and choose Internet Information Services (IIS) Manager. 

• On the Connections Pane on the left, click on “Sites” then on the Actions Pane on the right click 
“Add FTP Site… 

• Enter FTP Site Name, and physical content for the site information. 

• Enter IP address of ePO Server, and use port 21. Under SSL, select “No SSL”. Click Next. 

• Under Authentication window, Select Anonymous as authentication and put a Read Only 
Permission. Click Finish to create the FTP Site. 

• After Creation of Site, newly created FTP Site will be shown under “Sites”.  
On the Actions Pane on the right, click “Restart”. 

• To check if the FTP is up, open a browser and type the FTP address. 
Extensions Installation 

• Extensions contains files, components, and information necessary to manage a product. 

• Open ePO, Click Menu, under Software, choose Extensions 

• Under Extensions window, Click Install Extension. 

• Browse the location of the extension file to be added. Click Ok to continue. 

• Check the package and click Ok to install the extension. 

• Under Extension, click VirusScan Enterprise and view the installed extension. 
Check-in Package 

• Once logged on to the ePO console, click Menu button.  Under Software, click Master Repository. 

• In Master Repository, click “Check in Package button” 

• Browse and add the needed package(s). For VSE8.8, Click “Next” to proceed 

• Choose on which repository branch the packaged will be checked in then click “Save”. 

• Notice that the added VirusScan Enterprise package is now listed in the Master Repository. 

• Browse and add the needed package(s). For DAT file, select the package and Click “Next” to 
proceed. 

• Choose on which repository branch the packaged will be checked in then click “Save”. 

• Notice that the added DAT package is now listed in the Master Repository. 
Source Site Configuration 



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 90 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

• The source site provides all updates for your master repository. The default source site is the Trellix 
Http update site, but you can change the source site or create multiple source sites if required. 

• For the ePO server in DMZ, Source Site can be either from Internet or ePO server in the office 
domain, depending on the system architecture. In Crosswind-BLPH source site is from the ePO 
server in office domain. 

• The Source Site for ePO server on DMZ is from the ePO server in office Domain. 

• Click Menu, under Configuration click on Server Settings. 

• Under Server Settings, in Settings Category select Source Site.  
Click Edit button (lower right corner) to configure Source Site. 

• Click Add source Site to add Source Site 

• Enter Repository Name. Select Type as “FTP”. Click Next. 

• Select IPv4.  Enter the address of the FTP Server with port number as port 21. Click Next. 

• Select IPv4.  Enter the address of the FTP Server with port number as port 21. Click Next. 

• Summary of all the details will be shown. Click Save. 

• The new Source Site will be shown in the site list. Click Save. 
Repository Pull 

• Repositories house software packages and updates for distribution to managed systems. 

• In ePO menu, under Software, Click on Master Repository. 

• Master Repository window will open, Click Pull now to trigger pull action from source site 

• Select Source site for the Pull action. All source Site configured in the ePO will be shown. Click 
Next 

• Select required packages for the Pull action. Click Next to continue. 

• Summary page will be shown review pull action summary and click Start Pull to trigger pull action. 

• Server Task Log will open to show the status. 

• Once the pull is complete, click Close. 

• Master Repository will now reflect the pulled packages. 
System Tree - Creating Groups 

• Groups are used to segregate the systems so that common tasks and policies  
can be applied to them independently. 

• Open ePO and Select System Tree from the Tab. Click New Subgroups 

• Enter the Group Name, then click OK. 

• The new created Group will be shown under My Organization in the System Tree. 
System Tree - Adding new system to ePO 

• Open ePO and select System Tree from the Tabs. 

• The client machines can be added by selecting the “New System” Option from the System Tree 
Tab.  

• Under How to add systems, choose “Add systems to the current group (current selected group in 
System Tree), but do not push agents”.  

• Under the target systems, add the IP address of the target computer 

• Click “OK”. 

• System tree will display the added system in Unmanaged State. 

• Click Actions > Agent > Deploy Agents to change the state to Managed. 

• In Deploy Trellix Agent window, enter the required credentials for agent installation (local 
administrator on the unmanaged system). Click “OK” to proceed. 

• Server Task Log will display the progress of the deployment.  Click on the task to view more details. 
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• Once the task is completed click Close to go back to System Tree. 

• In System Tree, the system will now be displayed as Managed. 
Client Task Catalog 

• Open ePO, Click Menu, under Policy choose Client Task Catalog. 

• In Client Task Catalog window, choose Product Deployment. Click New Task 

• In New Task, choose Product Deployment under Task Types. 

• Enter the Task Name and Description.  Under Products and components, choose VirusScan 
Enterprise , Install from Branch Current. Click Save 

• The newly created Task will be shown under Product Deployment. 
Under Actions column, Click on Assign to assign the task to a node in the System Tree. 

• Assign Client Task to My Organization (or the node where it is applicable) 
Click OK. 

• In the Client Task Assignment Builder, ensure that all parameters are correct. 
Schedule can also be set in this window. Once done, click Save. 

• The Client Task Catalog should display the product deployment task created with its 
corresponding assignment. 

• To deploy VirusScan Enterprise, select the system that will be deployed with the product. 
Go to Actions menu by clicking Actions.  Select  Agent > “Run Client Task Now” 

• In the Run Client Task Now window, select the Client Task created for product deployment. 
Click “Run Task Now”. 

• Once deployment task is complete, click Close. 

• Check the deployment in the system by logging in to the system 

• From ePO menu, open Client Task Catalog, select Product Update. Click New Task to create a new 
task 

• In Task Type, select Product Update and click OK. 

• In Client Task Catalog, enter the necessary details.  Click Save. 

• Once completed, the created task should appear in Client Task Catalog. 

• Under Actions Pane, click Assign to assign the task to a node in the System Tree. 

• Select the node in the System Tree to assign the created task and click OK. 

• In the Client Task Assignment Builder, ensure that all parameters are correct. 
Schedule can also be set in this window. Once done, click Save. 

• In System Tree, select the system to update. Go to Actions menu by clicking Actions.   
Select Agent > “Run Client Task Now” 

• In the Run Client Task Now window, select the Client Task created for product update. 
Click “Run Task Now”. 

• Once product update task is complete, click Close. 
Policy Catalog 

• Policies ensure that the managed security software products are configured and perform 
accordingly 

• From the ePO menu, select Policy Catalog under Policy. 

• In Policy Catalog window, under Product select VirusScan Enterprise. Under Category select 
General Options Polices Click New Policy. 

• Provide the necessary details and click OK.  

• Open the created policy by clicking on the name. 

• Under Display Options tab, select “Display managed tasks in the client console” 

• Do the same settings for “Server” 
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• Click “Password Option Tab”, click Password protection for all selected items.  

• Do the same settings for “Server”. Click save. 

• In the System Tree go to Assigned Polices tab and under Category select General Options Policies 
and click Edit Assignment  

• In the Policy Assignment window, under assigned policy, select the created task and Click Save. 

• In the System select the client and click Wake Up Agents 

• In client VirusScan Console, the view should be updated according to the policy assigned. 

• To unlock VirusScan console, go to Tools and click Unlock User Interface. You must know the 
administrator password that was set from the ePO server. 

• Enter the needed credentials to unlock interface. 
 

 

7.3.2 Implementation and configuration 

7.3.1.1 Trellix ePolicy Orchestrator Server (ePO 5.10) 

The target Trellix ePO Server must meet the specific system and hardware requirements to run the Trellix 

ePolicy Orchestrator (ePO). Assess the requirements before installing the Trellix ePO software to guarantee 

a successful installation.  

The following table provides the settings that are required to be configured on the Trellix ePO server of 

PIN and DMZ.  

 

Description Trellix ePO Server 

(DMZ) 

Trellix ePO Server 

(PCN) 

Disable the Product Improvement Program Required Required 

Disable Global Update Required Required 

FTP Server Configuration Required Not Applicable 

FTP Distributed Repository Required Not Applicable 

FTP Source Site Not Applicable Required 

Export of Security Keys Required Not Applicable 

Import of Security Keys Not Applicable Required 

ENS Platform Check-In Required Required 

ENS Threat Prevention Check-In Required Required 

ENS AMCore Check-In Required Required 

Trellix Agent Check-In Required Required 
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Delete Unmanaged Products Required Required 

Trellix Agent Extension Optional Required 

Endpoint Security Extension Optional Required 

Threat Prevention Extension Optional Required 

Disable Master Repository Update Required Required 

Disable Download Software Product List Required Required 

Disable Download and Schedule Deployment of 

Software Product Updates 

Required Required 

Creating Groups Optional Required 

Trellix Agent Deployment Optional Required 

Import Yokogawa Advanced Policy Optional Required 

Import Yokogawa Advanced Task Optional Required 

Adding the Yokogawa AMCore Update Task Optional Required 

Adding the Yokogawa Standard AV (ENS) 

Deployment Task 

Optional Required 

Adding the Yokogawa Standard AV (ENS) 

Uninstallation Task 

Optional Required 

Adding the Trellix Agent Update Task Optional Required 

 

Optional – Required when there is a client to be managed in the DMZ Trellix ePO Server 

Table 19- Trellix ePO Server Matrix Table 

 

Refer Cyber Security Settings Document for more details 

  



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 94 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

7.4 OS PATCH MANAGEMENT 

The Windows Server Update Services (WSUS) is a Microsoft solution that provides a platform for managing 

and distributing the latest Microsoft product updates to computers on the network. Implementing this 

solution and following the recommended configuration gives the plant asset administrator the capability to 

control the patches that would be installed on the plant asset. 

7.4.1 Component and Functions  

Windows Server Update Service (WSUS) Server   

The WSUS server provides a management console to centrally manage and enforce updates to the client. 

The WSUS stores all the applicable updates and ensures availability to the clients upon patch approval. The 

WSUS console provides detailed client updates information and reports through the dashboard. In the 

Yokogawa OS Patch implementation, the WSUS server must be able to connect to the Microsoft Update to 

get the latest available update information. This server shall have a secure connection to the Microsoft 

website.  

Windows Update Clients 

Embedded in each installation of the Microsoft Windows operating system is the Windows Update. This is a 

built-in service provided by Microsoft for a routine check and installation of updates to the operating system. 

By default, Windows Update is configured to connect to the Microsoft Update site via the internet, however, 

this configuration is changed to connect to an onsite WSUS server.  

7.4.2 Configuration and Settings 

Update Source 

The update source is the location from which the WSUS server gets its updates and update metadata. In 

the Yokogawa implementation, the WSUS server is configured to download updates directly from the 

Microsoft Update. By design, the initial synchronization will download all the updates that are specified on 

the WSUS server. Subsequent synchronization shall download only new updates from the update source, 

as well as revisions in metadata for existing updates, and expirations to updates. 

 

Update Files and Languages 

• Storing Updates 
The update files are stored in the WSUS server based on the configured update files settings. In the 

Yokogawa implementation, the WSUS server is configured to store all selected classification and 

product updates locally. This will ensure that the required updates during the approval of updates 

are already available on the WSUS server.  

• Selected Languages 
The update files are downloaded based on the languages that are selected on the WSUS server. It 

is possible to synchronize updates in all the languages in which they are available, or you can specify 

a subset of languages. In the Yokogawa implementation, only the required language shall be 

selected on the WSUS server during the configuration. 
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Supported Products and Classification 

The WSUS downloads updates based on the products and classifications that are configured on the server. 

By default, the WSUS is configured to download all the critical and security updates of all the Windows 

products. 

Computer Groups 

The computer node refers to a central access point in the WSUS administrative console for managing 

computers. The clients can be organized into logical groups/subgroups based on their machine type, 

topological/ geographical locations, or their functionality boundaries. Creating groups/subgroups for 

systems with similar properties or requirements allows the administrator to target updates to a group of 

client computers, so you can ensure that target computers always get the right updates. 

 

The default computer group includes the All Computers and the Unassigned Computers group. 

 

• All Computers – computer clients are always assigned or part of the All Computers Group 

• Unassigned Computers – computer clients are part of the Unassigned Computer Group until it is 
assigned to another computer group.  
 

Schedule 

The scheduled configuration on a WSUS depends on the component type. Each component type has its 

own recommended behavior when it comes to downloading updates. 

• WSUS Server Schedule 

During a scheduled synchronization, the WSUS server downloads updates (update metadata and 

files) from an update source. The frequency of the synchronization depends on the configured 

timing on the WSUS server. In the Yokogawa implementation, the WSUS server is configured to 

synchronize every day to the Microsoft Website. 

• WSUS Client Schedule 

During a Windows Update, the WSUS clients download the approved updates from the WSUS 

server. The frequency of the synchronization depends on the configured timing of the WSUS client 

policy. In the Yokogawa implementation, the WSUS client has no automated schedule on when to 

download the approved updates. The Windows updates are triggered manually on the client during 

the approved maintenance schedule.  

WSUS with Secure Sockets Layer (SSL)  

WSUS with SSL ensures integrity between the WSUS clients and the WSUS server. In the Yokogawa 

implementation, the Active Directory Certificate Services (AD CS) role is used to manage the digital 

certificates in implementing the certificate-based authentication of WSUS.  
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WSUS Permission Groups 

In order to use all the features of the WSUS console, the user shall be added as part of the Administrator 

group or the WSUS Administrator group. It is recommended to provide only the necessary permission based 

on user job responsibility. For the Windows Domain user management implementation, refer to the 

reference document. 

By default, the two security groups are created on the WSUS server upon setup.  

 

• WSUS Administrator – members of this group can fully manage the distribution of updates to 
computers on the network and administer the WSUS role 

• WSUS Reporter – a member of this group can generate reports but cannot approve updates or 
configure the WSUS role 

Application Pool Configuration 

The WSUS application pool private memory threshold is set to 1843200(KB) which at times is too small. 

When the private memory threshold limit is reached due to heavy load, the WSUS application pools are 

automatically recycled and clear the WSUS Metadata cache. 
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7.4.3 WSUS Installation Setps 

WSUS Role Installation Procedure 

• Open Server Manager and select Add roles and features.  This will start the Add Roles and 
Features Wizard. 

 

Figure 46 – Server Manager Console 
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• Once the Wizard opens, click on the “Next” button on the Before You Begin task. 

 

Figure 47 – Prerequisites for WSUS Configuration 

 

• Make sure to select Role-based or feature-based installation before clicking on Next button. 
 

 

Figure 48 – Roles and Features Wizard to select type of Installation 
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• Click on Select a server from the server pool and make sure to select the WSUS server on the 
Server Pool List.  Click Next. 

 

Figure 49 – Roles and Features Wizard to select destination server 

 

• Select Windows Server Update Services and click Next 
 

 

Figure 50 – Roles and Features Wizard to select server roles 
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• Required role services and features will be automatically selected. Ensure Include management 
tools (if applicable) is selected. Click Add Features 

 

             Figure 51 – Roles and Features to include for WSUS setup 

• Same as step 5, click Next 
 

 

Figure 52 – Roles and Features wizard to select server roles(WSUS,IIS) 
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• Other required role services and features will be automatically selected. Select .NET Framework 
3.5 Features. Click Next. 

 

Figure 53 – Roles and Features wizard to include .NET framework 

 

• Click Next. 

 

Figure 54 – WSUS Configuration  
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• Ensure that WID Database and WSUS Services are selected and click Next. 

 

Figure 55 – Installation of database to WID 

• Specify the path where the updates will be stored.  In this case E:\WSUS\.  Click Next. 
 

 

Figure 56 – Roles and features wizard to select the content location 
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• Under Web Server Role (IIS) Click Next 
 

 

Figure 57 – Web Server role wizard 

 

• Under Role Services for IIS, default requirements are automatically selected, click Next. 
 

 

Figure 58 – Roles and features wizard to install services for IIS 
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• Confirm the installation details.  Select Restart the destination server automatically if required. Click 
Install. 
 

 

Figure 59 – WSUS Installation wizard 

• Wait until the feature installation is done. Click Close. 
 

 

Figure 60 – WSUS Installation Completion wizard 
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Post Installation Task 

• In Server Manager click on the Notifications icon, and click on Launch Post-Installation tasks 

 

Figure 61 – Server manager console for post deployment configuration 

Configuration Wizard 

• To open WSUS Management Console.  In Server Manager, click on Tools > Windows Server 
Update Services 

 

Figure 62 – Server manager dashboard to select WSUS  
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• Once the configuration wizard launched, click on Next. 
 

 

Figure 63 – Windows Server Update Services Configuration Wizard 

• Under Microsoft Update Improvement Program, make sure NOT to select Yes, I would like to join 
the Microsoft Update Improvement Program. 

 
Figure 64 – Windows Update Improvement Program Wizard 



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 107 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

• When choosing the upstream server for DMZ WSUS select Synchronize from Microsoft Update. 

 

Figure 65 – WSUS wizard to configure the synchronization 

• When choosing the upstream server for DMZ PCN select Synchronize from another Windows 
Server Update Services server and key in the IP Address Ex:192.168.100.10 and port number on 
the corresponding fields.  Click Next. 
 

 

Figure 66 – WSUS wizard to configure the server name & port number of upstream server 
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• Specify the Proxy server if any and if required. Click Next 

 

Figure 67 – WSUS wizard to configure the proxy server 

 

• Click Start Connecting to test the connection to the specified Upstream Server. 
 

 

Figure 68 – WSUS wizard to download the update information 
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• It may take a while to connect, but once done, click Next. 
 

 

Figure 69 – WSUS wizard showing the completion of downloading the Updates 

 

• Select Download updates only in these languages and select English.  Click Next. 
 

 

Figure 70 – WSUS wizard for selecting the languages 
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• Select the supported products that needs to be updated. Click Next. 
 

 

Figure 71 – WSUS wizard for selecting the supported products 

 

• Under Classifications, select Security Updates only. Click Next. 
 

 

Figure 72 – WSUS wizard for selecting the Updates 
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• To configure Sync Schedule, select Synchronize automatically and set the time of First 
Synchronization and frequency of synchronization.  Click Next. 

 

Figure 73 – WSUS wizard for configuring the server synchronization 

• Select Begin initial synchronization. Click Next. 
 

 

Figure 74 – WSUS Configuration Wizard showing the initial synchronization 
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• Click Finish. A manual synchronization should appear under Synchronizations. 
 

 

Figure 75 – WSUS Configuration wizard 

 

Synchronization 

• To execute a manual synchronization, go to Synchronizations, click Synchronize Now on the 
Actions Pane on the right 

 

Figure 76 – Initial synchronization status 
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• A summary of the synchronization will appear on the same window. 
 

 

Figure 77 – Synchronization Summary 

• Under Updates, a dashboard type of overview of updates is shown. 
 

 

Figure 78 – Summary of the status of updates 
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Groups and Membership Creation 

• To create a group, go to All Computers and click on Add Computer Group on the Actions Pane on 
the right. 

 

Figure 79 – Creation of group and computers 

• Type in the desired group name on the field Name and click Add 
 

 
Figure 80 – Specifying Name to a group 

 

 

Refer Cyber Security Settings Document for more details 
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8 EMCS INSTALLATION, OPERATION AND MAINTENANCE 
 

8.1 INTRODUCTION 

The core of EMCS is built with industrial computers and IO modules: 

• 2 SEL-RTAC 3555: redundant computers where the main control logic is executed. 

• 2 SEL-Axion 2240: redundant computers mainly used to acquire hardwired signals and to 

communicate with IE 61850 devices. The Axion is provided with a set of DI/DO modules.  

For the position of these computers inside the BLPH network infrastructure, please refer to the System 

Architecture document (1724000594-IN-DD-00015).  

8.1.1 SEL-RTAC 3555 

The SEL-3555 Real-Time Automation Controller (RTAC) is a high-performance industrial automation device 

designed by Schweitzer Engineering Laboratories (SEL). It serves as a powerful programmable logic 

controller (PLC) and substation automation platform, integrating protection, control, and communication 

functions for power systems and industrial applications. 

 

Key Features: 

• High-Speed Processing: Advanced multi-core processing for fast and reliable control logic 

execution. 

• Secure Communications: Supports multiple protocols (IEC 61850, DNP3, Modbus, etc.) with 

encryption and authentication for cybersecurity. 

• Flexible I/O and Expansion: Interfaces with a wide range of field devices, sensors, and relays. 

• SCADA and HMI Integration: Acts as a data concentrator, supporting real-time monitoring and 

automation. 

• Industrial-Grade Reliability: Designed for harsh environments, with ruggedized hardware and 

redundant power supply options. 

• Programming and Configuration: Uses ACSELERATOR RTAC® SEL-5033 software for easy setup, 

logic development, and maintenance. 

The SEL-3555 RTAC is ideal for applications such as substation automation, microgrid control, renewable 

energy integration, and industrial process automation. 

For detailed information about the RTAC 3555, please refer to the manufacturer documentations: 

• 3555_IS-GettingStarted_20180727.pdf 

• 3555_RTAC_PF00343.pdf 

• 3555-2_DS_20241218.pdf 
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For a full list of the document please visit https://selinc.com/products/3555/docs/. 

8.1.2 SEL-Axion 2240  

The SEL-2240 is a combination of compact RTAC (SEL-RTAC 2241) and IO Module used in industrial and 

utility automation applications. It serves as a remote I/O module that seamlessly integrates with SEL’s RTAC 

family, including the SEL-3555, to expand I/O capabilities in power system automation and control systems. 

Key Features: 

• Distributed I/O Expansion: Provides additional digital and analog I/O for RTAC-based automation 

systems. 

• Secure Communication: Supports IEC 61850, DNP3, Modbus over Ethernet or serial connections. 

• Rugged Design: Built for harsh environments, with high immunity to electrical transients and extreme 

temperatures. 

• Flexible Mounting Options: DIN rail or panel mounting for easy installation in substations, industrial 

plants, and renewable energy systems. 

• Seamless Integration: Works as an extension of SEL-3555 or other RTAC controllers, enabling 

scalable automation solutions. 

The SEL-2241 RTAC is ideal for substation automation, distributed energy resource (DER) control, and 

industrial process monitoring, where additional remote I/O is needed for real-time data acquisition and 

control. 

For detailed information about the RTAC 3555, please refer to the manufacturer documentations: 

• 2240_IM_20241217_20241217.pdf 

• 2240_DS_20241025.pdf 

• 2240_PF00274.pdf 

 

For a full list of the document please visit https://selinc.com/products/2240/docs/. 

The picture below shows the composability of the IO modules and how they are connected to the RTAC 

2241 using a backplane. 



 

 
HOLLANDSE KUST NOORD WIND PARK Project 

Contract No. CW-I-WP4-2023-05 

 

Document Title: 
Installation, Operation and 

Maintenance Manual (IOM) 

Sheet 117 of 127 

Date: 14/02/2025 

Rev: 02 
 

This document undergoes an issuance cycle within EDMS Fusionlive". Its distribution is electronically controlled. Once printed shall be 

considered as “NOT CONTROLLED” copy 

File: 1724000594-IN-MAN-00037_R02 

 

Figure 81- RTAC 2241 and IO Modules  

 

8.2 INSTALLATION 

This chapter provides detailed guidelines for the proper installation of the SEL-3555 Real-Time Automation 

Controller (RTAC) and the SEL-2240 Axion. Following these instructions ensures optimal performance, 

safety, and longevity of the system. 

 

8.2.1 Pre-Installation Requirements 

Before proceeding with the installation, ensure the following: 

Site Requirements 

• Environmental Conditions: 

o Operating temperature: −40°C to +75°C 

o Humidity: 0–95% non-condensing 

o Protection against dust, moisture, and electromagnetic interference (EMI) 

• Mounting Location: 

o Securely fasten on a control panel, relay rack, or DIN rail 

o Ensure proper ventilation to prevent overheating 

• Power Supply: 
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o Input voltage range: 125/250 VDC or 120/240 VAC 

o Adequate grounding and protection against power surges 

Required Tools & Equipment 

• Screwdrivers (flathead and Phillips) 

• Multimeter (for voltage and continuity checks) 

• Crimping tools (for cable termination) 

• Shielded twisted-pair cables (for communication connections) 

• Ethernet cables (for network setup) 

• Personal protective equipment (PPE) 

Safety Precautions 

• Disconnect power before installation. 

• Follow lockout/tagout (LOTO) procedures. 

• Ensure proper electrostatic discharge (ESD) protection. 

 

8.2.2 SEL-3555 RTAC Installation 

The SEL-3555 RTAC can be installed using either panel mounting or DIN rail mounting. 

Panel Mounting 

1. Align the SEL-3555 with the designated mounting holes. 

2. Secure the unit using M4 or #8 screws. 

3. Verify the unit is firmly attached to prevent vibration damage. 

DIN Rail Mounting 

1. Attach the DIN rail clips to the RTAC’s backplate. 

2. Clip the unit onto the 35mm DIN rail. 

3. Ensure the RTAC is securely fastened and does not move. 

 

Power Supply Connections 

• Use appropriately rated cables and connect to the power terminals. 

• Verify polarity when using DC power: 

o + Terminal → Positive 

o − Terminal → Negative 

• For AC power, ensure proper phase and neutral connections. 

• Connect the protective earth (PE) to a proper grounding point. 
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 Communication Interfaces 

The SEL-3555 RTAC supports multiple communication protocols, including: 

• Ethernet (RJ-45) 

• Serial (RS-232, RS-485) 

Ethernet Connection 

1. Connect CAT5e or CAT6 cables to the RJ-45 Ethernet ports. 

2. Ensure proper IP configuration via ACSELERATOR RTAC® SEL-5033. 

Serial Connection 

1. Connect RS-232 or RS-485 cables to the DB-9 or terminal block. 

2. Set the correct baud rate and parity settings. 

 

8.2.3 SEL-2240 Axion Installation 

The Axion system consists of a backplane chassis, power supply module, RTAC processor module, and I/O 

modules. It can be installed using a panel mounting: 

1. Position the Axion chassis on the mounting surface. 

2. Secure the unit using M6 or #10 screws through the mounting holes. 

3. Ensure the chassis is firmly attached to prevent vibration-related failures. 

 

Power Supply Connections 

The SEL-2240 Axion supports multiple power supply options: 

• 24–48 VDC 

• 110–250 VDC / 120–240 VAC 

Steps for Power Connection: 

1. Connect the positive (+) and negative (−) terminals of the DC power source. 

2. For AC power, connect L (Line) and N (Neutral) terminals correctly. 

3. Securely fasten the protective earth (PE) ground connection. 

4. Verify power input voltage and polarity using a multimeter before energizing. 
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Communication Interfaces 

The Axion RTAC module provides multiple communication ports: 

• Ethernet Ports (for SCADA, RTU, or RTAC integration) 

• Serial Ports (RS-232, RS-485) for legacy device communication 

 

Ethernet Connection (RJ-45 Ports) 

1. Use CAT5e or CAT6 cables for Ethernet connectivity. 

2. Connect the Ethernet cable to the LAN/WAN ports on the RTAC module. 

3. Configure IP settings via ACSELERATOR RTAC SEL-5033 software. 

Serial Connection (RS-232/RS-485 Ports) 

1. Connect the serial cable to the DB-9 or terminal block. 

2. Set the correct baud rate, parity, and stop bits. 

3. Use RS-485 termination resistors if required. 

 

I/O Module Wiring 

The SEL-2240 Axion supports modular I/O expansion, with digital and analog I/O modules. 

Digital I/O Wiring (DI/DO Modules) 

• Use shielded cables to minimize electrical noise. 

• Connect dry contact inputs or relay outputs as per system requirements. 

• Verify voltage levels (12V, 24V, 125V DC/AC) before connection. 

Analog I/O Wiring (AI/AO Modules) 

• Use twisted-pair cables for 4-20mA or 0-10V signals. 

• Ensure proper calibration before connecting to field devices. 
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8.3 OPERATION 

This chapter describes the operation, functionality, and management of the SEL-3555 Real-Time Automation 

Controller (RTAC) and the SEL-2240 Axion, including system startup, user interface navigation, 

communication setup, control logic execution, and troubleshooting. 

 

8.3.1 Powering Up the System 

1. Ensure all power supply connections are secure. 

2. Apply power to the RTAC and Axion modules. 

3. Observe the LED indicators to confirm normal operation. 

LED Indicator Status Meaning 

Power LED Solid Green Normal operation 

Status LED Flashing Green Device booting up 

Status LED Solid Red System error (check logs) 

Ethernet LED Blinking Green Active network communication 

 

4. If error LEDs are illuminated, refer to troubleshooting (Section 5.7). 

5. Verify network connectivity via ping test or ACSELERATOR RTAC software. 

 

8.3.2 Web User Interface Navigation 

The SEL-3555 RTAC and Axion RTAC module provide a web-based user interface for configuration and 

monitoring. 

Steps to Access Web Interface: 

1. Open a web browser (Chrome, Edge, or Firefox). 

2. Enter the RTAC’s URL address (https://<IP-Address>). 

3. Log in using administrator credentials. 

4. Navigate through the menus: 

o Status Dashboard: Displays real-time system status. 

o Network Interfaces: To configure the ethernet interfaces  

o Network Utilities: To test network connectivity toward field devices (Ping, TCP Port Check)  

o Communication Diagnostics: Monitor Ethernet and serial connections. 

o Security Settings: Configure user access control and encryption. 
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8.3.3 ACSELERATOR RTAC Software 

For advanced configuration and logic development, use ACSELERATOR RTAC SEL-5033: 

1. Open ACSELERATOR RTAC on a PC. 

2. Connect via USB, serial, or Ethernet. 

3. Import or create a project file. 

4. Use the Logic Editor to develop control logic. 

5. Upload and validate the configuration. 

 

For details about the AcSELelerator RTAC Software please refer to the SEL-5033 Manual.pdf manufacturer 

document.  

 

8.3.4 Troubleshooting 

Issue Possible Cause Solution 

No Power Faulty power supply Check voltage, replace power 

source 

No Network Communication IP conflict, firewall block Verify IP settings, disable firewall 

RTAC Not Responding Overloaded CPU/memory Restart device, check CPU usage 

I/O Module Not Detecting 

Inputs 

Loose wiring, incorrect 

addressing 

Recheck wiring, verify I/O 

configuration 

Serial Port Not Communicating Incorrect baud rate, bad cable Adjust baud rate, replace cable 

 

8.3.5 Redundancy 

The system is configured in a Master/Slave redundancy mode at both the RTAC 3555 and Axion levels, 

ensuring fault tolerance even if one RTAC 3555 and one Axion module fail (or are powered down) 

simultaneously. 

8.3.6 System Shutdown & Restart 

8.3.6.1 Safe Shutdown Procedure 

1. Save all configuration changes. 

2. Disable network connections if necessary. 

3. Power down Axion I/O modules first. 

4. Power down the RTAC last. 
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8.3.6.2 Restart Procedure 

1. Power on the RTAC first. 

2. Power on Axion I/O modules sequentially. 

3. Verify all LED indicators for proper startup. 

4. Test communication and system performance. 

 

 

8.4 MAINTENANCE 

Regular maintenance ensures reliable operation, longevity, and optimal performance of the SEL-3555 RTAC 

and SEL-2240 Axion. This chapter provides guidelines for preventive maintenance, firmware updates, 

diagnostics, troubleshooting, and corrective actions. 

8.4.1 General Maintenance Guidelines 

To maintain the RTAC 3555 and Axion 2240 in optimal condition: 

• Schedule routine inspections every 3 to 6 months. 

• Keep firmware and software updated to ensure security and performance enhancements. 

• Monitor system logs for early detection of issues. 

• Maintain proper ventilation to prevent overheating. 

• Regularly verify communication links and I/O module integrity. 

• Follow cybersecurity best practices to prevent unauthorized access. 

 

8.4.2 Preventive Maintenance 

8.4.2.1 Visual Inspection 

Regularly inspect both the RTAC 3555 and Axion 2240 for: 

• Loose cables and connectors 

• Signs of overheating, corrosion, or dust accumulation 

• LED status indicators to detect warnings or errors 

• Proper grounding to avoid electrical faults 

Action Steps: 

□ Tighten any loose connections. 

□ Clean the ventilation openings to ensure proper airflow. 

□ Replace any damaged cables immediately. 
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8.4.2.2 Cleaning and Environmental Maintenance 

• Dust and debris can cause overheating and affect device performance. 

• Use compressed air or a soft brush to clean around the vents and ports. 

• Ensure the ambient temperature remains within the operational range: 

o RTAC 3555: −40°C to +75°C 

o Axion 2240: −40°C to +75°C 

• Verify that humidity levels do not exceed 95% (non-condensing). 

 

Warning: Do not use liquid cleaners or solvents directly on the devices. 

 

8.4.3 Firmware and Software Updates 

Keeping the firmware and software up to date is crucial for security, performance, and compatibility with 

new features. 

 

8.4.3.1 Checking Firmware Version 

1. Access the RTAC/Axion Web Interface. 

2. Navigate to System > Device Information. 

3. Note the current firmware version and compare it with the latest version from Schweitzer 

Engineering Laboratories (SEL). 

8.4.3.2 Updating Firmware 

1. Download the latest firmware from SEL’s official website. 

2. Open ACSELERATOR RTAC SEL-5033 and connect to the device. 

3. Navigate to Firmware Update in the settings menu. 

4. Upload the new firmware file and initiate the update process. 

5. Restart the device after the update completes. 

 

Important: Always back up configuration settings before updating firmware. 
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8.4.4 System Diagnostics and Health Monitoring 

Regular system diagnostics help detect potential failures before they lead to major disruptions. 

8.4.4.1 Monitoring System Performance 

Use the RTAC Web Interface or ACSELERATOR RTAC to monitor:  

□ CPU usage and memory utilization 

□ Network traffic and latency 

□ Error logs and event history 

 

8.4.4.2 Checking I/O Module Status 

1. Open the RTAC Web Interface. 

2. Go to I/O Monitoring. 

3. Check for non-responsive modules or unexpected input/output states. 

4. If a module is unresponsive, reseat it and verify connections. 

 

8.4.5 Troubleshooting and Corrective Actions 

8.4.5.1 Common Issues and Solutions 

Issue Possible Cause Solution 

RTAC not powering on Power supply failure Check input voltage and replace power 

source if needed 

Intermittent 

communication loss 

Loose cables or network 

congestion 

Reconnect cables and check network load 

I/O module not 

responding 

Faulty module or incorrect 

wiring 

Verify wiring, reseat module, or replace if 

necessary 

Slow system performance High CPU load or memory 

usage 

Restart device, optimize logic execution 

Unexpected relay 

operations 

Incorrect logic configuration Review and correct control logic 
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8.4.5.2 Resetting the System 

If troubleshooting steps do not resolve the issue, a system reset may be necessary. 

Soft Reset (Recommended First Step) 

1. Open ACSELERATOR RTAC or the Web Interface. 

2. Navigate to System > Restart. 

3. Confirm the reset. 

Hard Reset (If Necessary) 

1. Power off the device. 

2. Disconnect it from the power source for 30 seconds. 

3. Reconnect and power on the device. 

Caution: A hard reset may clear some configurations. Always back up settings before performing this action. 

 

8.4.6 Backup and Restore Procedures 

8.4.6.1 Backing Up Configurations 

1. Open ACSELERATOR RTAC with a normal PC. 

2. Press the Read button. 

3. Connect to the RTAC (3555 or 2241). The current online project is stored in the local database 

4. Select the saved project, press the right mouse button and select the Export item. 

5. Save the exported project folder in a secure location. 

8.4.6.2 Restoring Configurations 

1. Open ACSELERATOR RTAC. 

2. Load the project folder inside the local database 

3. Open the project 

4. Push the project by pressing the Go Online button  

5. Connect to the RTAC (3555 or 2241). The project is uploaded to the PLC.  

6. The device restarts automatically with the new loaded project. 
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8.5 SEL DOCUMENTATION REFERENCE 

The following table contains the link to download the documentation referenced in this document: 

Document Name URL 

3555_IS-GettingStarted_20180727.pdf https://selinc.com/api/download/107768/ 

3555_RTAC_PF00343.pdf https://selinc.com/api/download/107948/ 

3555-2_DS_20241218.pdf https://selinc.com/api/download/126001/ 

2240_DS_20241025.pdf  https://selinc.com/api/download/10595/ 

2240_IM_20241217_20241217.pdf https://selinc.com/api/download/97906/ 

2240_PF00274.pdf https://selinc.com/api/download/97809/ 

SEL-5033 Manual.pdf https://selinc.com/api/download/101452/ 
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Veeam Backup & Replication 
 

Deployment  
To start working with Veeam Backup & Replication, you must configure a backup server — install  

Veeam Backup & Replication on a machine that meets the system requirements. To do this, you can use the setup wizard or 

install the product in the unattended mode.   

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is automatically installed on the 

backup server. If you want to access Veeam Backup & Replication remotely, you can install the Veeam Backup & Replication 

console on a dedicated machine.   
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Installing Veeam Backup & Replication  
Before you install Veeam Backup & Replication, check prerequisites. Then use the Veeam Backup & Replication setup wizard 

to install the product.   
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Before You Begin  
Before you install Veeam Backup & Replication, check the following prerequisites:  

• A machine on which you plan to install Veeam Backup & Replication must meet the system requirements.  

For more information, see System Requirements.  

• A user account that you plan to use for installation must have sufficient permissions. For more information, see 

Permissions.  

• Backup infrastructure components communicate with each other over specific ports. These ports must be open. For 

more information, see Ports.  

• You must remove Veeam Backup & Replication components of versions that are not supported by the upgrade procedure 

from the target machine. You may also need to remove earlier versions of other Veeam products and components.  

• Before deploying Veeam Backup & Replication, define where the Veeam Backup & Replication server will be located. 

Depending on what kind of protection are you planning to use, the  

Veeam Backup & Replication server should be located on the source site or the Disaster Recovery site.  

o When replication or CDP is used: If you plan to use replication or Continuous Data Protection (CDP), the Veeam 

Backup & Replication server should be deployed in the disaster recovery site. In this case, if the production host 

crashes, Veeam Backup & Replication will automatically fail over to the replica without any manual operations. The 

source backup infrastructure still can be managed with the same Veeam Backup & Replication server with the help 

of backup proxies deployed in the source site.  

o When only backup features are used: If you plan to use Veeam Backup & Replication for backup jobs only, the 

backup server should be placed in the production site.  

Configuration Database  
Before deploying Veeam Backup & Replication, decide which database engine and version you need to use:  

• If you do not prepare a database engine in advance, Veeam Backup & Replication will automatically install PostgreSQL 

15.1 locally on the backup server.  

• Decide if you need the database engine installed on the same server as Veeam Backup & Replication or on a remote 

server. Veeam Backup & Replication requires a database engine deployed either locally on the backup server or remotely.  

It is recommended to run the database engine instance locally to eliminate latency issues. However, in some scenarios 

a remote instance can be the better choice:  

o High Availability. SQL Clustering and Always On Availability Group on external SQL Servers can be used for high 
availability of the configuration database. To learn about the configuration details, see this Veeam KB article.  

o Licensing. Some enterprises have dedicated virtual clusters for SQL Servers due to licensing constraints. In such 

cases, you can place the Veeam configuration database on an existing instance to lower the total cost of 

ownership.  

• If you prefer to use an Express Edition of Microsoft SQL Server as your database engine, note that its usage is limited by 

10 GB of configuration database. The Express Edition is enough for evaluation purposes and not very large environments 

(<500 VMs). If your infrastructure is large (more than 500 VMs), you may consider to install a Microsoft SQL Server in 
advance.  

• If Microsoft SQL Server is installed by the previous product version, Veeam Backup & Replication will connect to the 

existing configuration database, upgrade it (if necessary) and use it for work.  

Step 1. Start Setup Wizard  

To start the setup wizard:  
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1. Download the latest version of the Veeam Backup & Replication installation image from the Download Veeam Products 

page.  

2. Mount the installation image to the machine on which you plan to install Veeam Backup & Replication or burn the image 
file to a flash drive or other removable storage device. If you plan to install  

Veeam Backup & Replication on a VM, use built-in tools of the virtualization management software to mount the 

installation image to the VM.  

To extract the content of the ISO, you can also use the latest versions of utilities that can properly extract data from ISOs 

of large size and can properly work with long file paths.  

3. After you mount the image or insert the disk, Autorun will open a splash screen. If Autorun is not available or disabled, 

run the Setup.exe file from the image or disk.  

4. In the splash screen, click Install.  

  

Step 2. Select Component  

At the Select Veeam Backup & Replication Component step of the wizard, select Install Veeam Backup & 

Replication.  

To open Veeam Help Center from the setup wizard, click View Documentation.  
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Step 3. Read and Accept License Agreement  

At the License Agreement step of the wizard, read Veeam License Agreement and licensing policy as well as license 

agreements of 3rd party components that Veeam incorporates and license agreements of required software. To accept the 

license agreements and continue installing Veeam Backup & Replication, click I Accept.  
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Step 4. Provide License File  

At the Provide License step of the wizard, specify what license you want to install for Veeam Backup & 

Replication. For more information, see Licensing.  

If a valid license is already installed on the machine, the setup wizard will inform you about it. In this case, you can skip the 

Provide License step and move to the next step of the wizard.  

If you do not install a license, the product will operate in the Veeam Backup & Replication Community (free) Edition. For more 

information, see Veeam Backup & Replication Community Edition.  

To install a license:  

1. Next to the License file field, click Browse.  

2. Select a valid license file for Veeam Backup & Replication.  

3. To install new licenses automatically when you renew or expand your contract, select the Update license automatically 

check box. If you enable the automatic license update, and therefore enable usage reporting, you will double the number 

of workloads by which you can exceed your installed license. For more information, see Exceeding License Limit.  
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Step 5. Install Missing Software  

At the System Configuration Check step of the wizard, the setup wizard checks if the required software is installed on the 

machine. If some of the required components are missing, the setup will try to install them automatically. After the 
components are successfully installed, reboot is required. To reboot the machine, click Reboot.  

If the setup wizard cannot install some of the required software components automatically, install them manually and click 

Retry.  
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Step 6. Review Default Installation Settings  

At the Ready to Install step of the wizard, you can select to install Veeam Backup & Replication with default installation settings 

or specify custom installation settings.  

• To use the default installation settings, click Install.  

• To use custom installation settings, click Customize Settings. The setup wizard will include additional steps that will let 

you configure installation settings.  

The table below lists the default installation settings.  

Setting  Default Value  Description  

Installation 

folder  

C:\Program Files\Veeam\Backup and 

Replication  

Folder where Veeam Backup & Replication will be 

installed.  

vPower cache 

folder  

C:\ProgramData\Veeam\Backup\IRCache  

The IRCache folder on a volume with the 

maximum amount of free space. The IR cache 

folder stores the write cache for machines that are 

started from backups during recovery verification 

or restore operations. Make sure that you have at 

least 10 GB of free disk space to store the write 

cache.  

Guest catalog 

folder  

C:\VBRCatalog  

The VBRCatalog folder on a volume with the 

maximum amount of free space.  

The guest catalog folder stores indexing data for VM 

guest OS files. Indexing data is required for 

browsing and searching for VM guest OS files inside 

backups and performing 1-click restore.  

Service account  

LOCAL SYSTEM  
Account under which the Veeam Backup Service 

runs.  

Database 

engine  

PostgreSQL  

The setup wizard installs PostgreSQL 15.1 as a  

database engine locally on the  

Veeam Backup & Replication server.  

SQL server  <host_name>:5432  

The local host name and port number to be used by 

SQL server.  
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Database name  VeeamBackup  
The setup deploys the  

Veeam Backup & Replication configuration 

database on the locally installed instance of 

PostgreSQL.  

Catalog service 

port  

9393  

The catalog service port is used by the Veeam Guest 
Catalog Service to replicate catalog data  

from backup servers to Veeam Backup Enterprise 

Manager.  

Service port  9392  
The service port is used by Veeam Backup  

Enterprise Manager to collect data from backup 
servers. In addition to it, the  

Veeam Backup & Replication console uses this service 

port to connect to the backup server.  

Secure 

connections 

port  

9401  

The secure connections port is used by the mount 

server to communicate with the backup server.  

REST API 

service port  

9419  
This service port is used to access the Veeam 

Backup & Replication REST API.  

Check for 

updates  

Automatically  

Veeam Backup & Replication will check for product 
updates weekly. When a new product build is 

published on the Veeam update server, a notification 
is displayed in the Windows Action  

Center.  
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Step 7. Specify Service Account Settings  

The Service Account step of the wizard is available if you have selected to configure installation settings manually.  

You can select an account under which you want to run the Veeam Backup Service:  

• LOCAL SYSTEM account (recommended, used by default)  

• Another user account  

The user name of the custom account must be specified in the DOMAIN\USERNAME format.  

  
  

   

   

•        

            

•           
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Step 8. Specify Database Engine and Instance  

The Database step of the wizard is available if you have selected to configure installation settings manually.  

At this step of the wizard, you can choose a database engine (PostgreSQL or Microsoft SQL Server) for the Veeam Backup & 

Replication configuration database, specify a new or existing instance where you want to deploy the configuration database, 

and specify the authentication mode.  

1. Select one of the following database engines that you want to use for the configuration database:  

 PostgreSQL  

 Microsoft SQL Server  

2. Specify instance settings:  

 [For PostgreSQL] You can use an already installed PostgreSQL instance or install a new one.  

 To install a new PostgreSQL instance, select the Install a new instance option. The setup will install 

PostgreSQL 15.1 on the Veeam Backup & Replication server and create a database with the VeeamBackup 

name.  

 To use an already installed PostgreSQL instance, select the Use the existing instance option. Enter the 

instance name in the HOSTNAME:PORT format. In the Database name field, specify a name for the Veeam 

Backup & Replication configuration database.  

IMPORTANT  

If you use the already installed PostgreSQL instance or make any changes in the machine hardware, perform 

the additional configuration of the PostgreSQL instance. To do that:  

1. Run the Set-VBRPSQLDatabaseServerLimits cmdlet in the automatic mode.  

2. Restart the PostgreSQL service.  

 

 

o [For Microsoft SQL Server] You can use an already installed Microsoft SQL Server database only.  
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i. In the SQL Server instance field, enter the instance name in the HOSTNAME\INSTANCE format or select an 

instance from the drop-down list. You can also click Browse to choose a Microsoft SQL Server on a remote 

machine.  

ii. In the Database name field, specify a name for the Veeam Backup & Replication configuration database.  

 

 

3. Select an authentication mode to connect to the database server instance: Microsoft Windows authentication or native 

database server authentication. If you select the native authentication, enter credentials of the database account.  

If a configuration database with the specified name already exists (for example, it was created by a previous installation of 

Veeam Backup & Replication), the setup wizard will notify about it. To connect to the detected database, click Yes. If 

necessary, Veeam Backup Enterprise Manager will automatically upgrade the database to the latest version.  
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Step 9. Specify Data Locations  

The Data Locations step is available if you have selected to configure installation settings manually and to install a new instance 

of the database server.  

At this step of the wizard, you can specify the installation folder and where the write cache and indexing data must be stored.  

1. To change the default installation folder, click Browse next to the Installation path field.  

By default, the setup wizard uses the following installation folder: C:\Program Files\Veeam\Backup and 

Replication.  

2. To change the path to the folder where index files will be stored, click Browse next to the Guest file system catalog field.  

By default, the setup wizard creates the VBRCatalog folder on a volume with the maximum amount of free space, for 

example: C:\VBRCatalog.  

3. [For VMware environments] The instant recovery cache folder stores the write cache for machines that are started from 

backups during recovery verification or restore operations. To change the path to the IR cache folder, click Browse next 

to the Instant recovery write cache field. Make sure that you have at least 10 GB of free disk space to store the write 

cache.  

By default, the setup wizard creates the IR cache folder on a volume with the maximum amount of free space, for 

example: C:\ProgramData\Veeam\Backup\IRCache.  

You do not need to configure this data location for Microsoft Hyper-V environments.  

 
Step 10. Specify Service Ports  

The Port Configuration step of the wizard is available if you have selected to configure installation settings manually.  

At this step of the wizard, you can customize port number values that will be used for communication between backup 

infrastructure components. For more information about Veeam Backup & Replication ports, see Ports.  

• Catalog service port. This port is used by the Veeam Guest Catalog Service to replicate catalog data from backup servers 

to Veeam Backup Enterprise Manager. By default, port 9393 is used.  

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2



 

16 | Veeam Backup & Replication | Veeam Agent Management Guide   

• Veeam Backup service port. This port is used by Veeam Backup Enterprise Manager to collect data from backup servers. 

In addition to it, the Veeam Backup & Replication console uses this service port to connect to the backup server. By 

default, port 9392 is used.  

• Secure connections port. This port is used by the mount server to communicate with the backup server. By default, port 

9401 is used.  

• REST API service port. This port is used to communicate with the Veeam Backup & Replication REST API. By default, port 

9419 is used.  
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Step 11. Begin Installation  

The Ready to Install step of the wizard is available if you have selected to configure installation settings manually.  

At this step of the wizard, you can review the Veeam Backup & Replication installation settings and start the installation process:  

1. If you want Veeam Backup & Replication to check for product updates weekly, select the Check for product updates 

automatically check box. When a new product build is published on the Veeam update server, a notification will be 

displayed in the Windows Action Center.  

2. Click Install to begin the installation.  

3. Wait for the installation process to complete and click Finish to exit the setup wizard.  
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Backup Infrastructure  
Veeam Backup & Replication is a modular solution that lets you build a scalable backup infrastructure for environments of 

different sizes and configuration. The installation package of Veeam Backup & Replication includes a set of components that 

you can use to configure the backup infrastructure. Some components are mandatory and provide core functionality; some 

components are optional and can be installed to provide additional functionality for your business and deployment needs. 

You can co-install Veeam Backup & Replication components on the same machine, physical or virtual, or you can set them up 

separately for a more scalable approach.   
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Backup Infrastructure Components  
The Veeam backup infrastructure comprises a set of components. Some components can be deployed with the help of the 

setup file. Other components can be deployed using the Veeam Backup & Replication console.   
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Backup Server  
The backup server is a Windows-based physical or virtual machine on which Veeam Backup & Replication is installed. It is the 

core component in the backup infrastructure that fills the role of the “configuration and control center”. The backup server 

performs all types of administrative activities:  

• Coordinates backup, replication, recovery verification and restore tasks  

• Controls job scheduling and resource allocation  

• Is used to set up and manage backup infrastructure components as well as specify global settings for the backup 

infrastructure  

In addition to its primary functions, a newly deployed backup server also performs the roles of the default VMware backup 

proxy and the backup repository (it manages data handling and data storing tasks).  

Backup Server Services and Components  
The backup server uses the following services and components:  

• Veeam Backup Service is a Windows service that coordinates all operations performed by  

Veeam Backup & Replication such as backup, replication, recovery verification and restore tasks. The Veeam Backup 

Service runs under the LocalSystem account or account that has the local Administrator permissions on the backup 

server.  

• Veeam Broker Service interacts with the virtual infrastructure to collect and cache the virtual infrastructure topology. 

Jobs and tasks query information about the virtual infrastructure topology from the broker service, which accelerates 

job and task performance.  

• Veeam Guest Catalog Service manages guest OS file system indexing for VMs and replicates system index data files to 

enable search through guest OS files. Index data is stored in the Veeam Backup Catalog — a folder on the backup server. 

The Veeam Guest Catalog Service running on the backup server works in conjunction with search components installed 

on Veeam Backup Enterprise Manager and (optionally) a dedicated Microsoft Search Server.  

• Mount Service mounts backups and replicas for file-level access, browsing the VM guest file system and restoring VM 

guest OS files and application items to the original location.  

• VMware Backup Proxy Services In addition to dedicated services, the backup server runs a set of Veeam Data Movers. 

For details, see VMware Backup Proxy.  

• Veeam CDP Coordinator Service communicates with vCenter, assigns continuous data protection (CDP) tasks and 

manages the infrastructure components involved in CDP. For more information on CDP, see Continuous Data Protection 

(CDP).  

• Veeam Backup & Replication Configuration Database stores data about the backup infrastructure, jobs, sessions and 

other configuration data. The database instance can be located on a SQL Server installed either locally (on the same 

machine where the backup server is running) or remotely. For more information, see the following guidelines: Veeam 

Backup & Replication Best Practices.  

Veeam Backup & Replication maintains the configuration database. Veeam Backup & Replication runs the 

DatabaseMaintenance system job once a week and when the Veeam Backup Service is restarted. The job updates the 

database internal statistics, defragments indexes and clears unused data. For details, see the 

Job.DatabaseMaintenance log file in the %ProgramData%\Veeam\Backup folder.  

• Veeam Backup & Replication Console provides the application user interface and allows user access to the application 

functionality.  

• Veeam Backup PowerShell Module is an extension for Microsoft Windows PowerShell that adds a set of cmdlets to allow 

users to perform backup, replication and recovery tasks through the command-line interface of PowerShell or run 
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custom scripts to fully automate operation of Veeam Backup & Replication. For more information on the Microsoft 

Windows PowerShell module, see the Getting Started section of Veeam PowerShell Reference.   

Credentials Manager  
You can use the Credentials Manager to create and maintain a list of credentials records that you plan to use to connect to 

components in the backup infrastructure.  

The Credentials Manager lets you create the following types of credentials records:  

• Standard account  

• Group Managed Service Accounts  

• Linux account (user name and password)  

• Linux private key (Identity/Pubkey)  

Standard Accounts  

You can create a credentials record for an account that you plan to use to connect to a Microsoft Windows server, a VM running 

Microsoft Windows OS or a storage system.  

To create a new standard credentials record:  

1. From the main menu, select Credentials and Passwords > Datacenter Credentials.  

2. Click Add > Standard account.  

3. In the Username field, enter a user name for the account that you want to add. You can also click Browse to select an 

existing user account.  

4. In the Password field, enter a password for the account that you want to add. To view the entered password, click and 

hold the eye icon on the right of the field.  

5. In the Description field, enter a description for the created credentials record. As there can be a number of similar 

account names, for example, Administrator, it is recommended that you provide a meaningful unique description for 

the credentials record so that you can distinguish it in the list. The description is shown in brackets, following the user 

name.  
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Group Managed Service Accounts  

You can add a credentials record for a Group Managed Service Account (gMSA) that you plan to use to run guest processing 

tasks. Note that before you add a record you should check requirements and limitations and perform actions described in the 

Using Group Managed Service Accounts section.  

To add a new credentials record with the gMSA:  

1. From the main menu, select Credentials and Passwords > Datacenter Credentials.  

2. Click Add > Managed service account.  

3. In the Username field, enter a gMSA that you want to add. Note that the name of the account must be specified in the 

following format: DOMAIN\User or user@domain.xxx.  

4. In the Description field, enter a description for the created credentials record. As there can be a number of similar 

account names, for example, gmsa01, it is recommended that you provide a meaningful unique description for the 

credentials record so that you can distinguish it in the list. The description is shown in brackets, following the user name.  
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Editing and Deleting Credentials Records  

You can edit or delete credentials records that you have created.  

To edit a credentials record:  

1. From the main menu, select Credentials and Passwords > Datacenter Credentials.  

2. Select the credentials record in the list and click Edit.  

3. If the credentials record is already used for any component in the backup infrastructure, Veeam Backup & Replication 

will display a warning. Click Yes to confirm your intention.  

4. Edit settings of the credentials record as required.  

To delete a credentials record:  

1. From the main menu, select Credentials and Passwords > Datacenter Credentials.  

2. Select the credentials record in the list and click Remove. You cannot delete a record that is already used for any 

component in the backup infrastructure.  
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•      

•        

•      
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Backup Proxies & Agents 
Veeam Agent for Microsoft Windows  
To deploy Veeam Agent for Microsoft Windows using setup files generated by Veeam Backup & Replication, perform the 

following operations:  

Installation  

Configuration  

TIP  

You can also find detailed instructions on the Veeam Agent deployment in the readme.txt file that is available among 

the setup files generated by Veeam Backup & Replication.   
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Configuration  
To configure Veeam Agent for Microsoft Windows, you must apply connection settings from the configuration file. You obtained 

this file together with other setup files when the protection group for pre-installed Veeam Agents was created. To do configure 

Veeam Agent, execute the following command from the folder where Veeam Agent setup files are located:  

 

"C:\Program Files\Veeam\Endpoint Backup\Veeam.Agent.Configurator.exe" -setVBRse 

ttings /p:"<protection_group_name>.xml"  

where <protection_group_name> is a name of the protection group for pre-installed Veeam Agents. Alternatively, you 

can specify the full path to the configuration file passed with the /p option.  

Mind that the connection between Veeam Backup & Replication and Veeam Agent is not persistent. Veeam Agent synchronizes 

with Veeam Backup & Replication every 6 hours. After you apply new backup policy settings in the Veeam Backup & Replication 

console, Veeam Agent will get these settings during the next synchronization.  

To synchronize Veeam Agent immediately, run the following command on the Veeam Agent computer:  

 

"C:\Program Files\Veeam\Endpoint Backup\Veeam.Agent.Configurator.exe" -syncnow  
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Backup Jobs 
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Microsoft Windows – Host Server Backup 
To back up data of a computer protected with Veeam Agent for Microsoft Windows, you must configure a Veeam Agent 

backup job in Veeam Backup & Replication.  
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Before You Begin  
Before you create a Veeam Agent backup job in the Veeam Backup & Replication console, check the following prerequisites:  

The Veeam Backup & Replication license must have a sufficient number of instances to process servers and/or workstations 

that you plan to add to the Veeam Agent backup job.  

The target location where you plan to store backup files must have enough free space.  

Protection groups that you want to add to the job must be configured in advance.  

[For backup jobs targeted at the cloud repository] The Veeam Cloud Connect service provider must be added in the Veeam 

backup console.  

Veeam Agent backup jobs have the following limitations:  

For Veeam Agent backup job managed by backup server, you can create Veeam Agent backups in a Veeam backup 

repository and Veeam Cloud Connect repository. If you want to save backups in other target locations, you must 

configure a Veeam Agent backup job managed by Veeam Agent (backup policy). To learn more, see Veeam Agent 

Backup Jobs and Policies.  

[For Veeam Agent backup job managed by Veeam Agent] You cannot save the backup of entire computer on the local 

computer disk. Use an external hard drive or USB drive, network shared folder or backup repository as a target 

location.  

Veeam Agent for Microsoft Windows does not support file-level backup for backup jobs that include failover clusters.  

Veeam Agent for Microsoft Windows does not back up data to which symbolic links are targeted. It only backs up the path 

information that the symbolic links contain. After restore, identical symbolic links are created in the restore 

destination.  

After you start managing a Veeam Agent computer with Veeam Backup & Replication, data backup for this computer is 

performed by a backup job configured in Veeam Backup & Replication. Veeam Agent running on the computer starts a 

new backup chain in a target location specified in the backup job settings. You cannot continue the existing backup 

chain that was created by Veeam Agent operating in the standalone mode.   

You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a Veeam Agent backup chain 

created by a standalone Veeam Agent in a backup repository.   

The backup cache is supported only for Veeam Agent backup jobs managed by Veeam Agent.  

Veeam Agent does not support creating transaction log backups in a cloud repository. You cannot enable transaction log 

backup options in the properties of the backup job targeted at a cloud repository.  

Step 1. Launch New Agent Backup Job Wizard  

You can create a Veeam Agent backup job for protected computers that run a Microsoft Windows OS in one of the following 

ways:  

Create a new backup job — in this case, Veeam Backup & Replication will launch the New Agent Backup  

Job wizard. You will be able to specify protection groups, individual Active Directory objects and/or  

Veeam Agent computers to which the backup job settings must apply at the Computers step of the wizard.  

Add a protection group to a new backup job — in this case, Veeam Backup & Replication will launch the New Agent Backup 

Job wizard and add the selected protection group to the backup job. You will also be able to change the list of Veeam 

Agent computers to which the backup job settings must apply at the Computers step of the wizard.  

Add individual computers to a new backup job — in this case, Veeam Backup & Replication will launch the New Agent 

Backup Job wizard and add the selected computers to the backup job. You will also be able to change the list of Veeam 

Agent computers to which the backup job settings must apply at the Computers step of the wizard.   
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Launching Backup Job Wizard  

To launch the New Agent Backup Job wizard, do either of the following:  

On the Home tab, click Backup Job > Windows computer.  

Open the Home view. Select the Jobs node and click Backup Job > Windows computer on the ribbon.  

Open the Home view. Right-click the Jobs node and select Backup > Windows computer.   
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Adding Protection Group to New Backup Job  

To add a protection group to a new Veeam Agent backup job, do either of the following:  

Open the Inventory view. In the Physical Infrastructure node, right-click the protection group that you want to add to the 

backup job and select Add to backup job > Windows > New job.  

Open the Inventory view. In the Physical Infrastructure node, select the protection group that you want to add to the 

backup job and click Add to Backup > Windows > New job on the ribbon.  

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the protection group to the job. You can add 

other protection groups and (or) individual computers to the job later on, when you pass through the wizard steps.   
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Adding Computers to New Backup Job  

To add specific computers to a new Veeam Agent backup job, do either of the following:  

Open the Inventory view. In the Physical Infrastructure node, click the protection group whose computers you want to add 

to the backup job. In the working area, select one or more computers that you want to add to the job, right-click the 

selected computer and select Add to backup job > New job.  

Open the Inventory view. In the Physical Infrastructure node, click the protection group whose computers you want to add 

to the backup job. In the working area, select one or more computers that you want to add to the job and click Add to 

Backup > New job on the ribbon.   

Veeam Backup & Replication will start the New Agent Backup Job wizard and add the selected computers to the job. You can 

add other computers and (or) protection groups to the job later on, when you pass through the wizard steps.  

  

Step 2. Select Job Mode  

At the Job Mode step of the wizard, specify protection settings for the backup job:  

Select the type of protected computers whose data you want to back up with Veeam Agents.  

If you choose to back up data pertaining to servers, select the job mode.   

The job mode defines the type of the created Veeam Agent backup job: the backup job (backup job managed by the 

backup server) or backup policy (backup job managed by Veeam Agent).   

    

 

•       

•   
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Selecting Protected Computer Type  

At the Job Mode step of the wizard, in the Type field, select the type of protected computers whose data you want to back up 

with Veeam Agents. The selected type defines what modes will be available for the configured backup job and what job settings 

will be available at subsequent steps of the wizard. You can select one of the following computer types:   

Workstation — select this option if you want to back up data pertaining to workstations or laptops. This option is suitable 

for computers that reside in a remote location and may have limited connection to the backup server.  

For backup jobs that process workstations, Veeam Backup & Replication offers settings similar to the settings of the 

backup job available in the Workstation edition of Veeam Agent for Microsoft Windows. To learn more, see Veeam 

Agent for Microsoft Windows User Guide.  

With this option selected, the backup job will be managed by Veeam Agent installed on the protected computer — you 

do not need to select the job mode.  

Server — select this option if you want to back up data pertaining to standalone servers. This option is suitable for 

computers that have permanent connection to the backup server.   

For backup jobs that process servers, Veeam Backup & Replication offers settings similar to the settings of the backup 

job available in the Server edition of Veeam Agent for Microsoft Windows. To learn more, see Veeam Agent for Microsoft 

Windows User Guide.  

With this option selected, you can also select the job mode. To learn more, see Selecting Job Mode.  

Failover cluster — select this option if you want to back up data pertaining to a failover cluster.  

For backup jobs that process failover clusters, Veeam Backup & Replication offers practically the same backup job 
settings as for servers.  

With this option selected, the backup job will be managed by the Veeam backup server — you do not need to select the 

job mode.  

Selecting Job Mode  

If you selected the Server computer type in the Type field, in the Mode field, select the job mode. You can select one of the 

following modes:  

Managed by backup server — select this option if you want to configure the Veeam Agent backup job. With this option 

selected, you will be able to add one or more individual computers and/or protection groups to the job and instruct 

Veeam Backup & Replication to create Veeam Agent backups in a Veeam backup repository or Veeam Cloud Connect 

repository. The Veeam Agent backup job will run on the backup server in the similar way as a regular job for VM data 

backup. To learn more, see Backup Job.  

NOTE  

The Managed by backup server option is available for the Server and Failover cluster computer types. For Failover 

cluster, this is the only available option. This option is not available for the Workstation computer type.  

You must select the Managed by backup server option if you want to use the backup job to protect cloud machines. 

To learn more, see Select Protection Group Type.  

Managed by agent — select this option if you want to configure the backup policy. The backup policy describes 

configuration of individual Veeam Agent backup jobs that run on protected computers, and acts as a saved template. 

With this option selected, you will be able to add one or more individual computers and/or protection groups to the 

backup policy, and instruct Veeam Agent to create backups on a local disk of a protected computer, in a network 

shared folder, in a Veeam backup repository or in a Veeam Cloud Connect repository. To learn more, see Backup 

Policy.   
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Step 3. Specify Job Name and Description  

At the Name step of the wizard, specify a name and description for the backup job.  

In the Name field, enter a name for the backup job.  

In the Description field, provide a description for future reference. The default description contains information about the 

user who created the job, date and time when the job was created.  

[For backup job managed by backup server] Select the High priority check box if you want the resource scheduler of Veeam 

Backup & Replication to prioritize this job higher than other similar jobs and to allocate resources to it in the first place. 

To learn more, see the Job Priorities section in the Veeam Backup & Replication User Guide.  

   

•                

     

 

•     
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Step 4. Select Computers to Back Up  

At the Computers step of the wizard, select protection groups and/or individual computers whose data you want to back up.  

You can add to the Veeam Agent backup job one or more protection groups and/or individual computers added to inventory 
in the Veeam Backup & Replication console. You can also add to the job computers that are not added to inventory yet. 

Veeam Backup & Replication will add such computers to the job and also add them to the Manually Added protection 

group.  

Jobs with protection groups are dynamic in their nature. If Veeam Backup & Replication discovers a new computer in a 

protection group after the Veeam Agent backup job is created, Veeam Backup & Replication will automatically update the job 

settings to include the added computer.  
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NOTE  

If you used the Add to backup job > Windows > New job option to launch the New Agent Backup Job wizard, the 

Protected computers list will already contain computers that you have selected to add to the job. You can remove 

some computers from the job or add new computers to the job, if necessary.  

Veeam Backup & Replication displays protection groups for pre-installed Veeam Agents and their members only if you 

selected the Managed by agent option at the Job Mode step of the wizard. You cannot add protection groups for 

pre-installed Veeam Agents to backup jobs managed by backup server. To learn more, see Selecting Job Mode.  

Veeam Backup & Replication displays protection groups for cloud machines and their members only if you selected 

the Managed by backup server option at the Job Mode step of the wizard. You cannot add protection groups for 

cloud machines to backup policies (backup jobs managed by backup Veeam Agent). To learn more, see Selecting 

Job Mode.  

Adding Protection Groups and Computers from Inventory  

To add protection groups and/or individual computers to the Veeam Agent backup job:  

Click Add > Protection group.  

In the Select Objects window, select one or more protection groups and/or computers in the list and click OK. You can press 

and hold [CTRL] to select multiple objects at once.  

To quickly find the necessary object, use the search field at the bottom of the Select Objects window.  

Enter the object name or a part of it in the search field.  

Click the Start search button on the right or press [ENTER].  

  

Adding New Computers  

To add to the Veeam Agent backup job new computers that do not exist in the inventory:  

Click Add > Individual computer.  
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In the Add Computer window, in the Host name or IP address field, enter a full DNS name or IP address of the computer 

that you want to add to the job.  

From the Credentials list, select a user account that has administrative permissions on the computer that you want to add 

to the job. If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to 

add credentials. For more information, see the Credentials Manager section in the Veeam Backup & Replication User 

Guide.  

  
Step 5. Select Backup Mode  

At the Backup Mode step of the wizard, select the mode in which you want to create a backup.  

In the Backup mode section, select the backup mode. You can select one of the following options:  

Entire computer — select this option if you want to create a backup of the entire computer image. When you restore 

data from such backup, you will be able to recover the entire computer image as well as data on specific 

computer volumes: files, folders, application data and so on. With this option selected, you will pass to one of the 

following steps of the wizard:  

Storage — if you have selected the Managed by backup server option at the Job Mode step of the wizard.  

Destination — if you have selected the Managed by agent option at the Job Mode step of the wizard.  

Volume level backup — select this option if you want to create a backup of specific computer volumes, for example, 

all volumes except the system one. When you restore data from such backup, you will be able to recover data on 

these volumes only: files, folders, application data and so on. With this option selected, you will pass to the 

Objects step of the wizard.  

File level backup — select this option if you want to create a backup of individual folders on your computer. With this 

option selected, you will pass to the Objects step of the wizard.  

[For entire computer backup] If you want to include in the backup one or more external USB drives, select the Include 

external USB drives check box. With this option selected, Veeam Agent will include in the backup all external USB 

drives that are connected to the Veeam Agent computer at the time when the backup job starts. To learn more, see 

the Backup of External Drives section in the Veeam Agent for Microsoft Windows User Guide.  

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2

https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=120
https://helpcenter.veeam.com/docs/backup/vsphere/credentials_manager.html?ver=120
https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_usb.html?ver=60
https://helpcenter.veeam.com/docs/agentforwindows/userguide/backup_usb.html?ver=60


 

39 | Veeam Backup & Replication | Veeam Agent Management Guide   

  
Step 6. Specify Backup Scope Settings  

The Objects step of the wizard is available if you chose to create volume-level or file-level Veeam Agent backups. Specify backup 

scope for the Veeam Agent backup job:  

Specify volumes to back up — if you have selected the Volume level backup option at the Backup Mode step of the wizard.  

Specify folders to back up — if you have selected the File level backup option at the Backup Mode step of the wizard.   

   

•            

  

•   
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Specifying Volumes to Back Up  

The Objects step of the wizard is available if you have selected the Volume level backup option at the Backup Mode step of the 

wizard.  

At this step of the wizard, you must specify the backup scope — define what volumes you want to include in the backup. The 

specified backup scope settings will apply to all computers that are added to the backup job. If a specified volume does not 

exist on one or more computers in the job, the job will skip such volume on those computers and back up only existing ones.  

To specify the backup scope, you can select the Backup the following volumes only option and add necessary objects.   

Alternatively, you can back up the whole Veeam Agent computer. To do this, select the Backup all volumes except the following 

option. With this option selected, you can exclude objects that you do not need from the backup scope.  

You can include or exclude the following objects:  

OS volume — data pertaining to the OS installed on a protected computer. This object includes the Microsoft Windows 

system partition and boot partition of your computer. For GPT disks on Microsoft Windows 8.1, 10, 11, 2012, 2012 R2, 

2016, 2019, and 2022, the object additionally includes the recovery partition. To learn more, see the System State Data 

Backup section in the Veeam Agent for Microsoft Windows User Guide.  

To include or exclude the OS volume, in the necessary wizard section, click Add and select the OS volume option.  

Individual volumes.  

To include or exclude individual volumes:  

In the necessary wizard section, click Add and select the Volume name option.  

In the Add Object window, type the drive letter of a volume that you want to back up, for example, C:\, and click 

OK.  

Repeat steps a–b for all volumes that you want to back up.  

Individual mount points.  

To include or exclude individual mount points:  

In the necessary wizard section, click Add and select the Volume name option.  

In the Add Object window, type the path to a folder that is an entry point to the mounted volume you want to back 

up, for example, C:\Data, and click OK.  

Repeat steps a–b for all mount points that you want to back up.  
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Specifying Folders to Back Up  

The Objects step of the wizard is available if you have selected the File level backup option at the Backup Mode step of the 

wizard.  

In the file-level backup mode, you can create two types of backups:  

File-level backup that includes individual folders on your computer.  

Hybrid backup that contains individual folders and specific volumes of your computer.  

At this step of the wizard, you must specify the backup scope — define what folders with files or entire volumes you want to 

include in the backup. The specified backup scope settings will apply to all computers that are added to the backup job. If a 

specified object does not exist on one or more computers in the job, the job will skip such object on those computers and back 

up existing ones.  

To specify the backup scope, in the Objects to backup list, select check boxes next to necessary objects. You can include the 

following data in the backup:  

Operating system — data related to the OS installed on a protected computer. To learn more, see the System State Data 

Backup section in the Veeam Agent for Microsoft Windows User Guide.  

   

 

•   

 

•   

 

•   
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Personal files — data related to user profiles. With this option enabled, Veeam Backup & Replication will include in the 

backup scope settings and data related to Veeam Agent computer user profiles. To learn more, see the Personal Data 

Backup section in the Veeam Agent for Microsoft Windows User Guide.  

Individual file system objects — folders, mount points, and volumes of a protected computer.  

To specify individual folders to back up:  

Select the The following file system objects check box and click Add.  

In the Add Object window, type the path to a folder, mount point folder, or volume that you want to back up, for example, 

D:\Reports or D:\, and click OK.  

To specify the backup scope, you can use system environment variables such as %ProgramFiles% or %WinDir%. This 

may be useful, for example, in case computers added to the backup job run different versions of Microsoft Windows 

OSes, and actual paths to directories that contain data of the same type differ on these computers.  

Consider the following:  

You can use only system environment variables — variables defined for the Local System account on computers 

added to the backup job. User-dependent environment variables are not supported.  

Environment variables that contain multiple values (such as the %PATH% variable) are not supported.  

Environment variables that contain other environment variables are not supported.  

Repeat steps 1–2 for all items that you want to back up.  
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•   

 

    

 

•   

 

 

•     
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Configuring Filters  

To include or exclude folders and files of a specific type in/from the file-level backup, you can configure filters.  

NOTE  

Consider the following:  

If you include a specific folder in the file-level backup, Veeam Agent applies filters to files in specific folders that you 

include in the backup. Filters are not applied to computer volumes, mount points, and folders selected for backup. If 

you plan to create a hybrid backup that will contain volumes, mount points, and folders, filters will be applied to files in 

folders only.  

If you include a whole volume in the file-level backup, you cannot apply filters to include or exclude files of a specific type 

in/from the backup. You can only exclude specific folders that reside on the volume.  

You cannot apply filters to files and folders that reside on the mount point.  

   

To configure a filter:  

At the Objects step of the wizard, click Advanced.  

Specify what files you want to back up:  

If you include a specific folder in the file-level backup, in the Include masks field, specify file names and/or masks for 

file types that you want to back up, for example, MyReport.pdf, *filename*, *.docx. The resulting Veeam 

Agent backup will contain only selected files. Other files will not be backed up.  

You cannot specify include masks if you add an entire volume in the backup.  

In the Exclude masks field, specify files that you do not want to back up in the following ways:  

If you include an entire volume in the file-level backup, in the Exclude masks field, specify paths to folders that 

contain files that you do not want to back up. The resulting Veeam Agent backup will contain all folders that 

reside on the backed-up volume except the files in the specified folders.  

For example, you include the D:\ volume in the backup and specify the  

D:\Reports\OldReports folder in the Exclude masks field. The resulting backup will contain all folders 

and files that reside on the volume except files that reside in the D:\Reports\OldReports folder.  

If you include a specific folder in the file-level backup, in the Exclude masks field, specify file names and/or 

masks for file types that you do not want to back up, for example,  

OldReports.rar, *.temp, *.tmp, *.back. The resulting Veeam Agent backup will contain all files 

except files whose names match the specified names or masks.  

Keep in mind that depending on the backup type, Veeam Agent excludes files and folders from the backup scope 

differently:  

For the volume-level backup, content of folders you do not want to back up is excluded from the VSS snapshot 

with the FilesNotToSnapshot registry key.  

For the file-level backup, folders and files are excluded by Veeam Agent after the VSS snapshot is created.  

As a result, some objects may be excluded or not excluded from the backup scope depending on the type of the 

created backup. For example, if you configure a volume-level backup, the objects that you excluded may stay in the 

backup scope due to the FilesNotToSnapshot registry key limitations. To learn more, see this Microsoft article.  

Click Add.  

Repeat steps 2–3 for each mask that you want to add.  
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TIP  

You can also use system environment variables to specify include and exclude masks. In this case, you must type the back 

slash (\) symbol in the beginning of the mask. For example: \%appdata%.  

Consider the following:  

To specify include and exclude masks, you can use only system environment variables — variables defined for the Local 

System account on computers added to the backup job, and cannot use user environment variables. For example, if 

you specify the \%appdata% exclude mask, Veeam Agent  

will exclude the C:\Windows\system32\config\systemprofile\AppData\Roaming folder from the 

backup. Application data directories for other user accounts (for example,  

C:\Users\Administrator\AppData\Roaming) will not be excluded from the backup.  

You cannot use environment variables that contain multiple values or other environment variables to specify include and 

exclude masks.  

You can use a combination of include and exclude masks. Note that exclude masks have a higher priority than include masks. 

For example, you can specify masks in the following way:  

Include mask: *.pdf  

Exclude mask: *draft*  

The resulting Veeam Agent backup will contain all files of the PDF format that do not contain draft in their names.  

Additionally, you can specify how Veeam Agent for Microsoft Windows will process Microsoft OneDrive folders. Select the 

Exclude Microsoft OneDrive folders option to exclude Microsoft OneDrive folders and their content from the backup scope.   

Consider the following limitation:  

Veeam Agent excludes Microsoft OneDrive folders only in file-level backups. If you include an entire volume in the backup, 

Veeam Agent will not exclude Microsoft Onedrive folders from this volume.  

Due to the OS limitations, the Exclude Microsoft OneDrive folders option behaves properly only on Veeam Agent 

computers running Microsoft Windows 10. If your Veeam Agent computers run other OS versions, we recommend to 

exclude Microsoft OneDrive folders manually.  
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Step 7. Select Backup Destination  

The Destination step of the wizard is available if you have selected the Managed by agent option at the Job Mode step of the 

wizard.  

At this step of the wizard, select a target location for backups created by Veeam Agents installed on protected computers.   

You can store backup files in one of the following locations:  

Local storage — select this option if you want to save a backup on a removable storage device attached to a protected 

computer or on a local drive of a protected computer. With this option selected, you will pass to the Local Storage step 

of the wizard.  

IMPORTANT  

Consider the following:  

It is strongly recommended that you store backups in the external location like USB storage device or shared network 

folder. You can also keep your backup files on the separate non-system local drive.  

If you select to store the backup in a local folder included in the backup scope, Veeam Agent for Microsoft Windows will 

automatically exclude this folder from the backup.   

Shared folder — select this option if you want to save a backup in a network shared folder. With this option selected, you 

will pass to the Shared folder step of the wizard.  

Veeam backup repository — select this option if you want to save a backup in a backup repository managed by the Veeam 

backup server of which the Veeam Agent backup job is configured. With this option selected, you will pass to the 

Backup Server step of the wizard.  

Veeam Cloud Connect repository — select this option if you want to save a backup in a cloud repository exposed to you by 

the Veeam Cloud Connect service provider. With this option selected, you will pass to the Storage step of the wizard.  
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Step 8. Specify Backup Storage Settings  

Specify backup storage settings for the backup job:  

If you have selected the Managed by backup server mode at the Job Mode step of the wizard, you can create Veeam Agent 

backups only in a backup repository managed by this Veeam backup server or in a cloud repository exposed to you by 

a Veeam Cloud Connect service provider. Specify backup repository settings at the Storage of the wizard.  

If you have selected the Managed by agent mode at the Job Mode step of the wizard, specify backup storage settings at 

one of the following steps of the wizard:  

Local storage settings — if you have selected the Local storage option at the Destination step of the wizard.  

Shared folder settings — if you have selected the Shared folder option at the Destination step of the wizard.  

Veeam backup repository settings — if you have selected the Veeam backup repository option at the Destination step 

of the wizard.  

Cloud repository settings — if you have selected the Veeam Cloud Connect repository option at the Destination step 

of the wizard.   

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2



 

48 | Veeam Backup & Replication | Veeam Agent Management Guide   

Backup Storage Settings  

The Storage step of the wizard is available if you have selected the Managed by backup server mode at the Job Mode step of 

the wizard.  

Specify settings for the target backup repository:  

From the Backup repository list, select a backup repository where you want to store Veeam Agent backups. You can select 

from the following types of backup repositories: o Veeam backup repository configured on the backup server that will 

manage the created backup job. o Cloud repository allocated to your tenant account by a Veeam Cloud Connect 

service provider.  

When you select a backup repository, Veeam Backup & Replication automatically checks how much free space is 

available on the backup repository.  

NOTE  

Keep in mind when you work with cloud machines, Veeam Backup & Replication displays only AWS or Azure object 

storage repositories depending on the type of cloud machine you selected to back up.  

You can map the job to a specific backup stored in the backup repository. Backup job mapping can be helpful if you have 

moved backup files to a new backup repository and want to point the job to existing backups in this new backup 

repository. You can also use backup job mapping if the configuration database got corrupted and you need to 

reconfigure backup jobs.  

To map the job to a backup, click the Map backup link and select the backup in the backup repository. Backups can be 

easily identified by job names. To find the backup, you can also use the search field at the bottom of the window.  

NOTE  

Mind the following:  

The Map backup link is available only for a Veeam Agent backup job managed by the backup server. If you want to 

map a backup job managed by Veeam Agent, see Backup Job Mapping.  

You cannot map a Veeam Agent backup job configured in Veeam Backup & Replication to a backup chain that was 

created by Veeam Agent operating in the standalone mode.  

Specify short-term backup retention policy settings in one of the following ways:  

From the Retention policy list, select restore points and specify the number of restore points for which you want to 

store backup files in the target location. By default, Veeam Backup & Replication keeps backup files created for 7 

latest restore points. After this number is exceeded, Veeam Backup & Replication will remove the earliest restore 

points from the backup chain.  

From the Retention policy list, select days and specify the number of days for which you want to store backup files in 

the target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is over, 

Veeam Backup & Replication will remove the earliest restore points from the backup chain.  

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer for archival purposes 

check box and click Configure. In the Configure GFS window, specify how weekly, monthly and yearly full backups must 

be retained. To learn more, see the Long-Term Retention Policy (GFS) section in the Veeam Backup & Replication User 

Guide.  

If you want to archive backup files created with the backup job to a secondary destination (backup repository or tape), 

select the Configure secondary destinations for this job check box. With this option enabled, the New Agent Backup 

Job wizard will include an additional step — Secondary Target. At the Secondary Target step of the wizard, you can link 

the backup job to the backup copy job or backup to tape backup job.  

You can enable this option only if a backup copy job or backup to tape job is already configured on the backup server.  
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Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced Backup Settings.  

  

Local Storage Settings  

The Local Storage step of the wizard is available if you have selected the Managed by agent mode at the Job Mode step of the 

wizard and chosen to save the backup on a local drive of your computer.  

Specify local storage settings:  

In the Local folder field, type a path to a folder on a protected computer where backup files must be saved. If the specified 

folder does not exist in the file system of a protected computer, Veeam Agent for Microsoft Windows will create this 

folder and save the resulting backup file to this folder. If the volume on  

which the specified folder must reside does not exist on a protected computer, Veeam Backup & Replication will not 

apply the backup job settings to this computer.  

IMPORTANT  

USB storage devices formatted as FAT32 do not allow storing files larger than 4 GB in size. For this reason, it is 

recommended that you do not use such USB storage devices as a backup target.  

We do not recommend targeting a backup job at the storage device with the exFAT file system. If the protected 

computer runs Microsoft Windows 10 or Microsoft Windows Server 2019 and later, this configuration may 

lead to the backup data corruption caused by the exFAT file system issue.  

Specify short-term backup retention policy settings in one of the following ways:  

From the Retention policy list, select restore points and specify the number of restore points for which you want to 

store backup files in the target location. By default, Veeam Backup & Replication keeps backup files created for 7 

latest restore points. After this number is exceeded, Veeam Backup & Replication will remove the earliest restore 

points from the backup chain.  

From the Retention policy list, select days and specify the number of days for which you want to store backup files in 

the target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is over, 

Veeam Backup & Replication will remove the earliest restore points from the backup chain.  
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Keep in mind that if you have selected the Workstation type at the Job Mode step of the wizard, you can specify 

retention policy only in days.  

NOTE  

The short-term retention policies for backups of workstations and servers are the same as in Veeam Agent for 

Microsoft Windows operating in the standalone mode. To learn more about retention policies, see the following 

sections in the Veeam Agent for Microsoft Windows User Guide:  

The Retention Policy in Free and Workstation Editions section about retention policy using that Veeam 

Agent retains restore points for a certain number of days.  

The Retention Policy in Server Edition section about retention policy using that Veeam Agent retains 

restore points for a certain number of days or retains the number of latest restore points.  

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer for archival 

purposes check box and click Configure. In the Configure GFS window, specify how weekly, monthly and yearly full 

backups must be retained. To learn more, see the Long-Term Retention Policy (GFS) section in the Veeam Backup & 

Replication User Guide.  

Keep in mind that to use the GFS retention policy, you must set Veeam Agent to create full backups. To learn more, see 

Backup Settings.  

Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced Backup Settings.  
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Shared Folder Settings  

The Shared Folder step of the wizard is available if you have selected the Managed by agent mode at the Job Mode step of the 

wizard and chosen to save the backup in a network shared folder.  

Specify shared folder settings:  

In the Shared folder field, type a UNC name of the network shared folder in which you want to store backup files. Keep in 

mind that the UNC name always starts with two back slashes (\\).  

If the network shared folder requires authentication, select the This share requires access credentials check box and select 

from the list a user account that has access permissions on this shared folder. If you have not set up credentials 

beforehand, click the Manage accounts link or click Add on the right to add credentials. The user name must be 

specified in the DOMAIN\USERNAME format.  

If you do not select the This share requires access credentials check box, Veeam Agent for Microsoft Windows will 

connect to the shared folder using the NT AUTHORITY\SYSTEM account of the computer where the product is installed. 

You can use this scenario if the Veeam Agent computer is joined to the Active Directory domain. In this case, you can 

simply grant Full Control access on the shared folder and underlying file system to the computer account 

(DOMAIN\COMPUTERNAME$).  

Specify short-term backup retention policy settings in one of the following ways:  

From the Retention policy list, select restore points and specify the number of restore points for which you want to 

store backup files in the target location. By default, Veeam Backup & Replication keeps backup files created for 7 

latest restore points. After this number is exceeded, Veeam Backup & Replication will remove the earliest restore 

points from the backup chain.  

From the Retention policy list, select days and specify the number of days for which you want to store backup files in 

the target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is over, 

Veeam Backup & Replication will remove the earliest restore points from the backup chain.  

Keep in mind that if you have selected the Workstation type at the Job Mode step of the wizard, you can specify 

retention policy only in days.  

NOTE  

The short-term retention policies for backups of workstations and servers are the same as in Veeam Agent for 

Microsoft Windows operating in the standalone mode. To learn more about retention policies, see the following 

sections in the Veeam Agent for Microsoft Windows User Guide:  

The Retention Policy in Free and Workstation Editions section about retention policy using that Veeam 

Agent retains restore points for a certain number of days.  

The Retention Policy in Server Edition section about retention policy using that Veeam Agent retains 

restore points for a certain number of days or retains the number of latest restore points.  

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer for archival 

purposes check box and click Configure. In the Configure GFS window, specify how weekly, monthly and yearly full 

backups must be retained. To learn more, see the Long-Term Retention Policy (GFS) section in the Veeam Backup & 

Replication User Guide.  

Keep in mind that to use the GFS retention policy, you must set Veeam Agent to create full backups. To learn more, see 

Backup Settings.  

Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced Backup Settings.  
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Veeam Backup Repository Settings  

If you have selected the Managed by agent mode for the backup job and chosen to store backup files in a Veeam backup 

repository, specify settings to connect to the backup repository:  

At the Backup Server step of the wizard, specify backup server settings.  

At the Storage step of the wizard, select the Veeam backup repository.   
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Specifying Backup Server Settings  

The Backup Server step of the wizard is available if you have selected the Managed by agent mode at the Job Mode step of the 

wizard and chosen to store backup files in a Veeam backup repository.  

In the DNS name or external IP address field, review and change if necessary the name or IP address of the Veeam backup 

server on which you configure the Veeam Agent backup job. The specified DNS name or IP address must be accessible from 

Veeam Agent computers.  

  

Selecting Backup Repository  

The Storage step of the wizard is available if you have selected the Managed by agent mode at the Job Mode step of the wizard 

and chosen to save backup files in a Veeam backup repository.  

Specify settings for the target backup repository:  

From the Backup repository list, select a backup repository where you want to store created backups. When you select a 

backup repository, Veeam Backup & Replication automatically checks how much free space is available on the backup 

repository.  

Specify short-term backup retention policy settings in one of the following ways:  

From the Retention policy list, select restore points and specify the number of restore points for which you want to 

store backup files in the target location. By default, Veeam Backup & Replication keeps backup files created for 7 

latest restore points. After this number is exceeded, Veeam Backup & Replication will remove the earliest restore 

points from the backup chain.  
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From the Retention policy list, select days and specify the number of days for which you want to store backup files in 

the target location. By default, Veeam Backup & Replication keeps backup files for 7 days. After this period is over, 

Veeam Backup & Replication will remove the earliest restore points from the backup chain.  

Keep in mind that if you have selected the Workstation type at the Job Mode step of the wizard, you can specify 

retention policy only in days.  

NOTE  

The short-term retention policies for backups of workstations and servers are the same as in Veeam Agent for 

Microsoft Windows operating in the standalone mode. To learn more about retention policies, see the following 

sections in the Veeam Agent for Microsoft Windows User Guide:  

The Retention Policy in Free and Workstation Editions section about retention policy using that Veeam 

Agent retains restore points for a certain number of days.  

The Retention Policy in Server Edition section about retention policy using that Veeam Agent restore 

points for a certain number of days or retains the number of latest restore points.  

To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep certain full backups longer for archival purposes 

check box and click Configure. In the Configure GFS window, specify how weekly, monthly and yearly full backups must 

be retained. To learn more, see the Long-Term Retention Policy (GFS) section in the Veeam Backup & Replication User 

Guide.  

If you want to archive backup files created with the backup job to a secondary destination (backup repository or tape), 

select the Configure secondary destinations for this job check box. With this option enabled, the New Agent Backup 

Job wizard will include an additional step — Secondary Target. At the Secondary Target step of the wizard, you can link 

the backup job to the backup copy job or backup to tape backup job.  

You can enable this option only if a backup copy job or backup to tape job is already configured on the backup server.  

Click Advanced to specify advanced settings for the backup job. To learn more, see Specify Advanced Backup Settings.  
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Step 9. Specify Advanced Backup Settings  

In the Advanced Settings window, specify advanced settings for the Veeam Agent backup job:  

Backup settings  

Maintenance settings  

Storage settings  

Notification settings  

[For Veeam Agent jobs managed by the backup server] Integration settings  

[For Veeam Agent jobs managed by the backup server] Script settings  

   

TIP  

After you specify necessary settings for the Veeam Agent backup job, you can save them as default settings. To do this, 

click Save as Default at the bottom left corner of the Advanced Settings window. When you create a new backup job, 

Veeam Backup & Replication will automatically apply the default settings to the new job.   
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Backup Settings  

To specify settings for a backup chain created with the backup job:  

Click Advanced at one of the following steps of the wizard:  

Storage — if you have selected to save backup files in a Veeam backup repository or cloud repository.  

Local Storage — if you have selected to save backup files in a local storage of a Veeam Agent computer.  

Shared Folder — if you have selected to save backup files in a network shared folder.  

If you want to periodically create synthetic full backups, on the Backup tab, select the Create synthetic full backups 

periodically check box and click Days to schedule synthetic full backups on the necessary week days.  

NOTE  

Synthetic full backup is not available for backup jobs targeted at an object storage repository.  

If you want to periodically create active full backups, select the Create active full backups periodically check box. To define 

scheduling settings, click Configure.  
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Maintenance Settings  

You can specify maintenance settings for a backup chain created with the Veeam Agent backup job. Maintenance operations 

help make sure that the backup chain remains valid and consistent.  

Maintenance settings are available for the following types of Veeam Agent backup jobs that process Microsoft Windows 

computers:  

Backup job managed by the backup server.  

Backup job managed by Veeam Agent (backup policy).  

To specify maintenance settings for the backup job:  

Click Advanced at one of the following steps of the wizard:  

Storage — if you have selected to save backup files in a Veeam backup repository or cloud repository.  

Local Storage — if you have selected to save backup files in a local storage of a Veeam Agent computer.  

Shared Folder — if you have selected to save backup files in a network shared folder.  

In the Advanced Settings window, click the Maintenance tab.  

   

 

•   

     

      

•   
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To periodically perform a health check for the latest restore point in the backup chain, in the Storage-level corruption guard 

section, select the Perform backup files health check check box. To specify the schedule for the health check, click 

Configure.  

An automatic health check can help you avoid a situation where a restore point gets corrupted, making all dependent 

restore points corrupted, too. If during the health check Veeam Agent for Microsoft Windows or Veeam Backup & 

Replication detect corrupted data blocks in the latest restore point in the backup chain (or the restore point before the 

latest one if the latest restore point is incomplete), it will start the health check retry and transport valid data blocks 

from the Veeam Agent computer to the target location. The transported data blocks are stored to a new backup file or 

the latest backup file in the backup chain, depending on the data corruption scenario.  

For Veeam Agent backup jobs managed by the backup server, the health check process is similar to the one for backup 

jobs that process VMs. For more information, see the Health Check for Backup Files section in the Veeam Backup & 

Replication User Guide.  

For Veeam Agent backup jobs managed by Veeam Agent, the health check process is the same as for Veeam Agent 

backup jobs configured directly on a Veeam Agent computer. For more information, see the Health Check for Backup 

Files section in the Veeam Agent for Microsoft Windows User Guide.  

NOTE  

For object storage, Veeam Agent offers a special health check mechanism as default. To run the health check for 

object storage, enable the Perform backup files health check option in the Storagelevel corruption guard section 

and specify the health check schedule.  

You can also switch from the health check for object storage to the standard health check. To do so, select the Verify 

content of each object in backup check box in the backup job settings. Keep in mind that enabling this setting may 

result in additional charges from your object storage provider.  

[For backup jobs and policies targeted at a Veeam backup repository or cloud repository] Select the Remove 

deleted items data after check box and specify the number of days for which you want to keep the backup created 

with the backup job in the target location.  

For backup jobs managed by the backup server, deleted items retention policy is similar to retention policy for 

deleted VMs. After you remove a protection group or individual computer from a Veeam Agent backup job, 

Veeam Backup & Replication will keep its data on the backup repository for the period that you have specified. 

When this period is over, backup data of this computer will be removed from the backup repository. For more 

information, see the Retention Policy for Deleted VMs section in the Veeam Backup & Replication User Guide.  

For backup jobs managed by Veeam Agent, if Veeam Agent does not create new restore points for the backup, the 

backup will remain in the target location for the period that you have specified. When this period is over, the 

backup will be removed from the target location. For more information, see the Retention Policy for Outdated 

Backups section in the Veeam Agent for Microsoft Windows User Guide.  

By default, the deleted items data retention period is 30 days. Do not set the deleted items retention period to 1 day or 

a similar short interval. In the opposite case, the backup job may work not as expected and remove data that you still 

require.  

NOTE  

The Remove deleted items data after option is not available if you configure a backup job managed by Veeam 

Agent (backup policy) and have selected the Local storage or Shared folder option at the Destination step of the 

wizard.  

To periodically compact a full backup, select the Defragment and compact full backup file check box. To specify the 

schedule for the compact operation, click Configure. During the compact operation, data blocks from the full backup 

file are copied to a new empty file. As a result, the full backup file gets defragmented, and the speed of reading from 

and writing to the backup file increases.  
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NOTE  

The Defragment and compact full backup file option is not available for backup jobs targeted at object storage.  

The compact operation differs depending on the type of the backup job.  

For Veeam Agent backup jobs managed by the backup server, the compact operation is similar to the compact 

operation performed for VM backup jobs. If the full backup file contains data blocks for deleted items (protection 

groups or individual computers that were removed from the backup job), Veeam Backup & Replication will 

remove these data blocks. For more information, see the Compact of Full Backup File section in the Veeam 

Backup & Replication User Guide.  

For Veeam Agent backup jobs managed by Veeam Agent, if the full backup file contains data blocks for deleted 

drives, Veeam Agent for Microsoft Windows will remove these data blocks. For more information, see the 

Compact of Full Backup File section in the Veeam Agent for Microsoft Windows User Guide.  

  

Storage Settings  

To specify storage settings for the backup job:  

   

 

•   

 

 

•   
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Click Advanced at one of the following steps of the wizard:  

Storage — if you have selected to save backup files in a Veeam backup repository or cloud repository.  

Local Storage — if you have selected to save backup files in a local storage of a Veeam Agent computer.  

Shared Folder — if you have selected to save backup files in a network shared folder.  

Click the Storage tab.  

[For a failover cluster backup job] By default, Veeam Backup & Replication deduplicates failover cluster data before storing 

it in the backup repository. Data deduplication provides a smaller size of the backup file but may reduce the backup job 

performance. You can disable data deduplication if necessary, for example, if you use a deduplication storage appliance 

as a backup repository. To disable data deduplication, clear the Enable inline data deduplication check box.  

NOTE   

The Enable inline data deduplication option is unavailable if you selected the Workstation or Server option at the Job 

Mode step of the wizard.  

From the Compression level list, select a compression level for the backup: None, Dedupe-friendly, Optimal, High or 

Extreme.  

In the Storage optimization section, select what size of data blocks you plan to use: 4 MB, 1 MB, 512 KB, 256 KB. Veeam 

Agent for Microsoft Windows will use data blocks of the chosen size to optimize the size of backup files and job 

performance.  

To encrypt the content of backup files, select the Enable backup file encryption check box. In the Password field, select a 

password that you want to use for encryption. If you have not created the password beforehand, click Add or use the 

Manage passwords link to specify a new password. For more information, see the Password Manager section in the 

Veeam Backup & Replication User Guide.  

If the backup server is not connected to Veeam Backup Enterprise Manager, you will not be able to restore data from 

encrypted backups in case you lose the password. Veeam Backup & Replication will display a warning about it. For more 

information, see the Decrypting Data Without Password section in the Veeam Backup & Replication User Guide.  
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NOTE  

Consider the following:  

Data encryption settings for Veeam Agent backup jobs and backup policies configured in Veeam Backup & 

Replication are stored to the Veeam Backup & Replication database. For backup jobs and policies targeted at 

a Veeam backup repository, all data encryption operations are performed in Veeam Backup & Replication, 

too. Encryption settings are passed to a Veeam Agent computer only in case this computer is added to a 

backup policy targeted at a local drive of a protected computer, at a network shared folder, or at a cloud 

repository. Veeam Backup & Replication performs this operation when applying the backup policy to a 

protected computer.  

If you change a password for data encryption for an existing backup policy targeted at a Veeam backup 

repository without changing other backup policy settings, the process of applying the backup policy to a 

protected computer completes with a notification informing that the backup policy was not modified. This 

happens because data encryption settings for managed Veeam Agents are saved to the Veeam Backup & 

Replication database and are not passed to a Veeam Agent computer.  

If you enable encryption for an existing Veeam Agent backup, during the next job session Veeam Agent for 

Microsoft Windows will create a full backup file. The created full backup file and subsequent incremental 

backup files in the backup chain will be encrypted with the specified password.  

Encryption is not retroactive. If you enable encryption for an existing backup job, Veeam Agent for Microsoft 

Windows will encrypt the backup chain starting from the next restore point created with this job.  

[For backup policies targeted at a local drive, network shared folder or cloud repository] When you enable data 

encryption for a backup policy, Veeam Backup & Replication uses the specified password to encrypt backups 

of all Veeam Agent computers added to the backup policy. A Veeam Agent computer user can restore data 

from the backup of this computer without providing a password to decrypt backup. To restore data from a 

backup of another computer in this backup policy, a user must provide a password specified in the backup 

policy settings.  

This scenario differs from the same scenario in earlier versions of Veeam Backup & Replication where all backups 

created for Veeam Agent computers in the backup policy could be accessed from any computer in the backup policy 

without providing a password.  

To learn more about data encryption in Veeam Backup & Replication, see the Data Encryption section in the Veeam 

Backup & Replication User Guide.  
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Notification Settings  

You can specify notification settings for Veeam Agent backup jobs configured in Veeam Backup & Replication. Notification 

options differ depending on the job mode that you have selected at the Job Mode step of the wizard:  

Managed by backup server. To learn more, see Notification Settings for Veeam Agent Backup Job.  

Managed by agent. To learn more, see Notification Settings for Backup Policy.   
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Notification Settings for Veeam Agent Backup Job  

To specify notification settings for the backup job:  

At the Storage step of the wizard, click Advanced.  

Click the Notifications tab.  

Select the Send SNMP notifications for this job check box if you want to receive SNMP traps when the job completes 

successfully.   

SNMP traps will be sent if you specify global SNMP settings in Veeam Backup & Replication and configure software on 

recipient's machine to receive SNMP traps. For more information, see the Specifying SNMP Settings section in the Veeam 

Backup & Replication User Guide.  

Select the Send e-mail notifications to the following recipients check box if you want to receive notifications about the job 

completion status by email. In the field below, specify a recipient’s email address. You can enter several addresses 

separated by a semicolon.  

Email notifications will be sent if you configure global email notification settings in Veeam Backup & Replication. For 

more information, see the Configuring Global Email Notification Settings section in Veeam Backup & Replication User 

Guide.  

You can choose to use global notification settings or specify custom notification settings.  

To receive a typical notification for the job, select Use global notification settings. In this case, Veeam Backup & 

Replication will apply to the job global email notification settings specified for the backup server.  

To configure a custom notification for the job, select Use custom notification settings specified below. You can 

specify the following notification settings:  

In the Subject field, specify a notification subject. You can use the following variables in the subject: %Time% 

(completion time), %JobName%, %JobResult%, %ObjectCount% (number of machines in the job) and 

%Issues% (number of machines in the job that have been processed with the Warning or Failed status).  

Select the Notify on success, Notify on warning or Notify on error check boxes to receive email notification if 

the job completes successfully, completes with a warning or fails.  

Select the Suppress notifications until the last retry check box to receive a notification about the final job 

status. If you do not enable this option, Veeam Backup & Replication will send one notification per every job 

retry.  
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Notification Settings for Backup Policy  

You can specify email notification settings for the backup policy. If you enable notification settings, Veeam Backup & 

Replication will send a daily email report with backup policy statistics to a specified email address. The report contains 

cumulative statistics for backup job sessions performed for the last 24-hour period on computers to which the backup policy 

is applied.  

NOTE  

Email reports with backup policy statistics will be sent if you configure global email notification settings in Veeam Backup & 

Replication. For more information, see the Configuring Global Email Notification Settings section in the Veeam Backup & 

Replication User Guide.  

After you enable notification settings for the backup policy, Veeam Backup & Replication will send reports with the backup 

policy statistics to email addresses specified in global email notification settings and email addresses specified in the backup 

policy settings.  

To specify notification settings for the backup policy:  

Click Advanced at one of the following steps of the wizard:  

Storage — if you have selected to save backup files in a Veeam backup repository or cloud repository.  

Local Storage — if you have selected to save backup files in a local storage of a Veeam Agent computer.  

Shared Folder — if you have selected to save backup files in a network shared folder.  

Click the Notifications tab.  

Select the Send daily e-mail report to the following recipients check box and specify a recipient’s email address in the field 

below. You can enter several addresses separated by a semicolon.  

In the Send daily summary at field, specify the time when Veeam Backup & Replication must send the email notification for 

the backup policy. Veeam Backup & Replication will send the report daily at the specified time.  

You can choose to use global notification settings or specify custom notification settings.  

To receive a typical notification for the backup policy, select Use global notification settings. In this case, Veeam 

Backup & Replication will apply to the backup policy global email notification settings specified for the backup 

server.  

To configure a custom notification for the backup policy, select Use custom notification settings specified below. You 

can specify the following notification settings:  

In the Subject field, specify a notification subject. You can use the following variables in the subject: %Time% 

(completion time), %JobName%, %JobResult%, %ObjectCount% (number of machines in the backup 

policy) and %Issues% (number of machines in the backup policy that have been processed with the 

Warning or Failed status).  

Select the Notify on success, Notify on warning or Notify on error check boxes to receive email notification if 

the job completes successfully, completes with a warning or fails.  

In the Backup monitoring section, select the Warn me if no backups were created in the last N days check box and specify a 

number of days. In this case, Veeam Backup & Replication will display a warning message in a backup policy session 

statistics in case successful backups are not created for a specified number of days.  
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Integration Settings  

You can specify storage integration settings for the job if you have selected the Managed by backup server mode at the Job 

Mode step of the wizard.  

Keep in mind that storage integration settings are unavailable if you work with protection group for cloud machines.  

To specify storage integration settings for the backup job:  

At the Storage step of the wizard, click Advanced.  

Click the Integration tab.  

If you select the Enable backup from storage snapshots check box, Veeam Backup & Replication will use native storage 

snapshots to create Veeam Agent backups. To learn more about storage snapshots support, see Storage Snapshots 

Support.  

To transfer a snapshot from storage to the target repository, Veeam Backup & Replication uses off-host backup proxies. You 

can allow Veeam Backup & Replication to use any suitable backup proxies or you can select specific backup proxies. To 

learn more, see Selecting Off-Host Backup Proxy.  

If Veeam Backup & Replication fails to create a storage snapshot or backup proxy is unavailable, you can fail over to the 

regular backup scenario that uses the software VSS provider. To do this, select the Failover to on-host backup agent 

check box.  

To learn more about regular backup scenario, see the How Backup Works section in the Veeam Agent for Microsoft 

Windows User Guide.  
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Selecting Off-Host Backup Proxy  

To specify what backup proxies Veeam Backup & Replication will use during the backup process, click Choose and select one 

of the following options in the Off-host Backup Proxy window:  

If you want Veeam Backup & Replication to use any suitable backup proxies, select the Automatic selection option. In this 

case, the number of backup proxies that Veeam Backup & Replication uses for data transfer depends on the backup 

scope.   

   

IMPORTANT  

If you use the NetApp Element storage system and you have 4 or more backup proxies set in your Veeam Backup & 

Replication infrastructure, you cannot use automatic selection. You must manually select up to 3 backup proxies.  

   

If you want to select backup proxies manually, select the Use the selected off-host backup proxy servers only option and 

select check boxes near backup proxies you plan to use.  

Keep in mind that Veeam Backup & Replication displays only those backup proxies that run Microsoft Windows Server OS. For 

more information about backup proxy requirements, see Storage Snapshots Support.  
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Script Settings  

You can specify script settings for the job if you have selected the Managed by backup server mode at the Job Mode step of 

the wizard.  

To specify script settings for the backup job:  

At the Storage step of the wizard, click Advanced.  

Click the Scripts tab.  

If you want to execute custom scripts before or after the backup job, select the Before the job or After the job check boxes 

and click Browse to choose executable files from a local folder on the backup server. The scripts are executed on the 

backup server.  

You can select to execute pre- and post-backup actions after a number of backup sessions or on specific week days.  

If you select the Run scripts every <N> backup session option, specify the number of the backup job sessions after 

which the scripts must be executed.  

If you select the Run scripts on the selected days only option, click Days and specify week days on which the scripts 

must be executed.  
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Step 10. Specify Secondary Target  

The Secondary Target step of the wizard is available if you have enabled the Configure secondary destinations for this job 

option at the Storage step of the wizard.  

At the Secondary Target step of the wizard, you can link the Veeam Agent backup job to a backup to tape or backup copy job. 

As a result, the backup job will be added as a source to the backup to tape or backup copy job. Backup files created with the 

backup job will be archived to tape or copied to the secondary backup repository according to the secondary jobs schedule. 

For more information, see the Linking Backup Jobs to Backup Copy Jobs and Linking Backup Jobs to Backup to Tape Jobs sections 

in the Veeam Backup & Replication User Guide.  

The backup to tape job or backup copy job must be configured beforehand. You can create these jobs with an empty source. 

When you link the Veeam Agent backup job to these jobs, Veeam Backup & Replication will automatically update the linked 

jobs to define the Veeam Agent backup job as a source for these jobs.  

To link jobs:  

Click Add.  

From the jobs list, select a backup to tape or backup copy job that must be linked to the Veeam Agent backup job. You can 

link several jobs to the backup job, for example, one backup to tape job and one backup copy job. To quickly find the 

job, use the search field at the bottom of the wizard.  
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Step 11. Specify Backup Cache Settings  

The Backup Cache step of the wizard is available if you selected the following options at the previous steps of the wizard:  

Selected the Managed by agent mode at the Job Mode step of the wizard.  

Selected the Veeam backup repository or Veeam Cloud Connect repository option at the Destination step of the wizard.  

To specify backup cache settings:  

Select the Enable backup cache check box.  

In the Maximum size field, specify the size for the backup cache.  

When defining the size of the backup cache, assume the following:  

Each full backup file may consume about 50% of the backed-up data size.  

Each incremental backup file may consume about 10% of the backed-up data size.  

In the Location section, specify where Veeam Agent for Microsoft Windows will create the backup cache. You can select 

from the following options:  

Automatic selection — select this option if you want to let Veeam Agent pick a location for the backup cache 

automatically. On every computer added to the backup policy, Veeam Agent will detect a volume with the largest 

amount of free disk space and create the backup cache in the Veeam Backup Cache folder on this volume. To 

learn more, see Backup Cache.   
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Manual selection — select this option if you want to specify a location for the backup cache manually. If you select 

this option, in the Folder field, specify a path to the folder on a protected computer in which backup files must be 

stored.  

  
Step 12. Specify Guest Processing Settings  

The Guest Processing step of the wizard is available if you have selected the Server or Failover cluster option at the Job Mode 

step of the wizard.  

For a Veeam Agent backup job that includes Windows-based computers, you can enable the following guest OS processing 

settings:  

Application-aware processing  

Transaction log handling for Microsoft SQL Server  

Archived log handling for Oracle databases  

SharePoint account settings  

Use of pre-freeze and post-thaw scripts  

File indexing  

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2



 

73 | Veeam Backup & Replication | Veeam Agent Management Guide   

  

Application-Aware Processing  

If your computer runs VSS-aware applications, you can enable application-aware processing to create a transactionally 

consistent backup. The transactionally consistent backup guarantees proper recovery of applications without data loss.  

To enable application-aware processing:  

At the Guest Processing step of the wizard, make sure that the Enable application-aware processing check box is selected.  

Click Applications.  

In the displayed list, select a protection group or individual computer and click Edit.  

To define custom settings for a computer added as a part of a protection group, you must include the computer to the 

list as a standalone object. To do this, click Add and choose the computer whose settings you want to customize. Then 

select the computer in the list and define the necessary settings.  

On the General tab, in the Applications section, make sure that the Enable application-aware processing check box is 

selected.  

You can clear this check box, for example, if you want to disable application-aware processing for a specific computer 

added to the backup job as a part of a protection group.  

[For Microsoft SQL Server] If you disable application-aware processing, Veeam Agent will not include information about 

databases in the backup. However, you can use Veeam Explorer for Microsoft SQL to locate a database file in the backup 

and restore the database.  

[For Microsoft Exchange, Microsoft SQL Server and other applications that rely on VSS] In the Microsoft VSS settings 

section, specify if Veeam Agent for Microsoft Windows running on a protected computer must process transaction logs 

or copy-only backups must be created.  

Select Process transaction logs with this job if you want Veeam Agent for Microsoft Windows to process transaction 

logs.  
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[For Microsoft Exchange] With this option selected, Veeam Agent for Microsoft Windows will wait for backup to 

complete successfully, and then trigger truncation of transaction logs. If the backup job fails, the logs will remain 

untouched until the next backup job session.  

[For Microsoft SQL Server and Oracle] You will have to specify settings for database log handling on the SQL and 

Oracle tabs of the Processing Settings window. For more information, see Microsoft SQL Server Transaction Log 

Settings and Oracle Archived Log Settings.  

Select Perform copy only if you use another tool to maintain consistency of the database state. Veeam Agent for 

Microsoft Windows will create a copy-only backup. The copy-only backup preserves the chain of full/differential 

backup files and transaction logs. After a copy-only backup, Veeam Agent does not trigger truncation of 

transaction logs. For more information, see this Microsoft article.  
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Microsoft SQL Server Transaction Log Settings  

If you back up Microsoft SQL Server, you can specify how Veeam Agent for Microsoft Windows must process database 

transaction logs:  

At the Guest Processing step of the wizard, make sure that the Enable application-aware processing box is selected.  

Click Applications.  

In the displayed list, select a protection group or individual computer and click Edit.  

In the Microsoft VSS settings section, select Process transaction logs with this job.  

In the Processing Settings window, click the SQL tab.  

To specify a user account that Veeam Agent will use to connect to the Microsoft SQL Server, select from the Specify 

Windows account with sysadmin role on SQL Server list a user account that has access permissions on the database. 

This account must be a Microsoft Windows user account with roles and permissions as specified in the Performing 

Guest Processing section of the Veeam Backup & Replication User Guide. Keep in mind that you cannot use Microsoft 

SQL Server accounts (for example, the SA account) to connect to the database.  

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam Agent will connect 

to the Microsoft SQL Server under the account that you have specified for the protected computer in the protection 

group settings.  

If you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to add 

credentials.  

Specify how transaction logs must be processed. You can select one of the following options:  

Select Truncate logs to truncate transaction logs after successful backup. Veeam Agent will wait for the backup to 

complete successfully and then truncate transaction logs. If the backup job fails, the logs will remain untouched 

until the next backup job session.  

Select Do not truncate logs to preserve transaction logs. When the backup job completes, Veeam Agent will not 

truncate transaction logs.  

It is recommended that you enable this option for databases that use the Simple recovery model. If you enable 

this option for databases that use the Full or Bulk-logged recovery model, transaction logs may grow large and 

consume all disk space. In this case, the database administrator must take care of transaction logs him-/herself.  

Select Backup logs periodically to back up transaction logs with Veeam Agent. Veeam Agent will periodically copy 

transaction logs to the backup location and store them together with the imagelevel backup. During the backup 

job session, transaction logs will be truncated.  

For more information, see the Microsoft SQL Server and Oracle Logs Backup section in the Veeam Agent User 

Guide.  

If you have selected to back up transaction logs with Veeam Agent for Microsoft Windows, you must specify settings for 

transaction logs backup:  

In the Backup logs every <N> minutes field, specify the frequency for transaction logs backup. By default, transaction logs 

are backed up every 15 minutes. The maximum log backup interval is 480 minutes.  

In the Retain log backups section, specify retention policy for transaction logs stored in the backup location.  
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Select Until the corresponding image-level backup is deleted to apply the same retention policy for image-level 

backups and transaction log backups.  

Select Keep only last <N> days of log backups to keep transaction logs for a specific number of days. By default, 

transaction logs are kept for 15 days. If you select this option, you must make sure that retention for transaction 

logs is not greater than retention for the image-level backup. For more information, see the Retention for 

Database Log Backups section in the Veeam Agent for Microsoft Windows User Guide.  

   

  

Oracle Archived Log Settings  

If you back up an Oracle database, you can specify how Veeam Agent for Microsoft Windows must process archived logs:  

At the Guest Processing step of the wizard, make sure that the Enable application-aware processing box is selected.  

Click Applications.  

In the displayed list, select a protection group or individual computer and click Edit.  

In the Microsoft VSS settings section, select Process transaction logs with this job.  
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In the Processing Settings window, click the Oracle tab.  

To specify a user account that Veeam Agent for Microsoft Windows will use to connect to the Oracle database, select 

from theSpecify Oracle account with SYSDBA privileges list a user account that has SYSDBA rights on the database. If 

you have not set up credentials beforehand, click the Manage accounts link or click Add on the right to add 

credentials.  

By default, the Use guest OS credentials option is selected in the list. With this option selected, Veeam Agent for 

Microsoft Windows will connect to the Oracle database under the account that you have specified for the protected 

computer in the protection group settings.  

In the Archived logs section, specify if Veeam Agent for Microsoft Windows must delete archived logs on the Oracle 

database:  

Select Do not delete archived logs if you want Veeam Agent for Microsoft Windows to preserve archived logs. 

When the backup job completes, Veeam Agent for Microsoft Windows will not delete archived logs.   

It is recommended that you select this option for databases for which the ARCHIVELOG mode is turned off. If the 

ARCHIVELOG mode is turned on, archived logs may grow large and consume all disk space. In this case, the 

database administrator must take care of archived logs him-/herself.  

Select Delete logs older than <N> hours or Delete logs over <N> GB if you want Veeam Agent for Microsoft 

Windows to delete archived logs that are older than <N> hours or larger than <N> GB. Veeam Agent for 

Microsoft Windows will wait for the backup to complete successfully and then trigger archived logs truncation 

via Oracle Call Interface (OCI). If the backup job fails, the logs will remain untouched until the next successful 

backup job session.  

To back up Oracle archived logs with Veeam Agent for Microsoft Windows, select the Backup logs every <N> minutes 

check box and specify the frequency for archived logs backup. By default, archived logs are backed up every 15 

minutes. The minimum log backup interval is 5 minutes. The maximum log backup interval is 480 minutes.  

In the Retain log backups section, specify retention policy for archived logs stored in the backup location:  

Select Until the corresponding image-level backup is deleted to apply the same retention policy for Veeam Agent 

backups and archived log backups.   

Select Keep only last <n> days of log backups to keep archived logs for a specific number of days. By default, 

archived logs are kept for 15 days. If you select this option, you must make sure that retention for archived logs 

is not greater than retention for the Veeam Agent backups. For more information, see the Retention for 

Database Log Backups section in the Veeam Agent for Microsoft Windows User Guide.  
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Microsoft SharePoint Account Settings  

If you back up Microsoft SharePoint, you must specify a user account that has enough permissions on the application:  

At the Guest Processing step of the wizard, make sure that the Enable application-aware processing box is selected.  

Click Applications.  

In the displayed list, select a protection group or individual computer and click Edit.  

In the Processing Settings window, click the SharePoint tab.  

From the Specify SharePoint admin account list, select a user account that Veeam Agent for Microsoft Windows will use 

to connect to the SharePoint application. If you have not set up credentials beforehand, click the Manage accounts 

link or click Add on the right to add credentials.  

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam Agent for Microsoft 

Windows will connect to the SharePoint application under the account that you have specified for the protected 

computer in the protection group settings.  
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Pre-Freeze and Post-Thaw Scripts  

If you plan to back up data of applications that do not support VSS, you can specify what scripts Veeam Agent for Microsoft 

Windows must use to quiesce the OS on the protected computer. The pre-freeze script quiesces the file system and 

application data to bring the OS to a consistent state before Veeam Agent for Microsoft Windows creates a VSS snapshot. 

After the VSS snapshot is created, the post-thaw script brings the file system and applications to their initial state.  

To specify pre-freeze and post-thaw scripts for the job:  

At the Guest Processing step, make sure that the Enable application-aware processing check box is selected.  

Click Applications.  

In the displayed list, select a protection group or individual computer and click Edit.  

In the Processing Settings window, click the Scripts tab.  

From the Specify admin account for script execution list, select a user account that Veeam Agent for Microsoft Windows 

will use to run pre-freeze and post-thaw scripts. If you have not set up credentials beforehand, click the Manage 

accounts link or click Add on the right to add credentials.  

By default, the Use guest credentials option is selected in the list. With this option selected, Veeam Agent for Microsoft 

Windows will run pre-freeze and post-thaw scripts under the account that you have specified for the protected 

computer in the protection group settings.   

In the Script processing mode section, specify the scenario for scripts execution:  
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Select Require successful script execution if you want Veeam Agent for Microsoft Windows to stop the backup 

process if the script fails.  

Select Ignore script execution failures if you want to continue the backup process even if script errors occur.   

Select Disable script execution if you do not want to run scripts.  
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In the Snapshot scripts section, in the Pre-freeze script and Post-thaw script fields, click Browse to choose executable files 

from a local folder on the backup server. During the backup job session, Veeam Backup & Replication will upload the 

scripts to Veeam Agent computers added to the job and execute them on these computers.   

Veeam Agent for Microsoft Windows supports the following types of scripts: o 

Program files in the EXE, BAT and CMD format o Windows script files in the JS, VBS 

and WSF format o PowerShell script files in the PS1 format  

You can use scripts of other formats as well, but we cannot guarantee correct processing of such scripts.  

  

File Indexing  

You can instruct the backup job to create an index of files and folders on the protected computer OS during backup. If you 

enable the file indexing option, you will be able to search for individual files inside Veeam Agent backups and perform 1-click 

restore in Veeam Backup Enterprise Manager.  

NOTE  

File system indexing is optional. If you do not enable this option in the backup job settings, you will still be able to 

perform 1-click restore from the backup created with such backup job. For more information, see the Preparing for File 

Browsing and Restore section in the Veeam Backup Enterprise Manager User Guide.  

To specify file indexing options:  

At the Guest Processing step of the wizard, select the Enable guest file system indexing check box.  

Click Indexing.  

In the displayed list, select a protection group or individual computer and click Edit.  

In the Windows indexing settings window, specify the indexing scope:  
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o Select Index everything if you want to index all files within the backup scope that you have specified at the 

Backup mode step of the wizard. Veeam Agent for Microsoft Windows will index all files that reside:  

On the protected computer OS (for entire computer backup)  

On the volumes that you have specified for backup (for volume-level backup)  

In the folders that you have specified for backup (for file-level backup)  

Select Index everything except if you want to index all files on the protected computer OS except those defined in 

the list. By default, system folders are excluded from indexing. You can add or delete folders using the Add and 

Remove buttons on the right. You can also use system environment variables to form the list, for example: 

%windir%, %Program Files% and %Temp%.   

To reset the list of folders to its initial state, click Default.  

Select Index only following folders to define folders that you want to index. You can add or delete folders to index 

using the Add and Remove buttons on the right. You can also use system environment variables to form the list, 

for example: %windir%, %Program Files% and %Temp%.  

  
Step 13. Specify Backup Schedule  

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup. Backup job 

scheduling options differ depending on the platform and job mode that you have selected at the Job Mode step of the wizard:  

Scheduling Settings for Workstations  

Scheduling Settings for Servers and Failover Clusters  

   

NOTE  

If you configure a backup policy, after you click Apply at the Schedule step of the wizard, Veeam Backup & Replication will 

immediately apply the backup policy to protected computers.   
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Scheduling Settings for Workstations  

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.   

To specify the job schedule:   

Select the Daily at check box and use the fields on the right to specify time and days when the backup job must start: o 

Everyday — select this option to start the job at specific time daily. o On week-days — select this option to start 

the job at specific time on week-days.  

o On these days — select this option to start the job at specific time on selected days.  

You can leave the Daily at check box unchecked to configure the backup job without daily schedule. In this case, you 

will be able to use the backup job to perform backup automatically at specific events.  

If you have selected the On these days option, click the Days button and clear check boxes for the days when the job 

must not start.  

Select the action that Veeam Agent for Microsoft Windows must perform in case the protected computer is powered off 

at the time when the scheduled backup job must start.   

Backup once powered on — select this option if you want Veeam Agent for Microsoft Windows to start the 

scheduled backup job when the protected computer is powered on.  

Skip backup — select this option if you want Veeam Agent for Microsoft Windows not to start the scheduled 

backup job when the computer is powered on. Veeam Agent for Microsoft Windows will perform backup at the 

next scheduled time.  

If you want Veeam Agent for Microsoft Windows to perform a finalizing action after the backup job completes 

successfully, select the necessary action: o Keep running — select this option if the computer must keep on 

working.  

Sleep — select this option if you want Veeam Agent for Microsoft Windows to bring the computer to the standby 

mode.  

Shutdown — select this option if you want Veeam Agent for Microsoft Windows to shut down the computer.  

Hibernate — select this option if you want Veeam Agent for Microsoft Windows to bring the computer to the 

hibernate mode. This option is available if the hibernate mode is enabled on the protected computer. To learn 

more, see this Microsoft KB article.  

When the backup job completes, Veeam Agent for Microsoft Windows will prompt a dialog with a countdown to the 

selected post-job action. You can select to proceed to the action immediately or to cancel the action. To learn more, 

see the Controlling Backup Post-Job Action section in the Veeam Agent for Microsoft Windows User Guide.  

In the At the following events section, specify settings for events that trigger the backup job launch:  

Select the Lock check box if you want to start the backup job when the user locks the Veeam Agent computer.  

Select the Log off check box if you want to start the backup job when the user working with the computer performs 

a logout operation.  

Select the When backup target is connected check box if you want to start the backup job when the backup storage 

becomes available (for example, when the computer connects to a local network and the target shared folder is 

accessible).  

Select the Eject removable storage once backup is completed check box if you want Veeam Agent for Microsoft 

Windows to unmount the storage device after the backup job completes successfully. With this option selected, 

backup files on the removable storage will be protected from encrypting ransomware, such as CryptoLocker.  
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Veeam Agent applies this setting only to backup jobs triggered by the When backup target is connected event. 

In case of backup jobs triggered by other computer events or started periodically at specific time, Veeam Agent 

will ignore this setting, and the storage device will not be unmounted after the backup job completes successfully.  

IMPORTANT  

The Eject removable storage once backup is completed option does not guarantee a bulletproof protection 

against ransomware. To ensure your backups are safe, keep the OS up to date and regularly scan your backup 

repository for virus threats using modern antivirus software.  

Use the Back up no more often than every <N> <time units> field to restrict the frequency of backup job sessions. 

Specify a minutely, hourly or daily interval between the backup job sessions.  

The Back up no more often than every <N> <time units> option is applied only to job sessions started at specific 

events. Daily backups are performed according to defined schedule regardless of the time interval specified for 

this setting.  

  

Scheduling Settings for Servers and Failover Clusters  

At the Schedule step of the wizard, specify the schedule according to which you want to perform backup.  

To specify the job schedule:   

Select the Run the job automatically check box. If this check box is not selected, you will have to start the backup job 

manually to create backup.  
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Define scheduling settings for the job:  

To run the job at specific time daily, on defined week days or with specific periodicity, select Daily at this time. Use 

the fields on the right to configure the necessary schedule.  

To run the job once a month on specific days, select Monthly at this time. Use the fields on the right to configure 

the necessary schedule.  

To run the job repeatedly throughout a day with a specific time interval, select Periodically every. In the field on the 

right, select the necessary time unit: Hours or Minutes. Click Schedule and use the time table to define the 

permitted time window for the job. In the Start time within an hour field, specify the exact time when the job 

must start.   

A repeatedly run job is started by the following rules:  

The defined interval always starts at 12:00 AM. For example, if you configure to run a job with a 4-hour 

interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM, 4:00 PM and so on.  

If you define permitted hours for the job, after the denied interval is over, the job will start immediately and 

then run by the defined schedule.  

For example, you have configured a job to run with a 2-hour interval and defined permitted hours from 9:00 AM 

to 5:00 PM. According to the rules above, the job will first run at 9:00 AM, when the denied period is over. After 

that, the job will run at 10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.  

To run the job continuously, select the Periodically every option and choose Continuously from the list on the right. 

A new backup job session will start as soon as the previous backup job session finishes.  

[For Managed by backup server mode only] To chain jobs, use the After this job field. In the common practice, jobs 

start one after another: when job A finishes, job B starts and so on. If you want to create a chain of jobs, you 

must define the time schedule for the first job in the chain. For the rest of the jobs in the chain, select the After 

this job option and choose the preceding job from the list.  

   

NOTE  

Mind the following:  

The After this job option is not available if you have selected the Managed by agent option at the Job Mode step 

of the wizard.  

The After this job function will automatically start a job if the first job in the chain is started automatically by 

schedule. If you start the first job manually, Veeam Backup & Replication will display a notification. You will be 

able to choose whether Veeam Backup & Replication must start the chained job as well.  

In the Automatic retry section, define whether Veeam Backup & Replication or Veeam Agent for Microsoft 

Windows (depending on the selected job mode) must attempt to run the backup job again if the job fails for some 

reason. Enter the number of attempts to run the job and define time intervals between them. If you select 

continuous backup, Veeam Backup & Replication or Veeam Agent for Microsoft Windows retries the job for the 

defined number of times without any time intervals between the job runs.  

[For Managed by agent mode only] If a backup policy fails and Veeam Agent retries the session, Veeam Agent does not 

transfer all the data again. Instead, Veeam Agent continues data transfer that was started before the backup policy fail. 

To do so, Veeam Agent compares hash values for data blocks on source and target. After the hash comparison, Veeam 

Agent also transfers only those data blocks that were not transferred before the policy fail. If data blocks on source 

were changed before the retry, Veeam Agent transfers these data blocks as well.  

In the Backup window section, define the time interval within which the backup job must complete. The backup window 

prevents the job from overlapping with production hours and ensures that the job does not impact performance of 

your server. To set up a backup window for the job:  

Select the Terminate job if it exceeds allowed backup window check box and click Window.  
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In the Time Periods window, define the allowed hours and prohibited hours for backup.    

If the job exceeds the allowed window, it will be automatically terminated. In this case, data transport and backup 

chain transformation processes are stopped. Keep in mind that this behavior differs from a VM backup job where 

backup window affects data transport process and health check operations only.  
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Step 14. Review Backup Job Settings  

At the Summary step of the wizard, complete the backup job configuration process.  

Review settings of the configured Veeam Agent backup job.   

[For backup job managed by backup server] Select the Run the job when I click Finish check box if you want to start the 

job right after you finish working with the wizard.  

Click Finish to close the wizard.  

[For backup job managed by Veeam Agent] Keep in mind that Veeam Backup & Replication does not immediately apply 

backup policy to computers included in protection groups for pre-installed Veeam Agents. Veeam Agents installed on 

computers that are included in these groups connect to Veeam Backup & Replication every 6 hours and get updated backup 

policy settings. If you targeted a backup policy at the Veeam backup server and scheduled earlier than the next connection 

to Veeam Backup & Replication, this backup policy will get updated backup policy settings at the next backup policy session 

start. To learn more about protection groups for pre-installed Veeam Agents, see Protection Group Types.  

If you want to apply backup policy immediately, you must synchronize Veeam Agent with Veeam Backup & Replication from 

the Veeam Agent computer side manually. To learn more, see Veeam Agent for Microsoft Windows Configuration.  
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Recovery Jobs 

  

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2



  

91  

Windows Server Restoration  
You can use Veeam Backup & Replication to restore a specific computer volume or all volumes from a volume level backup 

created with Veeam Agent for Microsoft Windows.   

If data on a computer volume gets corrupted, you can restore this volume from the backup. For volume-level restore, you 

can use backups that were created at the volume level. File-level backups cannot be used for volume restore.   

When you perform volume-level restore, Veeam Backup & Replication restores the entire content of the volume. It retrieves 

from the backup data blocks pertaining to a specific volume and copies them to the necessary location. Keep in mind that 

you cannot browse the volume in the backup and select individual application items, files and folders for restore. For granular 

file-level restore, you can use the Restore guest files option.  

A volume can be restored to its original location or a new location. If you restore the volume to its original location, Veeam 

Backup & Replication overwrites data on the original volume. If you restore the volume to a new location, and the target disk 

contains any data, Veeam Backup & Replication overwrites data in the target location with data retrieved from the backup.  

A volume can be restored to a new location that has greater or less space than the size of the volume in the backup. 

Depending on the amount of free disk space on target location, you can select either to shrink or to extend the volume during 

restore. To learn more, see the Volume Resize section in the Veeam Agent for Microsoft Windows User Guide.   
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Before You Begin  
Before you begin the volume-level restore process, check the following prerequisites:  

The volume-level backup from which you plan to restore data must be successfully created at least once.  

A computer on which you want to restore a volume must be added to the Veeam Backup & Replication inventory and run 

Veeam Agent for Microsoft Windows operating in the managed mode.  

Volume-level restore has the following limitations:  

   

You can restore volumes only from backups created with Veeam Agent for Microsoft Windows.  

   

You cannot restore a system volume to a system volume of the original Veeam Agent computer or another computer with 

the running OS. To perform such restore, you need to boot the OS from the recovery image. For details, see Restoring 

Data with Veeam Recovery Media. You can also restore a system volume to a non-system volume that has enough 

free space.  

You cannot restore a volume to a volume on which the Microsoft Windows swap file is hosted.   
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Step 1. Launch Volume Level Restore Wizard  
To launch the Volume Level Restore wizard, do either of the following:  

Open the Home tab and click Restore > Agent > Disk restore > Volume restore. In this case, you will be able to select a 

backup of the necessary Veeam Agent computer at the Backup step of the wizard.  

Open the Home view. In the inventory pane, click the Backups node. In the working area, expand the necessary Veeam 

Agent backup, select the necessary computer in the backup and click Restore Volumes on the ribbon or right-click 

the computer and select Volume restore.  

In this case, you will proceed immediately to the Restore Point step of the wizard.  

  

Step 2. Select Backup  
At the Backup step of the wizard, select a backup from which you want to recover data.  

To quickly find the necessary backup, use the search field at the bottom of the window: enter a backup name or a part of it 

in the search field and click the Start search button on the right or press [ENTER].  

In the list of backups, Veeam Backup & Replication displays only volume-level backups created with Veeam Agent for 

Microsoft Windows. File-level backups and backups created with Veeam Agent for Linux are not displayed.  
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Step 3. Select Restore Point  
At the Restore Point step of the wizard, select a restore point from which you want to recover data.   

By default, Veeam Backup & Replication uses the latest restore point. However, you can select any valid restore point to 

recover volumes to a specific point in time.  

Veeam Backup & Replication displays restore points for volume-level backups only. For example, if you have run 3 job sessions 

to create a backup of all computer volumes and then changed the backup scope to file-level backup, Veeam Backup & 

Replication will display only 3 restore points in the list.  

  

Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2
Crosswind BLPH
Doc No: 1724000594-IN-MAN-00038                                       Attachment-2



  

95  

Step 4. Map Restored Disks  
At the Disk Mapping step of the wizard, select what volumes you want to restore and map volumes from the backup to 

volumes on the target computer.  

IMPORTANT  

It is strongly recommended that you change disk mapping settings only if you have experience in working with Microsoft 

Windows disks and partitions. If you make a mistake, your computer data may get corrupted.  

To select volumes for restore:  

In the Destination host field, specify the target computer where you want to restore volumes. By default, Veeam Backup 

& Replication restores volumes to their original location. If you want to restore volumes from the backup to another 

computer, click Choose and select the necessary computer. You can restore volumes only to computers that are 

added to the Veeam Backup & Replication inventory and run Veeam Agent for Microsoft Windows.  

If you select a computer included in a protection group for pre-installed Veeam Agents, you must provide credentials 

of the account that has administrator permissions on the target computer. Keep in mind that Veeam Backup & 

Replication will keep these credentials only during the restore process and delete them after the restore process 

completion. To learn more about protection groups for pre-installed Veeam Agents, see Protection Group Types.  

In the Disk mapping section, select check boxes next to volumes that you want to restore from the backup. By default, 

Veeam Backup & Replication restores volumes to their initial location and maps the restored volumes automatically. 

If the initial location is unavailable, a volume is restored to a disk of the same or larger size. If you want to map the 

restored volume to another computer disk, at the bottom of the wizard click Customize disk mapping.  

NOTE  

If Veeam Backup & Replication cannot map a volume automatically, Veeam Backup & Replication will prompt you 

to perform disk mapping manually. To proceed to the Disk Mapping window, click Yes.  

In the Disk Mapping window, specify how volumes must be restored:  

Right-click the target disk on the left and select the necessary disk layout:  

Apply Backup Layout — select this option if you want to apply to disk the settings that were used on your 

computer at the moment when you performed backup.  

Apply Disk Layout — select this option if you want to apply to the current disk settings of another disk.  

Erase — select this option if you want to discard the current disk settings.  
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Right-click unallocated disk space in the disk area on the right and select what volume from the backup you want to 

place on this computer disk.  

If you want to change disk layout configured by Veeam Backup & Replication, right-click an automatically mapped 

volume and select Remove. You will be able to use the released space for mapping volumes in your own order.  

  

[For restore with volume resize] You can resize a volume mapped by Veeam Backup & Replication to a target computer 

disk. To resize a volume, right-click it in the Disk Mapping window and select Resize. With this option selected, you 

will pass to the Volume Resize window.  
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Step 5. Resize Restored Volumes  
At the Disk Mapping step of the wizard you can set the necessary size for the restored volumes. A volume will be shrunk or 

extended to the specified size during the process of data restore.  

NOTE  

By default, Veeam Agent for Microsoft Windows displays volume size in megabytes (MB). This allows you to specify the 

desired size for the volume precisely. You can also choose to display volume size in gigabytes (GB). This may be helpful 

when you need to resize volumes on larger computer disks and want to simplify disk size calculations.  

When you use GB as a volume size unit, you can specify volume size with integral numbers, for example, 1 GB, 60 GB or 

200 GB, but not 0,8 GB, 60,5 GB or 200,7 GB. However, if the maximum volume size is in fact greater than the displayed 

value for less than 1 GB, Veeam Agent for Microsoft Windows will automatically add the exceeding amount of disk space 

to the extended volume. For example, if the maximum volume size is 60,2 GB, Veeam Agent for Microsoft Windows will 

display this size as 60 GB. When you specify 60 GB as a desired volume size, Veeam Agent for Microsoft Windows will 

extend the volume to 60,2 GB.  

To resize a volume:  

Specify а volume you want to resize:  

Right-click a restored volume mapped to a target disk and select Resize.  

[For volume shrink] Right-click unallocated disk space and select what volume from the backup you want to place 

on the computer disk. If the selected volume is larger than the amount of unallocated disk space, Veeam Backup 

& Replication will prompt you to shrink the restored volume.  

In the Volume Resize window, select the volume size unit and specify the desired size for the restored volume.  

  

Step 6. Specify Secure Restore Settings  
At the Secure Restore step of the wizard, you can instruct Veeam Backup & Replication to perform secure restore — scan 

restored volume data with antivirus software before restoring the volume. To learn more about secure restore, see the Secure 

Restore section in the Veeam Backup & Replication User Guide.  

To specify secure restore settings:  

At the Secure Restore step of the wizard, select the Scan the restored disk for malware prior to performing the recovery 

check box.  

Select the Scan the entire image check box if you want the antivirus software to continue volume scan after the first 

malware threat is found. For information on how to view results of the antivirus scan, see the Viewing Antivirus Scan 

Results section in the Veeam Backup & Replication User Guide.  
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Step 7. Specify Restore Reason  
At the Reason step of the wizard, enter a reason for restoring the computer volume.  
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Step 8. Complete Restore Process  
At the Summary step of the wizard, complete the procedure of volume-level restore.  

Review settings of the restore process.  

Click Finish to start the recovery process. Veeam Backup & Replication will perform partition re-allocation operations if 

necessary, restore the necessary volume data from the backup and overwrite volume data on the target computer 

with the restored data.  
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APPENDIX 
Creating Veeam Recovery Media  
You can use the backup console to create a Veeam Recovery Media for a Veeam Agent computer that you manage in Veeam 

Backup & Replication. The process of creating a Veeam Recovery Media in Veeam Backup & Replication practically does not 

differ from the same procedure performed on a Veeam Agent computer. To learn more about the Veeam Recovery Media, 

see the Veeam Recovery Media section in the Veeam Agent for Microsoft Windows User Guide.  

Keep in mind that you can create Veeam Recovery Media in Veeam Backup & Replication only for computers that are 

protected with Veeam Agent for Microsoft Windows.   
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Before You Begin  
You can create a Veeam Recovery Media for a protected computer in Veeam Backup & Replication if the following conditions 

are met:  

A protected computer runs a Microsoft Windows OS.  

A full backup file of one of the following backup types was created for the protected computer on the target location by a 

Veeam Agent backup job:  

Entire computer backup  

Volume-level backup of the computer OS data (created with the Operating system option selected in the backup 

job settings) or computer system volume  

File-level backup of the computer OS data created with the Operating system option selected in the backup job 

settings  

   

NOTE  

You can create a Veeam Recovery Media for a protected computer using a copy of a full backup file that meets all the 

conditions. The copy must be created by a backup copy job. To learn more, see the Backup Copy section in the 

Veeam Backup & Replication User Guide.  

By default, you cannot create a Veeam Recovery Media for a failover cluster with Cluster Shared Volumes (CSV). You can 

enable creation of a Veeam Recovery Media for such failover clusters with a registry value. For more information, 

contact Veeam Customer Support.  

Removable Storage Device Scenario (USB, SD Card and Other)  

The removable storage device must be inserted into a corresponding slot on the computer or connected to the computer.  

The removable storage device must have enough capacity to store the created recovery image. On average, the size of 

the created recovery image without manually loaded drivers is 500 MB.  

During the recovery image creation, Veeam Agent for Microsoft Windows formats the removable storage device. If you 

have important information on the device, create a copy of this data in some other location.   

CD/DVD/BD Scenario  

An empty or re-writable CD/DVD/BD must be inserted into a CD/DVD/BD drive on the computer.  

The CD/DVD/BD must have enough capacity to store the created recovery image. On average, the size of the created 

recovery image without manually loaded drivers is 500 MB.  

[For RW CD/DVD/BD] During the recovery image creation, Veeam Agent for Microsoft Windows erases information on 

the CD/DVD/BD. If you have important information on the CD/DVD/BD, create a copy of this data in some other 

location.  

Step 1. Launch Create Recovery Media Wizard  
To launch the Create Recovery Media wizard:   

Open the Inventory view.  

In the inventory pane, expand the Physical Infrastructure node and select a protection group that contains the necessary 

protected computer.  

In the working area, select the computer and click Recovery Media on the ribbon or right-click the computer and select 

Agent > Create recovery media.  
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Step 2. Specify Recovery Media Options  
At the Recovery Media step of the wizard, in the Available bootable media types list, specify on which type of media you 

want to create a recovery image. You can create the following types of recovery images:  

Recovery image on a removable storage device. You can create a recovery image on a USB drive, SD card and so on. 

Veeam Backup & Replication displays all removable storage devices currently attached to the backup server. Select 

the necessary one in the list.  

Recovery image on an optical disk. You can create a recovery image on a CD, DVD or BD. Veeam Backup & Replication 
displays all CD, DVD and BD drives available on the backup server. Select the necessary one in the list.  

ISO file with the recovery image. You can create a recovery image in the ISO file format and save the resulting file locally 

on the backup server.  
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Step 3. Specify Path to ISO  
The Image Path step of the wizard is available if you have selected to create an ISO file with the recovery image.  

In the Specify folder to create recovery media image in field, specify a real path to the folder where you want to save the 

created recovery image, and the ISO file name. When you create Veeam Recovery Media using the Veeam Backup & 

Replication console, you can save the ISO file on the local drive of the Veeam backup server only. Thus, the recovery image 

will always be available should Veeam Agent computer volumes get corrupted or the computer fail to start.  
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Step 4. Review Recovery Image Settings  
At the Ready to Apply step of the wizard, review settings of the recovery image that you plan to create and click Create.  

Veeam Backup & Replication will collect data necessary for recovery image creation and write the resulting recovery image 

to the specified target.  
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Step 5. Finish Working with Wizard  
The process of recovery image creation may take some time. Wait for the process to complete and click Finish to exit the 

wizard.  

If you want to interrupt the process of recovery image creation, click Cancel or close the wizard window.  

  

What You Do Next  
[For ISO file] After the recovery image is created, you can burn the created ISO file to a CD/DVD/BD. To do this, you can use 

native Microsoft Windows tools or third-party software.   
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